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SSO = Single Sign On

Or 

No more passwords*

What is SSO?

*maybe



🏫 🏡

Standard 
= 

always needing to 
unlock or enter a password

SSO 
= 

Authenticate once and done. 
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What is SSO?
SSO = Single Sign On

Or 

No more passwords

Less password entry



I CHANGED MY PASSWORD

EVERYWHERE TO 
INCORRECT SO

THAT WHEN I FORGET IT

IT ALWAYS REMINDS ME,

YOUR PASSWORD IS 
INCORRECT.



Jamf School

What Jamf MDM?



Jamf School or Pro - it doesn’t matter!

What Jamf MDM?



macOS

Support users in 1:1 or macOS 
Labs

iOS and iPadOS

Stop sign in fatigue during setup

Also

Device Agnostic



Prerequisites of SSO

iPadOS 13 or newer with Auth App


macOS 10.15 or newer with Auth App


Configuration Profile with SSO Extension

1
2
3

Device must be enrolled in MDM



Deployment Requirements

Configuration Profile



Deployment Requirements

Configuration Profile Device Type

Company Portal

Authenticator

Happy User

No change in workflow💻

📱

😍



The simpler. The Better. Magic 4

Configuration
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Ok, now you have lost me.

EVERYONE IN THE AUDIENCE AT THIS MOMENT
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` `

` `

Payload Type = SSO

We all need a payload. Similar to Passcode, 
Restrictions or Network. Top level directions. 

The Magic 4
SSO Type = Redirect

How will the user authenticate. Multiple options 
here but the requirements from Microsoft are 
Redirect for simple experience with Azure. 

Extension Identifier = Authenticator

This is our Broker. What will pass through and confirm our 
identity. 


iOS = Authenticator 

macOS = Company Portal

URLs = Check with your vendor 

URLs of identity providers to perform SSO. 
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Payload Type = SSO
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Restrictions or Network. Top level directions. 

The Magic 4
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Extension Identifier = Authenticator
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identity. 


iOS = Authenticator 

macOS = Company Portal

URLs = Check with your vendor 

🚪 🔒

🔑 🔓 URLs of identity providers to perform SSO. 
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But what does that actually look like? 

EVERYONE IN THE AUDIENCE AT THIS MOMENT
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iPad SSO Examples



iPad SSO Examples



Outlook ✅  
Authenticator ✅  

portal.office.com ❌  

iPad SSO Examples

http://portal.office.com


SSO 
= 

Authenticate once and done. 

🏫 🏡

Standard 
= 

always needing to 
unlock or enter a password



iPad SSO Examples

🏡



iPad SSO Examples



SSO 
= 

Authenticate once and done. 

🏫 🏡

Standard 
= 

always needing to 
unlock or enter a password



Workflows



Jamf Platform

Manage your Devices Connect your Users Protect your Data Complete your Solution
Apple Ecosystem Management Identity & Access Control Endpoint Security Value-Added Workflows

Jamf School

Jamf Connect

Jamf Safe Internet

SSO Extension
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Points of Note and 
Recommendations



Is there bad SSO?  

Yes!



iPad SSO Examples



iPad SSO Examples

portal.office.com ✅  

http://portal.office.com


iPad SSO Examples

portal.office.com ✅  
Outlook 🤷  

http://portal.office.com


iPad SSO Examples

portal.office.com ✅  
Outlook 🤷  

Word ❌  

http://portal.office.com


How often would my user need to re-authenticate  
after the first SSO?  

It Depends!



Microsoft
H T T P S : / / L E A R N . M I C R O S O F T. C O M / E N - U S / A Z U R E / A C T I V E - D I R E C T O RY / C O N D I T I O N A L - A C C E S S /
H O W T O - C O N D I T I O N A L - A C C E S S - S E S S I O N - L I F E T I M E # U S E R - S I G N - I N - F R E Q U E N C Y

The Azure Active Directory (Azure AD) default 
configuration for user sign-in frequency is a rolling 
window of 90 days. Asking users for credentials often 
seems like a sensible thing to do, but it can backfire: 
users that are trained to enter their credentials 
without thinking can unintentionally supply them to a 
malicious credential prompt.



What if a user changes their password?  

Prompt for sign in!



What if we don’t want a specific app to use SSO?  

We have a key for that!



Bundle IDs of applications not allowed to participate in SSO. All Managed applications allowed to participate in SSO.

Bundle IDs of applications allowed to participate in SSO.

  <key>AppBlockList</key>


          <string>com.google.Gmail</string>

  <key>Enable_SSO_On_All_ManagedApps</key>


          <integer>1</integer>

  <key>AppAllowList</key>


          <string>com.showbie.showbiePad</string>



Ok, I want more info?  

We have you covered!



Merill Fernando
Principal Product Manager - Azure Active Directory 
Microsoft



Guides, Troubleshooting & More 

The Magic 4 

Jamf, Apple & Microsoft ❤  



` ``SSO is good

Secure

IT Approved


Unified across Apple Devices

Recap

SSO is easy Users will love it

🔒 😎 😍
IT


Users

Deploy it today

Simple

Won’t break current workflows


Secure




