®JAMF

Securing Apple Devices in NUECN

Education:
Peeling back the Layers

Michael
‘3 . Thomson




Agenda -

1 | Understanding the current landscape

Why do we need security in education?

2 | ldentifying security layers

What are some of the ways we protect our home,
family and personal belongings?

3 | Building a layered approach

How can we utilise the security features in macOS
and enforce with Jamf?
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Security Landscape in Education

Ransom requests totalling Downtime due to ransomware attacks

! $4OM @ 1 ,387days

Affected schools & colleges Students impacted

3,880 3.04w
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Source: https://www.comparitech.com/blog/information-security/school-ransomware-attacks/
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FileVault Encryption ===

Turn off FileVault

Users can navigate to FileVault
settings and turn off encryption

1809 =S0Vn @80 7020
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jamf SCHOOL Jamf - Jesper Levallius Vv

Dashboard Enforce FileVault

Devices

Need help?

e |

Classes
General General

Incidents @ General k

Platform el MacOS (Device Enroliment)

Profiles .
@ T Profile name * Enforce FileVault

Overview
General payload Description

Apps
Documents
Use time filter

Wallpapers

Organisation

API| 2.0 Documentation
Support v

License Management

Waiting for jesperschool.jamfcloud.com...
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General payload
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Jamf School
Enforce FileVault _d

Security

Your screen is being observed

Si_ghn in U Allow applications downloaded from
with your Apple e e

© App Store and identified developers

Allow accessories to connect Ask for New Accessories £

. Network
FileVault ~\ Filevault

g Notifications =¥ FileVault secures the data on your disk by encrypti

. content automatically.
User can’t turn off FileVault once Sound
it’s enabled Focus WARNING: You will need your login password or a recovery key to access your data.

A recovery key is automatically generated as part of this setup. If you forget both
your password and recovery key, the data will be lost.

a Screen Time
FileVault is turned on for the disk “Macintosh HD".

A recovery key has been set.

=) General

@ Appearance m Lockdown Mode Turn On...
Lockdown Mode is an extreme, optional protection that

Accessibility should only be used if you believe you may be personally
targeted by a highly sophisticated cyberattack. Most people

| @ | Control Centre are never targeted by attacks of this nature.

o Siri & Spotlight When Mac is in Lockdown Mode, it will not function as it

typically does. Applications, websites and features will be
strictly limited for security, and some experiences will be
completely unavailable.
Learn more...

Desktop & Dock

@ Displays

A alinange

O Q,

Shut Down Restart
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Jamf School
Enforce FileVault

FileVault Status

See if FileVault is enabled and
access to recovery key

®JAMF NATION LIVE

Disable Remote Desktop

Change EFI password

Recovery Lock

Restart

Shutdown

Erase Device

Un-enroll

Move to trash

& mtsch.jamfcloud.com @

Passcode
Passcode Compliant
Data Protection
Safe Internet
Recovery Lock

System Integrity
Protection

Remote Desktop

Activation Lock
Supported

Bootstrap Token
Stored

Secure Boot Level

External Boot Level

FileVault

Enabled
Has personal key
Has institutional key

Personal key
escrow

Online status

Current logged-in
user

Last check-in
Enrollment date

Time Zone

¢ X X %X <& X

<

<

Full

Allowed

EQ48-76MQ-53AC-WG5R-XM6R-5NTQ

admin

1 minute ago

Wed May 17 20:37:50 2023

n/a

© Change Time Zone

© Set to Europe/London



FlleVault

USB
connectivity

Lock Wi-fi
Device policy

Rapid Security
Response

Password Policy

ICloud

Storage
S4 scrool
Passcode lock Remote

grace period

wipe

Declarative
Device
Management

Defer  Security
Updates Updates

Activation Lost
lock Mode

Touch ID and Face ID



Apple Gatekeeper and XProtect

macOS has multiple built-in security tools to protect users out of the box

Gatekeeper XProtect

A

*gicar™ will damage your computer. You
should move it to the Bin.

i" malware.

Cancel

v Report malware to Apple to protect other users

v
v

Ensures that only trusted software runs on the Mac Uses signatures-based detection to block malware using YARA

v

Verifies that apps are from a trusted developer, notarised and unaltered

v

Signature database updated regularly by Apple

v

Requests user approval

v

Updates independent of software updates

v

Feature enabled by default

v

Software blocked and user notified
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Protect against
advanced attacks

> Broad protection against known
macOS malware

» Extensible restrictions for unwanted
applications

> Lightweight design

®JAMF NATION LIVE

A jamf | PROTECT

ACMESOFT

QE Overview
© Insights
[1 Computers

M Alerts

CONFIGURATION

;93 Analytics
Plans
Actions
Threat Prevention
Device Controls

' Unified Logging

Telemetry

Administrative vV

Threat Prevention

Threat Prevention Custom Prevention Lists

Endpoint Threat Prevention Version History

Latest Version: 20199 Created: 05/15/2023 4:30 PM GMT

[1

6 of 76 computers on latest version

Previous versions
Version 20198
Version 20197
Version 20196
Version 20195
Version 20192
Version 20191
Version 20189
Version 20187

Version 20186

Created

05/13/2023 2:55 PM GMT

05/12/2023 6:40 AM GMT

05/10/2023 10:14 PM GMT

05/10/2023 8:04 PM GMT

05/09/2023 4:21 PM GMT

05/08/2023 9:03 PM GMT

05/05/2023 11:23 PM GMT

05/03/2023 9:19 PM GMT

05/03/2023 2:35 PM GMT

05/16/2023 9:03 AM GM




%8 jamf |[PROTECT  Alers > At

JAME <— Threat Prevention

05  Overview

Date Severity Action Status
Y Insights 05/18/2023 oo Prevented « Auto Resolved
o _ _ 8:02 AM GMT
Be notified in real-time when known Ll Computers
MaC threats are aUtOmatlca"y M Alerts Summary Processes (4) Files (0) Binaries(4) Users(2) Groups(2) Json
prevented

CONFIGURATION
ThreatMatchExecEvent

& Analytics
A process has been denied execution.

Plans Host IP

192.168.4.24
Actions

Threat Prevention

DGk Threat Event Details

Unified Logging Event Timestamp
05/18/2023 8:02 AM GMT

Telemetry
Match Reason

Review matched threat signatures
and contextual event data

Administrative The executable /Users/admin/Desktop/GravityRAT/Enigma/Enigma was detected as Gravityrat because it matched a known bad threat signa

Match Name

Gravityrat

Match Type
Threat Signature
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Protect against
advanced attacks e

8O Overview All Analytics

Insights
Y 2 Analytics detect suspicious user behavior and system activity. Jamf-managed analytics and categories are maintained by Jam

B Compliters detect activity specific to your security needs. To deploy analytics, add individual analytics to one or more analytic sets, and t
or more plans.
W Alerts

Jamf-managed Custom
CONFIGURATION

(D Search all...

Analytics

Plans Description

- Detect 150+ Mac-specific adversary
teC h n iq u eS Threat Prevention

Device Controls Living Off the Land (13)

> Powered by Jamf Threat Labs and . Unifed Logging
MITRE ATT&CK N

Administrative Common Attacker Technique (12) @00 1 OO0 1

Known Malicious File (66)

Persistence (14) @00 2 OO0 12

» Comprehensive behavioural detection e

System Visibility (13) 00 2 OJOXOIN |
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Malware
Protection

Removable
Storage Controls

Unified Behavioural
Logging Analytics

Jamf Threat
Labs

Threat Data _
Prevention Streaming Secunty

Visibility &
Compliance

macOS Built-in

.J PROTECT Endpoint Compliance

Security Benchmarks

Real-Time MITRE
Insights ATT&CK

Endpoint Applications SIEM / SOAR
Protection Controls Integrations






Jamf Safe Internet

Content Filtering....

WWWwW
DNS over HTTPS Technology

Category Blocking
Google Safe Search Enforcement




safe.jamf.com &

.J ja mf o Safe Internet Test - Anthony Darlow - Safe Internet Test - Anthony Darlow - GB WV @
— Welcomel! Mar 20, 2023 - Apr 20, 2023 &
. Dashboard
Active devices > Web connections » Top 5 categories > Pages blocked »
r[] Devices >
Block Policy i
=] Policiesk >
Define content students and Y 1 250k 522
il Reports >
| | | I | |
teachers can access to keep them niote ntote ot
safe online ¥ s ’ et s
2548 @ 254 15
Last 24 hrs Last 24 hrs
Domain category checker » Platform breakdown » Daily usage >
Website address @& iOS or iPadOS 24 Monday
Tuesday I
& macOs 1 Wednesday ..... .l
= Thursday ......!.
Frid
28 Windows o} Satur:dzz: r ... .
Granular Categories Sunday
+7 Chrome0s ° P PP PP PP SFLFSPS PP
An extensive list of categories to . S F I EF TN
U Other 0

build granular control
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Block Policy

Define content students and
teachers can access to keep them
safe online

Safe Search & Restricted Mode

Enforce Google Safe Search and
Youtube Restricted Mode for
appropriate content

Granular Categories

An extensive list of categories to
build granular control
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A jamf

Dashboard
Devices
Policies

Content policy &

Reports

Settings

Root level

¢ Safe Internet Test - Anthony Darlow

Policy rule

+ Adult

+ Advertising

-+ App stores

+ Audio and music

+ Browsers

-+ Business and industry

+ Cloud and file storage

+ Communication

+ Content servers

Entertainment

safe.jamf.com

Leaf level

b Safe Internet Test - Anthony Darlo...

Group level

Base policy

O

The block policy was successfully updated.

Policy action

Allow Block
Allow Block
Allow Block
Allow Block
Allow Block
Allow Block
Allow Block
Allow Block
Allow Block

M Save and apply

Inheritance

Inherit

Inherit

Inherit

Inherit

Inherit

Inherit

Inherit

Inherit

Inherit

Inherit




" Safari File Edit View History Bookmarks Window Help = Thu 20 Apr 00:27

oeeoe® [+ <« google.co.uk C ; H

About  Store Gmail Images  3:: Macintosh HD

Google Safe Search

Notice that Google Safe Search is
enforced as per the Search Rules
policy in Safe Internet

Google

Google Search I'm Feeling Lucky

Student Device

Students will be students and try
to do other things than the task set
by the teacher

United Kingdom

Advertising Business How Search works \ Carbon neutral since 2007 Privacy Terms Settings

B 738 v
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@ Safari File Edit View History Bookmarks Window Help = Q & Thu20Apr 00:27

-

Q @ games ¢ T

Macintosh HD
games x (D Q hks m

Q Al [) Videos [3) Images News ) Shopping : More Safc%}arch on
About 12,880,000,000 results (0.45 seconds)

Top stories

See results about
(;i};n'r(ill.m ’:? IGN : Game
‘A space to feel at ease with Can Netflix Make Awesome | ﬂ Agame s a structured form of play,
dying': how video games AAA Games? - Unlocked usually undertaken for ...
help people through grief 591 M
Enforced Safe Search I SO e
21 hours ago 6 hours ago — A video game is an electronic game
- that involves interaction ..
Users cannot edit or turn off safe B Rit Games Lost Ak
- Riot Games is Buildin e codss  Team Update - Letter to the
search per the Search Rules policy A S wOE ShoT &
IOWaiu CSpuUIrs Dusiiess . % Community - News
in Safe Internet Sustainability

14 hours ago 15 hours ago

More news -

Py Games.co.uk

|
hitps://www.games.co.uk

Games.co.uk: Free games online - Games for kids and families

Games.co.uk is the best place to play free games online including football games, io games,

shooting games, and many more crazy games.
Puzzle Games - Girls Games - Kids Games - Action Games

People also ask

What games can | play free?

Which is the top 1 game in the world?

BBQCL
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.' Safari File Edit View History Bookmarks Window Help = Thu 20 Apr 00:28

oe®oe® [+ (< google.co.uk o ] ﬂ

GO gle (33 Macintosh HD

Blocked Content

No access to websites categorised ' ¢ Bop
as Games as per block policy in

Safe Internet SafeSearch locked on (3]

SafeSearch helps hide sexually explicit content and graphic violence from your search
results.

Enforced Safe Search

You can't turn SafeSearch off right now because someone else, such as a parent or administrator,
controls settings on the network, browser or device that you're using.

Users cannot edit or turn off safe
search per the Search Rules policy
in Safe Internet More about SafeSearch

B Feedback

TS@00 VU

®JAMF NATION LIVE



Jamf Safe Internet

WWWwW

Content Filtering....

DNS over HTTPS Technology
Category Blocking
Google Safe Search Enforcement

Web-Based Threat
Prevention...

Web-based Malware Traffic
Spam
Phishing



@ Safari File Edit View History Bookmarks Window Help >~ Q & Thu20Apr 00:28

| ‘I|

Email from IT Support

Asking for the student to reset
their Microsoft password

10000027880 ¥
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.' Outlook File Edit View Message Format Tools Window Help = Q & Thu20Apr 00:28

a

[ N Q_ Search

Macintosh HD
= (4 New Message T Delete T Archive Cg Move [ Flag & MarkasRead () Sync -

> Favourites

: Focused  Other IT Support - Password Reset *URGENT* D a & P~
Email from IT Support PP €

v ant@jamfce.com This Year @ O IT Support <academdyitsupport@icloud.com> Monday, 13 February 2023 at 06:15

= ‘ - a To: () Ant Darlow
Asking for the student to reset 8 Q nbox . @ R LW
7 Bekns IT Support - Passwo*d Reset *URGENT* 13/02/2023
= = Good Afternoon pupil, This is Ant from the IT support desk. We... .

their Microsoft password , a— Good Afternoon pupil

IT Support
B sent G IT Support - App Request 13/02/2023 This is Ant from the IT support desk. We are asking all students to reset their Micro-Soft passwords due to a
@ Baletad ftacs Good Afternoon Jak, Please speak with your teacher if you are... security breach.

C3 Junk Email Please navigate to office365account.com to reset your password, this is an urgent request
D Conversation History
Jamf Academy IT Helpdesk
01582 123654 | itsupport@jam-facademy.com
> Saved Searches Office hours: Monday - Thursday 08:00 - 04:00, Friday 08:00 - 03:00

Web Based Threat Prevention

Protecting students against web-
based malware, spam and
phishing attacks

9MAC "H800 ¥
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Security Reports

Data and reports showing Spam,
Malware or Phishing traffic over
time and the block destination
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A jamf

Welcome!
Dashboard
Active devices »>

Devices >

Policies > 1 2 O

R rt >

eports & In total
Settings >

Domain category checker »

Website address

safe.jamf.com

Web connections >

298k

In total

10742 © 2

Last 24 hrs

Platform breakdown »

@& iOS or iPadOS

& macOs
B8 Windows

(o) ChromeOS

Lo other

© h + ©

0 Jamf Safe Internet Demo - Jamf Safe Internet Demo - CZ Vv @

Top 5 categories >

Video & Photo

Daily usage »
56 Monday
Tuesday
20 Wednesday
Thursday
Friday
0
Saturday
Sunday
44
O
QO O
0

IO I SN S

Mar 20, 2023 - Apr 20, 2023 &

Pages blocked »>

19736

In total

768 @ =

Last 24 hrs

N S GNP C R4 A AV







Layered Security

Jamf School
(MDM)

Jamf Protect
(Endpoint Security)

Jamf Safe Internet
(Web-Based Protection)
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Thank You!
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