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Why are mobile devices being targeted, and who’s 
targeting them?

Why is mobile at risk?



2.5 million
mobile users downloaded multiple 
malware apps last year.

Mobile threats are the  
modern reality

6.5%
of all mobile devices are running an out-
of-date or vulnerable OS.

85%
of mobile apps are unsecured and leak 
data.

25%
of all data breaches involve phishing.
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The footprint of mobile in business 
continues to grow

Why is mobile being targeted?

In 2021

1 in 10 users fell victim to a mobile phishing 
attack.

of organisations were regularly utilising 
an operating system with a known 
security vulnerability.

39%

of organisations encountered malware 
installed on a remote device.6%

71% 24%
of organisations rate mobile 

8/10 or above in terms of being 
crucial to their business.

sacrificed the security of mobile 
devices to facilitate their response 

to the pandemic and its restrictions.

Mobile is becoming increasingly 
critical in business

Expansion of the attack surface



Making the headlines



What sorts of mobile threats are there, and what risks do 
they pose?

Mobile threats in detail
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What sorts of mobile threats are there?

2
Risky Apps


Malware, data leaks etc.  

On-device threats
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Infrastructure Attacks

MitM, SSL Strip etc. 

Configuration Issues

Outdated OS, passcode etc.  

In-network threats

Phishing

The #1 mobile threat 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Content Risk

Malicious files, C&C etc. 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The #1 mobile threat vector: Phishing



Which is the real banking site?

✅❌

Green padlock icon 
indicates whether or 
not the connection is 

encrypted



Which is the real login page?

Different URLs

✅ ❌

“Forgot username” - 
Different text, same 

URL

Near-identical design 
and layout



Expect the unexpected: App risk
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Mobile apps are fraught with vulnerabilities, 
even those we know and trust

50%
of apps with five to ten 

million downloads 
include a security flaw.

3x
Business apps are three 
times more likely to leak 

login credentials.

1 in 4
mobile apps contains at 

least one high-risk 
security flaw.

Encryption Apps without encryption: easy data exfiltration

Apps often request excessive permissions access

Hackers use apps to exploit OS loopholes

Apps are disassembled to exploit vulnerabilities

Side-loading of “BETA”, or pre-release apps

Permissions

Vulnerable OSS

Reverse engineering

Side-loading



Introducing Jamf Threat Defense, MI:RIAM and the Jamf 
Trust app

How to stay protected



Leading mobile threat defense for iOS, iPadOS, and Android

‣ Detect configuration vulnerabilities


‣ Protect against malware & risky apps


‣ Mitigate malicious infrastructure


‣ Prevent incoming attacks


‣ Gain insights through analytics

Jamf  
Threat Defense

Mobile security for all your workers



Introducing MI:RIAM



Leading mobile threat defense for iOS, iPadOS, and Android

‣ Cloud-based, easy-access reporting


‣ Comprehensive app vetting

Jamf  
Threat Defense

Detailed analytics

‣ SIEM, SOAR etc.


‣ Zero-touch UEM deployment


‣ Conditional access and risk tagging

Powerful integrations



One consistent security experience across platforms
Jamf Trust

Jamf Threat Defense
Protect end users against malicious 
domains, phishing, data leaks and other 
network-based threats

Any ownership model
Whether BYOD, COPE or COBO, 
empowering all users in a way that 
protects the business



Thank you.




Questions?
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Jamf

Threat Labs

Jamf

Threat Defense


