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Agenda

1| Qu’est ce qu’une API?

Si vous n'avez jamais entendu parler de I'API, jetons
les bases et découvrons pourquoi elle est utile.

2 | Les Endpoints API

Maintenant que vous savez ce qu'est une API, réfléchissons
aux éléments dont vous avez besoin pour parler a une API.

3 | Interagir avec I'APl Jamf School

Comment démarrer avec I'API Jamf School et faire
votre premier appel API

4 | Etendre le pouvoir de Jamf School

Nous terminerons par des ressources, des outils et des
reflexions sur des situations réelles ou I'API pourrait
ameliorer votre flux de travail.

it
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Qu'est-ce qu'une API ?

Une APl est un ensemble de
routines, de protocoles,
et d'outils permettant de creer des

applications logicielles.
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Application Programming Interface
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Application Programming Interface
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Les Endpoints AP
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Les Endpoints AP

https://your.app.com

GET Devices - Device detalls
GET Devices - Device

PUT Devices - As

G E I : Récupérer ou lire des donneées PUT Devices - M

PUT Devices -

P UT : Mettre a jour des données "05T Devices - C

POST Devices - R

: , ~05T Devices - Resta
D E LE I E . Supprimer les donnees | |
~057 Devices - Restore device

- Créer des données

®JAMF NATION LIVE




Les Endpoints AP

https://your.app.com/api/apps

GET Devices - Device detalls

GET Devices - Device ——p 2z -

PUT Devices - As

G E I : Récupérer ou lire des donneées PUT Devices - M

PUT Devices -

P UT : Mettre a jour des données "05T Devices - C

POST Devices - R

: , ~05T Devices - Resta
D E LE I E . Supprimer les donnees | |
~057 Devices - Restore device

- Créer des données
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Donnees API Donnees Console

GET

https://darlowsch.jamfcloud.com/
api/devices/
00008020-001129AE3A2A402E

>
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Donnees API Donnees Console

GET

https://darlowsch.jamfcloud.com/

api/devices/
00008020-001129AE3A2A402E

>
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Donnees API Donnees Console

GET

https://darlowsch.jamfcloud.com/
api/devices/
00008020-001129AE3A2A402E

>
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Donnees Console

Donnees API

https://darlowsch.jamfcloud.com/ https://darlowsch.jamfcloud.com/
api/devices/ devices/details/
00008020-001129AE3A2A402E 00008020-001129AE3A2A402E

S
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https://darlowsch.jamfcloud.com/api/devices/00008020-001129AE3A2A402E
https://darlowsch.jamfcloud.com/api/devices/00008020-001129AE3A2A402E
https://darlowsch.jamfcloud.com/api/devices/00008020-001129AE3A2A402E
https://darlowsch.jamfcloud.com/devices/details/00008020-001129AE3A2A402E
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Donnees Console

Donnees API

Jak Porter
Set by policy.

Location Jamf - anthony.darlow
Enroliment Method Automated Device Enrollment
Model iPad (8th generation, Wi-Fi Only)
Serial DMQF4G7DQ1GC
OS Version iI0S 16.4.1

Supplemental build 20E252
version

Declarative Device v
Management supported

Declarative Device
Management enabled

Supervised v

Shared iPad 4

Member of All iPad , All Student iPad , Coding , Create!,
DDM Passcode , Home App Sim , MS Office ,
User Test

Current owner Jak Porter

Charge

Available space . 34% (11.08 GB /32 GB)
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Donnees API
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Serial Number

Donnees Console

Jak Porter
Set by policy.

Location Jamf - anthony.darlow
Enrollment Method Automated Device Enrollment

Model iPad (8th generation, Wi-Fi Only)

Serial DMQF4G7DQ1GC

OS Version i0S 16.4.1

Supplemental build 20E252
version

Declarative Device v
Management supported

Declarative Device
Management enabled

Supervised v

Shared iPad b4

Member of All iPad , All Student iPad , Coding , Create!,
DDM Passcode , Home App Sim , MS Office ,
User Test

Current owner Jak Porter

Charge

Available space " (.08 GB /32 GB)



Donnees API
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Groupes Donnees Console

Location
Enrollment Method
Model

Serial

OS Version

Supplemental build
version

Declarative Device
Management supported

Declarative Device
Management enabled

Supervised
Shared iPad

Member of

Current owner
Charge

Available space

Jak Porter
Set by policy.

Jamf - anthony.darlow
Automated Device Enroliment
iPad (8th generation, Wi-Fi Only)
DMQF4G7DQ1GC

iI0S 16.4.1

20E252

v

All iPad , All Student iPad , Coding , Create!,
DDM Passcode , Home App Sim , MS Office ,
User Test

Jak Porter

(11.08 GB /32 GB)
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Exemple logique de script de vérification de la batterie

/devices Endpoint pour

collecter tous les
appareils de l'inventaire

v

Enregistrer les Recherche les points ?
B La batterie est de données
resultats dans une o . . > ) o . BT > ®
ariable inferieure a 80 % username”, “email” &
vari _ )
“serialNumber” Ecriture des informations

l I dans un fichier local

Lit le point de donnée du
device “batteryLevel”

Plus d'appareils Boucle

Batterie
supérieure a 80%
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Authentification de I'API

YESINMVS8797ABAAWSEQ4UQIGIRIRAGIXW

Generate new key

Access rights

Description Optional
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Authentification de I'API

Network ID: Devices &d Enroll Device(s)

USERNAME = Network ID
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Authentification de I'API

Network ID: Devices &d Enroll Device(s)

USERNAME = Network ID

API Key: Organisation &d Settings &d API

PASSWORD = API Key
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Authentification de I'API

Network ID: Devices &d Enroll Device(s)

USERNAME = Network ID

PASSWORD = API Key

API Key: Organisation &d Settings &d API

USERNAME:PASSWORD

Base 64 Encoded
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Authentification de I'API

USERNAME:PASSWORD

Base 64 Encoded
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Authentification de I'API

USERNAME:PASSWORD

Base 64 Encoded

Demo

YESINMVS8797ABAAWSEQ4UQIGIRIRAGIXW

Generate new key

Access rights

echo '12731485:EHII9MIVZWFTGCGl3K6WNW4T2SEBX21C" | baseb64

MTI3MzEOODQ6RUhJSTINSVZavVO0ZURONHOT1ILN1dOVzZRUMINFQlwyMUMK

Description Optional
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Authentification de I'API

USERNAME:PASSWORD

Base 64 Encoded

Demo
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Generate new key
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Authentification de I'API

USERNAME:PASSWORD

Base 64 Encoded

Demo

YESINMVS8797ABAAWSEQ4UQIGIRIRAGIXW

Generate new key

Access rights
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Authentification de I'API

USERNAME:PASSWORD

Base 64 Encoded

Demo

YESINMVS8797ABAAWSEQ4UQIGIRIRAGIXW

Generate new key

Access rights
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Realiser un Appel API
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Realiser un Appel API
Commana Endpoint Authorisation

import requests

response = requests.request("GET", https://darlowsch.jamfcloud.com/api/devices, headers='Authorization':
'Basic MTI3MzEOODQ6RUhJSTINSVZaVOZURONHOT1ILN1dOVzRUMINFQlwyMUM="

print (response.text)
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Realiser un Appel API
Commana Endpoint Authorisation

import requests

Syntaxe Python pour effectuer un appel API

response = requests.request)"GET", e v— B —— . = orization':
'Basic MTI3MzEOODQ6RUhJSTINSVZaVOZURONHOT1ILN1dOVzRUMINFQlwyMUM="

print (response.text)
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Realiser un Appel API
Command

Lire les Données

response = requests.requestli("GET"] https://darlowsch.jamfcloud.com/api/devices, headers='Authorization':
'Basic MTI3MzEOODQ6RUhJSTINS¥ZavVOZURONHOT1ILN1dOVZRUMINFQlwyMUM="

import requests

print (response.text)
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Realiser un Appel API
Endpoint

URL du point de terminaison a partir duquel les données sont collectéees

import requests

response = requests.request("GET", |https://darlowsch.jamfcloud.com/api/devices,| headers="'Authorization':
'Basic MTI3MzEOODQ6RUhJSTINSVZaV0ZURUNHOTILNIQOVZRUMINFQIWYMUOM="

print (response.text)
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Realiser un Appel API
Authorisation

Network ID & APl Key encodés en base64

response = requests.request("GET", https://darjlowsch.jamfcloud.com/api/devices,| headers="'Authorization':
'Basic MTI3MzEOODQ6RUhJSTINSVZaVOZURONHOT1ILN1dOVzRUMINFQlwyMUM="

import requests

print (response.text)
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Realiser un Appel API
Commana Endpoint Authorisation

I | Mprimer les résultats de I'appel AP
response = requests. headers='Authorization':

'Basic MTI3MzEOODQ6RUhJSTINSVZaVOZURONHOTILN1dOVzZRUMINFQlwyMUM="

print (response.text)
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APl Jamf School — Que puis je faire?

Que peut-on faire avec I'API Jamf School ?

GET Informations sur I'appareil ou |'éleve/I'enseignant, ... '

PUT Attribuer des appareils a un nouveau utilisateur, ...

DELETE Déplacer les anciens appareils vers la corbeille, ... jamf SCHOO!

Créer des classes, effacer des appareils, ...
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APl Jamf School

Que puis je faire?

o D, developer.jamf.com

, Ja mf AP| References Documentation

Jamf Developers

Build your own solutions for the Jamf Enterprise Platform

Why build with Jamf?
d eve I O per.j amf. CO m Jamf empowers millions of end-users with a legendary Apple

experience. Integrating with our platform allows you to create
simplified workflows, solve complex problems, and build unique

value for your customers. ev@iraﬁeﬁolpgcmgartner Program

And the good news - we make it easy! From idea to launch, our : :
AppConfig as a solution

teams are there every step of the way.
Y P y Config file distributed alongside app v

MDM »

Can populate static values, device and user
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Postman App

API interaction
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Home Workspaces v APl Network v Explore (Q Search Postman 3 N @ Upgrade
A My Workspace New Import & Overview O Jamf School API +  ooe Jamf School API v =)
ﬁ —'I— ? 000 5 - )
Collactions A My Workspace ©5 Workspace Settings (&)
v Jamf School API
[_?-] @ 5 User ooo .
Environments i ‘ nn about this work , In this workspace
> [ Device
D) . Requests
e > 3 Locations This is your personal, private workspace to play around in. Only you can see the collections and APIs you
stor —
S S B Groups create here - unless you share them with your team. ] Collections (3)
oo > [ Teacher & APIs (0)
> [ Parent Activity C Filter by Elements ~  People (=] Environments (2)
> 3 Automated Device Enrolment February 7, 2023 = Mock Servers (0)
> Profiles ; ; ;
B Anthony Darlow edited the Jamf School API collection. View Changelog Monitors (0)
> [ Classes 1:49 PM
January 25,2023 o5 Flows (0)
> 3 Apps <2
Anthony Darlow edited the RADAR Risk API collection. View Changelog
> 3 Groups 10:45 AM
> (3 Volume Purchasing Anthony Darlow edited the RADAR Risk API environment
S JS AP 10:39 AM
Anthony Darlow added the New Environment environment
> RADAR Risk AP Y
10:37 AM
Anthony Darlow added the New Collection collection
10:22 AM
December 13, 2022

Anthony Darlow edited the Jamf School API collection. View Changelog
4:21 PM

November 24, 2022

Anthony Darlow edited the Jamf School API collection. View Changelog
4:03 PM

Anthony Darlow edited the Jamf School API collection. View Changelog
4:03 PM

November 17, 2022

Anthony Darlow added the JS API collection
11:50 AM

November 11, 2022
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API interaction

Postman Collection
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é

o]

W) ==

Collections

Home

~ My Workspace

Workspaces v API Network v

New

v Jamf School API

(=] &D 3 User
Environments

> [ Device
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History

> [ Groups

oo > [ Teacher
> [ Parent
> [ Automated Device Enrolment
> [ Profiles
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> 3 Apps
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> [ Volume Purchasing

> JS API

> RADAR Risk API

ED © Online Q Find and Replace Console

Import

000

oo0

(Q Search Postman

60 Overview

{J Jamf School API + oo

4 My Workspace

This is your personal, private workspace to play around in. Only you can see the collections and APIs you

create here - unless you share them with your team.

Activity C Filter by

February 7, 2023

Anthony Darlow edited the Jamf School API collection. View Changelog
1:49 PM

January 25, 2023

® Anthony Darlow edited the RADAR Risk API collection. View Changelog
10:45 AM

Anthony Darlow edited the RADAR Risk APl environment
10:39 AM

Anthony Darlow added the New Environment environment
10:37 AM

Anthony Darlow added the New Collection collection
10:22 AM

December 13, 2022

Anthony Darlow edited the Jamf School API collection. View Changelog
4:21 PM

November 24, 2022

Anthony Darlow edited the Jamf School API collection. View Changelog
4:03 PM

Anthony Darlow edited the Jamf School API collection. View Changelog
4:03 PM

November 17, 2022

Anthony Darlow added the JS API collection
11:50 AM

November 11, 2022

Elements v

Cookies

Em e o ©

Jamf School API

°s Workspace Settings

In this workspace

so B B g

& Capture requests

Requests
Collections (3)
APIs (0)
Environments (2)
Mock Servers (0)
Monitors (0)

Flows (0)

() Runner

©u

®

W Trash £ @




Postman Ap

API interaction

< Home Workspaces v APl Network v  Explore (Q Search Postman 3 N @
2 My Workspace New Import & Overview {J Jamf School API +  eoo Jamf School API v =
U T L= - 2 M Works ace °5 Workspace Settings  (3)
Collections m y p —

v Jamf School API

(=] &D 3 User

Environments

> [ Device
Y > [ Locations
History
> [ Groups
oo > [ Teacher
> [ Parent

> [ Automated Device Enrolment

> [ Profiles
> [ Classes
> [ Apps

> [ Groups

> [ Volume Purchasing
> JS API

> RADAR Risk API

Postman Collection

ED © Online Q Find and Replace Console

®JAMF NATION LIVE

oo0

In this workspace

Requests
This is your personal, private workspace to play around in. Only you can see the collecti@hs and APIs you

create here - unless you share them with your team. Collections (3)

APIs (0)

Activity C Filter by Elerflents v People v

(o]

Environments (2)

February 7, 2023

ED

Mock Servers (0)

Anthony Darlow edited the Jamf School API collection. View Changelog
1:49 PM

5]

] Monitors (0)

8

January 25, 2023 Flows (0)

® Anthony Darlow edited the RADAR Risk API collection. View Changelog
10:45 AM

Anthony Darlow edited the RADAR Risk APl environment
10:39 AM

Anthony Darlow added the New Environment environment
10:37 AM

Anthony Darlow added the New Collection collection
10:22 AM

December 13, 2022

Anthony Darlow edited the Jamf School API collection. View Changelog
4:21 PM

November 24, 2022

Anthony Darlow edited the Jamf School API collection. View Changelog
4:03 PM

Anthony Darlow edited the Jamf School API collection. View Changelog
4:03 PM

November 17, 2022

Anthony Darlow added the JS API collection
11:50 AM

November 11, 2022

& Cookies & Capturerequests [ Runner i Trash [ @




Etendre Jamf
School

1| Qu’est ce qu’une API?

Un outil utile pour travailler avec des applications web

2 | Les Endpoints API

Communiquer avec des parties spécifiques
d'une application web

3 | Interagir avec I'APl Jamf School

Pour effectuer des appels APl a Jamf School, il faut indiquer la
commande, le endpoint, le nom d'utilisateur et le mot de passe.

4 | Etendre le pouvoir de Jamf School

Nous avons terminé en réfléchissant a des cas d’'usage dans
lesquelles I'API pourrait améliorer votre flux de travail.
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