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From Nice to Have to Necessity




Agenda

1 | What is Patch Management?
Why do we want to do this?

2 | Patching Software

What are the considerations around patch
management? How do we do it with Jamf Pro?

3 | Jamf &

Take a quick look at Installomator and Autopkg

4 | OS Patching

Patching the OS is hard, you want the best
experience for the user.
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Patch management is the process of
distributing and applying updates to software
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We update for new

eatures or to patch
he Common

ulnerabillities and
Exposures (CVE)
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CVE Detalls (e.g.: CVE-2009-1234 or 2010-1234 orzuwuj-x':| || View

The ultimate security vulnerability datasource

Log In Register

Switch to https://
Home

Browse :
Vendors
Products
Vulnerabilities By Date
Vulnerabilities By Type
Reports :
CVSS Score Report
CVSS Score Distribution

Search :
Vendor Search

Product Search

Version Search

Vulnerability Search

By Microsoft References
Top 50 :

Vendors

Vendor Cvss Scores
Products
Product Cvss Scores
Versions

Other:
Microsoft Bulletins
Bugtrag_Entries
CWE Definitions
About & Contact
Feedback
CVE Help
FAQ
Articles

External Links :
NVD Website
CWE Web Site

View CVE :

| |[Go |

(e.g.: CVE-2009-1234 or
2010-1234 or 20101234)

View BID :

[ [ ~~ |

Vulnerability Feeds & Widgets™®" JEVIVIVIS s

Google » Chrome : Security Vulnerabilities (Execute Code)

CVSS Scores GreaterThan: 0 1 2 3 4 5 6 7 8 §
Sort Results By : CVE Number Descending CVE Number Ascending CVSS Score Descending Number Of Exploits Descending

Total number of vulnerabilities : 116 Page : 1 (This Page)2 3
Copy Results Download Results

# CVE ID CWEID # of Exploits Vulnerability Type(s) Publish Date Update Date Score Gained Access Access Complexity Authentication
Level
1 CVE-2021-30599 843 Exec Code 2021-08-26 2021-11-30 6.8 None Remote Medium Not required

Type confusion in V8 in Google Chrome prior to 92.0.4515.159 allowed a remote attacker to execute arbitrary code inside a sandbox via a crafted HTML page.

2 CVE-2021-30598 843 Exec Code 2021-08-26 2021-11-30 6.8 None Remote Medium Not required
Type confusion in V8 in Google Chrome prior to 92.0.4515.159 allowed a remote attacker to execute arbitrary code inside a sandbox via a crafted HTML page.

3 CVE-2021-21224 843 Exec Code 2021-04-26 2021-06-01 6.8 None Remote Medium Not required
Type confusion in V8 in Google Chrome prior to 90.0.4430.85 allowed a remote attacker to execute arbitrary code inside a sandbox via a crafted HTML page.

4 CVE-2020-6572 416 Exec Code 2021-01-14 2021-01-21 - None Remote Medium Not required

Use after free in Media in Google Chrome prior to 81.0.4044.92 allowed a remote attacker to execute arbitrary code via a crafted HTML page.
5 CVE-2020-6537 843 Exec Code 2020-09-21 2021-03-16 6.8 None Remote Medium Not required

Type confusion in V8 in Google Chrome prior to 84.0.4147.105 allowed a remote attacker to execute arbitrary code inside a sandbox via a crafted HTML page.

6 CVE-2020-6443 345 Exec Code 2020-04-13 2020-07-02 6.8 None Remote Medium Not required
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Insufficient data validation in developer tools in Google Chrome prior to 81.0.4044.92 allowed a remote attacker who had convinced the user to use devtools to execute arbitrary code via a crafted HTML page.

7 CVE-2020-6417 Exec Code 2020-02-11 2020-02-17 4.6 None Local Low Not required

Inappropriate implementation in installer in Google Chrome prior to 80.0.3987.87 allowed a local attacker to execute arbitrary code via a crafted registry entry.

8 CVE-2019-13735 787 Exec Code 2019-12-10 2019-12-16 6.8 None Remote Medium Not required

Out of bounds write in JavaScript in Google Chrome prior to 79.0.3945.79 allowed a remote attacker to execute arbitrary code inside a sandbox via a crafted HTML page.

9 CVE-2019-13726 119 Exec Code Overflow  2019-12-10 2019-12-16 6.8 None Remote Medium Not required

Buffer overflow in password manager in Google Chrome prior to 79.0.3945.79 allowed a remote attacker to execute arbitrary code via a crafted HTML page.
10 CVE-2019-13725 416 Exec Code 2019-12-10 2019-12-16 6.8 None Remote Medium Not required
Use-after-free in Bluetooth in Google Chrome prior to 79.0.3945.79 allowed a remote attacker to execute arbitrary code via a crafted HTML page.

11 CVE-2019-13693 416 Exec Code 2019-11-25 2019-11-26 6.8 None Remote Medium Not required

Use after free in IndexedDB in Google Chrome prior to 77.0.3865.120 allowed a remote attacker who had compromised the renderer process to execute arbitrary code via a crafted HTML page.

12 CVE-2019-5790 190 Exec Code Overflow 2019-05-23 2019-06-28 6.8 None Remote Medium Not required
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An integer overflow leading to an incorrect capacity of a buffer in JavaScript in Google Chrome prior to 73.0.3683.75 allowed a remote attacker to execute arbitrary code inside a sandbox via a crafted HTML page.

13 CVE-2019-5789 190 Exec Code Overflow 2019-05-23 2020-08-24 D None Remote Medium Not required
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‘ ¥4 macOS devices not able to authenticate to Active Directory due to CVE-2021-42287

English ~

Ja mf Solutions ~ Industries - Pricing Resources v Contact

Jamf Blog

April 27, 2022 by Sean Rabbitt

Advisory: macOS devices bound
to Active Directory and CVE-
2021-42287

Security

The remediation for a serious security vulnerability in
Microsoft Active Directory (AD) prevents Apple macOS

from binding. Affected machines will lose the ability to

communicate with AD domain controllers, resulting in

user lockout and potential data loss.

HE Windows
Bl Server

Update to binding error fix:

An update to CVE-2021-42287 was made available by Microsoft in the form of a new patch that i

.JAMF NATION LIVE corrects the broken bind functionality that existed previously. A full breakdown of the solution is

available from Jamf. «
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How do we perform

Patch
Management




Installation Cycle

®JAMF NATION LIVE



Google Chrome
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Download
Extract
Package
Upload
Configure
Deploy

le Chrome
‘

The browser built by Google
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Download
Extract
Package
Upload
Configure
Deploy
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Download
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Download
Extract
Package
Upload
Configure
Deploy
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Jamf Pro
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jamf

Computers Devices

10.20.0-b.2.11582297324

Computers: 71

Mobile Devices: 46

Computers: 0O

Mobile Devices: 8

Dashboard

Smart Computer Groups

*‘NEEDS MACOS
HIGH SIERRA (10.13)

28

Computers

Policy Statuses

‘FILEVAULT
ENFORCEMENT

9%

Completed

7/ Completed

46 Pendina

COMPLIANCE -
ENCRYPTION
DISABLED

42

Computers

*UPDATE
INVENTORY

32%

Completed

23 Completed

48 Pendina

COMPLIANCE -- NO
INVENTORY
REPORT FOR 14
DAYS

/1

Computers

ADD SELF SERVICE
TO DOCK

90%

Completed

64 Completed

7] Pendina

FILEVAULT IS
CONFIGURED

2

Computers

DROPBOX

4%

Completed

3 Completed

68 Pendina

GATEKI
STORE

IDENTII
DEVELC(

Cc

INSTAL

1Cor



Jamf Pro
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Computers Devices

Search Inventory
Search Volume Content

Licensed Software

Policies
Configuration Profiles
Restricted Software
Mac Apps

Patch Management

eBooks

Smart Computer Groups
Static Computer Groups

Classes

Enrollment Invitations

PreStage Enrollments

Computers

Patch Management G

> ‘o\ | 1-7 of 7

NAME

v No category assigned

1Password /

Adobe After Effects 2022

Adobe InDesign 2022

Discord

Slack

VMware Fusion 12

macOS 1015 Build

PUBLISHER

AgileBits

Adobe

Adobe

Discord

Slack
Technologie
=

VMware

Apple Inc.
(Legacy
Definition)

SOURCE

Jamf

Jamf

Jamf

Jamf

Jamf

Jamf

Jamf

LATEST VERSION

7195

22.4

17.3.0.61

0.0.267

4.26.1

| PLZAL

10.15.7 (19H1922)

LAST UPDATED

24/05/2022 at 6:23
PM

10/05/2022 at 8:25
PM

27/05/2022 at 11:49
AM

08/06/2022 at /7:06
PM

04/05/2022 at 10:39
PM

30/03/2022 at 5:50
PM

16/05/2022 at 9:39
PM



Jamf Pro

jamf
g Computers : Patch Management
Computers Devices ¢ Slack (i
Patch Report Software Title Settings Definition Patch Policies
Search Inventory
Search Volume Content Jamf Definition for Slack
Licensed Software : This software title definition has been verified by Jamf.
Policies ‘ O\ | 1-95 of 85
Configuration Profiles
Restricted Software VERSION RELEASE DATE INCREMENTAL UPDATE REBOOT REQUIRED DEPENDENCIES
Mac Apps 4.26.1 04/05/2022 at 8:00 PM Not Required No
Patch Management 4.26.0 25/04/2022 at 5:00 PM Not Required No
eBooks 4,250 24/03/2022 at 5:00 PM Not Required No
4.241 10/03/2022 at 5:00 PM Not Required No
Smart Computer Groups 4.24.0 10/03/2022 at 5:00 PM Not Required No
Static Computer Groups 4.23.0 0712/2021at 12:00 PM Not Required No
Classes 4220 08/11/2021 at 2:00 PM Not Required No
4.211 25/10/2021 at 6:00 PM Not Required No
Enrollment Invitations 4.21.0 20/10/2021 at 6:00 PM Not Required No

.JAMF NATION LIVE PreStage Enrollments 4.20.0 20/09/2021 at 6:00 PM Not Required No

4190 11/08/2021 at 3:00 PM Not Required No




Download
Extract
Package
Upload
Configure
Deploy
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Download
Extract
Package
Upload
Configure
Deploy
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AutoPkgr

m Repos & Recipes  Schedule  Notifications Integrations

AutoPkg 2.2 installed.
Git 2.24.3 installed.
Uninstall JSSImporter JSSImporter 1.1.2 installed.

Uninstall VirusTotalAnalyzer VirusTotalAnalyzer installed.

Launch AutoPkgr at login
Show AutoPkgr menu icon
Hide AutoPkgr in Dock




Installation Cycle

Deploy App
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Update Released




®JAMF NATION LIVE



Installomator
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Installomator

» Over 400+ Applications
> https:// downloads
» Gatekeeper Verification
~ Apple Developer ID Signature

> Notarization
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Introducing
Jamf App Catalog




Download
Extract
Package
Upload
Configure
Deploy

el
e
e

®JAMF NATION LIVE



eve M < > & googlecom @ ® + »

Google Chrome [

¢

The browser built by Google

Download Chrome

For Mac OS X 10.11 or later.

Deploy
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InstallEnterpriseApplication @

®JAMF NATION LIVE



App Lifecycle Management
Simplified

App Installers offer a streamlined alternative to complex
workflows required to patch third party apps.

jamf 24
g Computers : Mac Apps
Computers Devices Users < Google Chrome

Google Chrome Deployment

Use the switch to enable deployment of this app c
Search Inventory

Search Volume Content

Display Name Display name for the app

‘ Google Chrome ‘

Licensed Software

Required
Policies
Configuration Profiles Category Category to add the app to
Mac Apps

Target Group
Patch Management
All Macs v
eBooks

App Installer Information

Smart Computer Groups )
® JAMF NATION LIVE
Static Computer Groups

Classes




jamf | PRO

g Computers

App Lifecycle Management
Jamf Pro

Search Volume Content

Licensed Software

Policies
Configuration Profiles
. ] . Restricted Software
»  App Installers for streamlined app installation and updates Mac Anps
Patch Management

» Patch definition feed for comprehensive third party app tracking

eBooks

- Title Editor for custom app title management

Smart Computer Groups
Static Computer Groups

Classes

Enrollment Invitations

PreStage Enrollments

(©) Collapse Menu

®JAMF NATION LIVE

App Source

7~ Mac App Store
\__/ Relies on Apple's Mac App Store for updates

(,,A\) Jamf App Catalog (preview)

¥/ Relies on Jamf for updates




App Lifecycle Management
Jamf Pro

»  App Installers for streamlined app installation and updates
» Patch definition feed for comprehensive third party app tracking

- Title Editor for custom app title management
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jamf

L]

Computers Devices

Search Inventory
Search Volume Content

Licensed Software

Policies
Configuration Profiles
Restricted Software
Mac Apps

Patch Management

eBooks

Smart Computer Groups
Static Computer Groups

Classes

Enrollment Invitations

PreStage Enroliments

Management Settings

Computers

Mac Apps

Select App Source

® Select App

Select Jamf App Catalog App

~ Create Patch Reports for selected apps in the Patch Management sidebar to monitor ap

~ the defined scope.

O\ Search filterable columns...

NAME

Dropbox

Google Android File Transfer

Sketch

Evernote

Discord

Adobe Premiere Pro 2022

GitHub Desktop

Slack

JetBrains Toolbox

Docker Desktop

1-90 of 90

LATEST VERSION

151.3.4195

1.012

89

10.39.6

0.0.267

224

3.0.2

4.27154

1.2412080

4.91



App Lifecycle Management
Jamf Pro

»  App Installers for streamlined app installation and updates
» Patch definition feed for comprehensive third party app tracking

- Title Editor for custom app title management

®JAMF NATION LIVE

jamf ‘ PRO

|

Computers Devices

Search Inventory
Search Volume Content

Licensed Software

Policies
Configuration Profiles
Restricted Software
Mac Apps

Patch Management

eBooks

Smart Computer Groups
Static Computer Groups

Classes

Enrollment Invitations

PreStage Enrollments

@ Collapse Menu

Computers :

Mac Apps
< Google Chrome

Google Chrome Deployment

Use the switch to enable deployment of this app

Display Name Display name for the app

Google Chrome

Required

Category Category to add the app to

Browsers

Target Group

All Macs

App Installer Information

View App Installer Info



App Litecycle Management
Simplified

Leverage a single streamlined Jamf takes on the burden and
- — workflow for your apps complexity of app updates
-
» Simple alternative to policies > Jamf sources all updates

Step 1: Choose an App Installer
<Nie) [P MENE e > Jamf repackages when needed
Step 2: Choose your scope & J

(There is no Step 3)

> Support for the most

, | >~ Jamf validates security of package
prominent and important apps

your users rely on >~ Jamf verifies installation
> Included for all Jamf Pro Cloud > Jamf makes the latest updates
subscription customers available
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macOS Updates

®JAMF NATION LIVE



®JAMF NATION LIVE



®JAMF NATION LIVE



Software Updates

Some great external tools

S.U.PE.R.M.A.N Nudge

@
Your device requires a security update
. A friendly reminder from your local IT team
Software Updates Require Restart y y
Your device will restart during this update
Updates can take around 30 minutes to complete SIS
Important Notes
» 5 out Of 5 defe"als remain 8V8I|a ble A fully up-to-date device is required to ensure that IT can accurately protect your
device.
Defer software update for: Required OS Version: 11.5.3 ga);cittjociganyo;causi:?te your device, you may lose access to some items necessary for your
. Current OS Version: 11.5.2
2 minutes ° o To begin the update, simply click on the Update Device button and follow the provided
Days Remaining To Update: 7 steps.
Please make selection in 00:00:20 Deferred Count: 0
More Info Defer
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More then just a name...

r » erase-install.sh

SHELL
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Download the macOS installer

O

Downloading macOS
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Start again?

Erasing macOS

Please confirm that you want to ERASE ALL DATA FROM THIS DEVICE and
reinstall macOS

Press Cmd + Ctrl + C to Cancel

®JAMF NATION LIVE -




Upgrading macOS

This process may take up to 30 minutes. Once completed your computer will reboot
and begin the upgrade.

Preparing macQOS for reinstallation

®JAMF NATION LIVE -




Jamf Nation and Jamf Marketplace

Expanded Ecosystem and Support Strengthen the Jamf Platform and Improve Jamf Efficiency

Jamf Nation Jamf Marketplace

Recently Updated See Al

| .
.
» kitcast!  servicenow ~ Owandera
Kit ServiceNow CMDB andera
s team software In I n Wandera provides a zero trust

Kitcast is scftware for Bring device and software cloud secur lution to

collaboration into one place. m protect the modern work

ispl

> 100,000+ Jamf Nation members > Hundreds of applications, integrations, solutions and consultants

» Largest online community of Apple IT administrators in the world » Enabled by Jamf APIs and facilitated by Jamf developer relations

» Jamf Nation User Conference (JNUC) is largest Apple IT

. > Evidence of Jamf’s market leadership
administrator event

. Builds a social community while improving Jamf efficiency > Builds a solution ecosystem that strengthens Jamf retention
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Thank You
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