
Patch Management 
From Nice to Have to Necessity



1 | 
Why do we want to do this?

What is Patch Management?

2 | 
What are the considerations around patch 
management? How do we do it with Jamf Pro?

Patching Software

3 | 
Take a quick look at Installomator and Autopkg

Jamf &

4 | 
Patching the OS is hard, you want the best 
experience for the user.

OS Patching

Agenda



Patch management is the process of 
distributing and applying updates to software



We update for new 
features or to patch 
the Common 
Vulnerabilities and 
Exposures (CVE)
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How do we perform 
Patch 
Management?



Installation Cycle
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Jamf Pro



Jamf Pro



Jamf Pro
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AutoPkg



AutoPkgr



Installation Cycle

Admin Gets Notified

Update ReleasedPackage App

Upload to Jamf 􀄆 􁎧

Deploy App
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􀟛SHELL

Installomator



‣ Over 400+ Applications


‣ https:// downloads


‣ Gatekeeper Verification


‣ Apple Developer ID Signature


‣ Notarization

Installomator



Introducing

Jamf App Catalog

PREVIEW
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InstallEnterpriseApplication
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App Installers offer a streamlined alternative to complex 
workflows required to patch third party apps.

App Lifecycle Management 
Simplified



‣ App Installers for streamlined app installation and updates 


‣ Patch definition feed for comprehensive third party app tracking


‣ Title Editor for custom app title management

App Lifecycle Management   
Jamf Pro
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`

Leverage a single streamlined 
workflow for your apps

‣ Simple alternative to policies 
and patch management


‣ Support for the most 
prominent and important apps 
your users rely on


‣ Included for all Jamf Pro Cloud 
subscription customers

Step 1: Choose an App Installer

Step 2: Choose your scope

(There is no Step 3)

App Lifecycle Management 
Simplified

Jamf takes on the burden and 
complexity of app updates

‣ Jamf sources all updates


‣ Jamf repackages when needed


‣ Jamf validates security of package


‣ Jamf verifies installation


‣ Jamf makes the latest updates 
available
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macOS Updates







Some great external tools

S.U.P.E.R.M.A.N Nudge

Software Updates



SHELL

More then just a name…

erase-install.sh



Download the macOS installer



Start again?



Upgrade



Expanded Ecosystem and Support Strengthen the Jamf Platform and Improve Jamf Efficiency

‣ Hundreds of applications, integrations, solutions and consultants


‣ Enabled by Jamf APIs and facilitated by Jamf developer relations


‣ Evidence of Jamf’s market leadership


‣ Builds a solution ecosystem that strengthens Jamf retention

‣ 100,000+ Jamf Nation members


‣ Largest online community of Apple IT administrators in the world


‣ Jamf Nation User Conference (JNUC) is largest Apple IT 
administrator event


‣ Builds a social community while improving Jamf efficiency

Jamf Nation Jamf Marketplace

Jamf Nation and Jamf Marketplace



`

Thank You


