
Cogs and Gears



1 | 
Quick dive into the API and a clever use case that 
does something very simple so well. 

Jamf Pro API

2 | 
Event based data, but what to do with this data?

Webhooks

3 | 
Using an external resource like Azure to help you 
automate devices within Jamf Pro

External Events

4 | 
Don’t forget our developer and marketplace portals.

Developer and Marketplace

Agenda



tinker / inspire…􀇲



` `

` `

👴 Classic API

It is all in the name! Classic resides on /JSSResource 
and accepts XML but can respond in XML and JSON.

Jamf Pro API
Bearer Token

Good news, Classic API now accepts bearer token. 
Please update any old workflows using the older 
username and password method as this will be 
removed.

😎 Jamf Pro API

The main API moving forward. Resides at /api/v1 and 
only uses JSON.

XML or JSON

XML is old school, or is that CSV. JSON is the way of 
the future and the majority of services only use this.



https://yourjamfporserver.com/api/

􀭇
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Software Updates…



Software Update Policy Enforcement (with) Recursive Messaging And Notification

S.U.P.E.R.M.A.N

􀣺
‣ Fully automatic macOS software 

update workflow


‣ User centric

‣ Apple Silicon needs additional 
authorisation


‣ Three methods to update



‣ Configure with config profie


‣ bearer token and JSON


‣ Minimal API privileges


‣ Configuration profile with computer ID


‣v1/macos-managed-software-updates/send-updates 

‣ Command to download


‣ Command to install / force restart

S.U.P.E.R.M.A.N <key>JamfProID</key>

<string>$JSSID</string>

<key>DefaultDefer</key>

<string>100</string>

<key>FocusDefer</key>

<string>100</string>

<key>MenuDefer</key>

<string>100,200,300</string>

<key>DisplayTimeout</key>

<string>15</string>

<key>DisplayRedraw</key>

<string>10</string>

<string>icon.icns</string>

<key>IconSizeIbm</key>

<string>128</string>

<key>IconSizeJamf</key>

<string>128</string>

<key>CountDeadline</key>

<string>5</string>

<key>PreferJamf</key>

<false/>

<key>ForceRestart</key>

<true/>

<key>VerboseMode</key>




Setup

􀩼 super

policy

Jamf Pro



􀟛
Setup

􀩼 super

policy
/Libaray/Management/super/super \ 
—-jamf-account "AccountName" \  
-—jamf-password “Password"



􀟛
Setup

{

  "deviceIds": [

    "'${jamfProID}'"

  ],

  "skipVersionVerification": false,

  "applyMajorUpdate": false,

  "updateAction": "DOWNLOAD ONLY"

}

􀩼 super

policy



􀟛
Setup

􀩼 super

􀕺 notification



􀟛
Setup

􀩼 super

􀕺 notification



􀟛
Setup

􀩼 super

􀕺

{

  "deviceIds": [

    "'${jamfProID}'"

  ],

  "skipVersionVerification": false,

  "applyMajorUpdate": false,

  "updateAction": "DOWNLOAD_AND_INSTALL",

  "forceRestart": true

}



􀟛
Setup

􀩼 super

􀕺 notification



‣ Download S.U.P.E.R.M.A.N


‣ Very smart use of the API to solve a problem


‣ Security first


‣ Make sure to watch Bill Smiths JNUC talk from 2021


‣ How to collect user information and apply it throughout Jamf Pro

􀻑
Takeaway
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Event Based

Webhooks happen when there is an event with Jamf 
Pro. Could be a smartgroup membership change or 
when a device enrols for the first time.

Jamf Pro Webhooks
Basic or Header Authentication 

You can secure your webhook endpoint with either the 
username password combo, or use an authentication 
header

XML

Event data is send as XML

JSON

Event data is sent as JSON



Webhooks in Jamf Pro

Events within Jamf Pro



Dataflow

JSON

Process dataJamf Pro API 

Device 􀟛

Smartgroup



􀟛
Setup

Smartgroup

Webhook

Smart Group Criteria

- Last Check-in more then 14 days 
- Profile Name has MDM Profile



􀟛
Setup

Smartgroup

Webhook

{

  "event": {

    "name": "Framework Update Needed",

    "jssid": 15,

    "computer": true,

    "smartGroup": true,

    "groupAddedDevices": [],

    "groupRemovedDevices": [],

    "groupAddedDevicesIds": [

      18

    ],

    "groupRemovedDevicesIds": []

  },

  "webhook": {

    "id": 6,

    "name": "Update Framework",

    "webhookEvent": 
"SmartGroupComputerMembershipChange",

    "eventTimestamp": 1654252593148

  }

}



􀟛
Setup

Smartgroup

Webhook

    "groupAddedDevicesIds": [

      18

    ],

torq.io



􀟛
Setup

Smartgroup

Webhook

torq.io

API https://emeia.jamfce.com/api/v1/jamf-management-framework/redeploy/18



torq.io



torq.io



Setup



􀻑
Takeaway

‣ Event based triggers within Jamf Pro


‣ Webhooks can be sent from a script


‣ Be creative 


‣ Respect security



‣ Using changes within Azure


‣ User orientated


‣ Disabled User


‣ User group changed 


‣ Using automations to then write back via API

Azure Events



Workflow

Azure Action

User Disabled / Group Change

Leaving staff member is disabled 
within Azure.



AuditLogs 

| where OperationName == "Disable account"

| extend userPrincipalName_ = 
tostring(TargetResources[0].userPrincipalName)

| project ActivityDateTime, ActivityDisplayName, 
userPrincipalName_

Workflow

Azure Action 􀤏 Audit Logs

Log Analytics

Within the Audit logs there is a set 
alert that is monitored



Workflow

Azure Action

􀫗 Runbook

􀤏 Audit Logs

Log Analytics

Alert rule triggers action from logs 
analysed within the logs

####################################################

# Part 1: The Infos From Azure

####################################################


If ($WebhookData){

    

  $JsonTmp = $WebhookData.RequestBody | ConvertFrom-Json

  $NumberOfResults = $JsonTmp.data.alertContext.ResultCount

  $JsonData = $JsonTmp.data.alertContext.SearchResults


  If ($NumberOfResults -eq 1){


    $Columns = $JsonData.tables.columns.Name


    $TableList = $JsonData.tables.rows.ForEach({

        begin {

            $i = 0

            $out = [ordered]@{}

        }

        process {

            $Out[$Columns[$i++]] = $_

            if($i -eq $Columns.count)

            {

                [pscustomobject]$Out

                $Out = [ordered]@{}

                $i = 0

            }

        }

    })

 } Else {

    $TableList = 

        ForEach($Row in $JsonData.tables.rows )

        {

            $TmpHash = [Ordered]@{}

            For($i = 0; $i -lt $Row.Length; ++$i )

            {

                $TmpHash.Add( $JsonData.tables.columns.name[$i], $Row[$i] )

            }

            [PSCustomObject]$TmpHash

        }

  }

} Else {




Workflow

Azure Action

Jamf Pro
Receives a list of users from Azure 
runbook, checks to see what 
devices are associated

􀫗 Runbook Jamf Pro
Lookup

􀤏 Audit Logs



Workflow

Azure Action

API Command

API Command to list of IDs of 
devices found with user record

􀫗 Runbook Jamf Pro

Jamf Pro

API

􀤏 Audit Logs



Workflow

Azure Action

MDM Command
Command from Jamf Pro to lock 
device or wipe, depending how 
you feel

􀫗 Runbook Jamf Pro

Jamf Pro
MDM Command

􀼕Device Locked

􀤏 Audit Logs



􀻑
Takeaway

‣ Doesn’t have to be a webhook


‣ External systems can write to Jamf Pro


‣ Think outside the box



If you want to be as happy as the people on this slide…

Where can I find more info?



marketplace.jamf.com
From a seamless onboarding experience to empowering users to get the most up-to-date resources needed to be productive, apps are the 
crux of every step in a user’s journey.



developer.jamf.com
From a seamless onboarding experience to empowering users to get the most up-to-date resources needed to be productive, apps are the 
crux of every step in a user’s journey.



GO HERE 🔼

Rob Potvin
Consulting Engineer 
Jamf

Thank You


