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An overview of types of security 
compliance and their importance



Adhering to: 
Laws  

Industry Standards  
Data and Security Requirements



Dependent on industry 
Device and data  

Requirements as a legal entity



Impact on the organization 
Workforce and customers



` `

` `

Types of Compliance 

Legal Regulations Industry Standards

Security Compliance Company Rules and 
Responsibilities



` `

` `

Consequences of non-compliance

Data breaches and 
leakage

Monetary loss (fines, 
settlements)

Loss of customers, 
accounts or job Loss of reputation



Benefits of Compliance
Besides the monetary fines and sanctions, following security 
compliance in an organization brings several benefits such as; 

‣ Protecting your company's reputation


‣ Mitigating security risks


‣ Enhancing customer confidence


‣ Improving operational efficiency


‣ Staying ahead of the competition



Compliance Frameworks



A "security baseline" is a set of controls  
that an organisation wants to configure on their devices.

Once these are in place, they must continually check that the controls remain in place 
and that the devices are compliant.

This compliance assessment system is the "benchmark".

Baselines and Benchmarks



Why implement Baselines 
and Benchmarks?
Some government agencies require all computers that interact with their 
systems and data to be subject to a specific benchmark with few allowances 
for exceptions. Many regulated industries will also be required to implement a 
security benchmark. 

‣ IT and Information Security departments need to 
collaborate


‣ Balance between information security and user 
productivity


‣ Different devices with different risk categories



Compliance and Vulnerability Monitoring  
with  

Jamf Protect



‣ Detailed reporting of Apple devices with 
known vulnerabilities


‣ Built-in CVE reporting for OS and apps 

‣ Automatic risk elevation, devices 
running risky OS will have elevated risk 
status


‣ Users can be notified of update 
vulnerable systems

Vulnerability Management 
In Jamf Protect



‣ Returns information on the apps installed 
on your devices, including their versions, 
permissions, and the level of risk they 
may pose. 
 
Identify:


‣ How many users are using an outdated or 
risky version of an app


‣ Which apps are leaking data or have been 
side-loaded

App Insights 
In Jamf Protect



‣ New dashboard with widgets for better 
visibility


‣ Compliance baseline rules built on the CIS 
benchmark for macOS Sonoma 

‣ More visibility for administrators to 
ensure their Mac computers stay 
compliant


‣ The perfect tool to monitor Jamf 
Compliance Editor’s effectiveness

Compliance Baseline 
In Jamf Protect



‣ New dashboard with widgets for better 
visibility


‣ Compliance baseline rules built on the CIS 
benchmark for macOS Sonoma 

‣ More visibility for administrators to 
ensure their Mac computers stay 
compliant


‣ Easily generate Reporting

Compliance Baseline 
In Jamf Protect



Compliance with Jamf



How do we deploy our compliance baseline?
1.Go to CIS website 
2.Go to Solutions > Benchmarks 
3.Fill in a form 
4.Get an email

5.Access the benchmarks webpage 
6.Find the benchmark you want. 
7.Download the PDF 
8.Read the PDF 

9.Create all the scripts/configuration 
profiles needed 

10.Upload them to Jamf Pro 
11.Deploy to devices 
12.Test them. 



Bernhard Schandl
T E C H N I C A L  D I R E C T O R  AT  M Y S U G R

Center for Internet Security









That’s Easy right ?!



Jamf Compliance Editor

‣ Automatically generate compliance 
baselines for common compliance 
benchmarks


‣ One-click guidance creation


‣ Easy to customize guidance for any 
organization's specific needs


‣ Integrate with Jamf Pro for quick 
deployments


‣ Generate detailed reporting



Select your Platform

How do we deploy our compliance baseline?



Create a new Project

How do we deploy our compliance baseline?

Select your OS



Save your Project

How do we deploy our compliance baseline?



Select your Benchmark

How do we deploy our compliance baseline?



Overview of all Rules

How do we deploy our compliance baseline?



Check specific Rules

How do we deploy our compliance baseline?

e.g. (AirDrop or Firewall)



Optional: Edit Rules

How do we deploy our compliance baseline?

e.g. (Screen Saver)



Create your Guidance

How do we deploy our compliance baseline?



Create your Guidance

How do we deploy our compliance baseline?



Create your Guidance

How do we deploy our compliance baseline?



Upload to Jamf Pro

How do we deploy our compliance baseline?



All Profiles and Scripts needed 
are available in Jamf Pro

How do we deploy our compliance baseline?



Compliance - 
 Remediation and Enforcement 



Remediate and Enforce Settings

Non-Compliant Device:
Firewall-setting - not enforced

“Standard” User!



Non-Compliant Device:

Remediate and Enforce Settings

Firewall-setting - not enforced

Do the “Admin” thing!



Compliance Monitoring:
Show Non-Compliant devices

Remediate and Enforce Settings



macOS Security Portal

Compliance Monitoring
Jamf Protect Agent

Smart Groups, Extension Attributes

Jamf Pro

 Jamf Agent
Inventory data

Behind the scenes

Configuration Profiles, Scripts 
Extension Attributes 

Jamf Compliance editor

Compliant Devices

macOS device



Remediate and Enforce Settings

Compliant Device:
Firewall-setting - enforced



Review Compliance Status

Compliance Review:
Show Compliant devices
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Summary

3. Review



Thank You!




