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Software Updates vs
Application Lifecycle Management

What’s the difference?
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Software Updates

> Apple OS updates
> Delivered directly from Apple
» Major / Minor / RSR / XProtect

» Security / Feature focused
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Application Lifecycle
Management

> Install, update, & maintain apps
> Varied delivery methods
> Determined by organisational need

> Manage associated settings

M
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Software Updates




Software Updates

¢ » @&

Support Delivery Security
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MDM Commands

» Mac OS X 10.11 El Capitan / i10S 9 +
» Complex sequence of commands
> Little feedback from client to server

> Light touch user experience
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DDM Software
Updates (Jamf Pro)

» macOS 14 Sonoma /i0S / iPadOS 17+

(o
(o

> Simple declarative statements

> Regular feedback from client to server

S
D B _
via status channel

> Improved user-experience
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Using Declarative
Device Management
update workflows

» macOS 14 Sonoma /i0S / iPadOS 17 +

>~ Best Apple-native experience

> Cloud Services Connection MUST be
enabled

> Select one or more Smart Groups
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Cb Devices

Inventory
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Search Volume
Content

Content Management

Configuration
Profiles

Software Updates
Provisioning Profiles

Personal Device
Profiles

Mobile Device Apps

eBooks

Groups

Smart Device Groups
Static Device Groups

Classes

Enroliment

Enrollment Profiles

Mobile Devices

Software Updates

< Use the new software updates feature seta

This new feature provides an improved way to manage software updates, including:
« A new simplified interface

e The ability to update both single and multiple groups

« Improved back-end functionality

A future version of Jamf Pro will remove the existing software update workflow. Until then, you can try out the new managed software up
can turn this feature off at any time. This feature is in BETA, so you may notice inconsistent or unexpected behavior.

Enabling this feature will initiate a record cleanup, which includes clearing any update commands that have been previously deploy




Scheduling options i

- Mobile Devices : Software Updates
g8 Dashboard

< Update 1 group

and behaviours i

CQ Devices > Choose action to take on all selected devices to update the OS and built-in apps on the device

O Download only

o

3 Users 2 Automatically download OS update on the selected device
- O Download and install

{3} Settings

Automatically download and install OS update on the selected device

@ Download and schedule to install
Automatically download and schedule to install OS update on the selected device

Force install date is only supported for computers with macOS 14 or later and mobile devices with iOS 17 or iPadOS 17 or later. Computers and mobile devices n
not receive an update.

Force Install Date

Force Install Date

Pick a specific date and time [ & 2105720241200 )
after which the specified e
update will be force-installed.

() Setting a date and time prior to the present date and time will immediately enforce the software update formula.

O Download, install, and allow deferral
Automatically download OS update on the selected device and allow user to defer installation

O Download, install, and restart
Automatically update OS and force restart on the selected device

Target version
Choose version to update all selected devices to

@ Latest version based on device eligibility
Ta rg et Ve rS I O n O Latest major version

O Latest minor version

Choose Latest Version or pick
a specific version from a drop-
down list.

® Specific version
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FO C u S '.‘ Pro
Dashboard
Software

Devices Vv Inventory Information

Settings 4 O 1 O

Managed Unmanaged Managed Unmanaged

Vv Smart Computer Groups

0S: macOS 12 O0S: mac0S 13 O0S: macOS 14 O0S: mac0OS 15
Monterey out of Ventura out of Sonoma out of Snow Leopard
date date date out of date

1 1 Z 2

Computers Computers Computers Computers

Vv Patch Management Statuses

Apple macOS Monterey Apple macOS Sonoma Apple macOS Ventura

Versions Devices Versions Devices Versions Devices

12.4 (21F79) 1 14.41 1 13.0
(23E224) (22A380)
Unknown
Version

1
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User I ___
EXxperience
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Monitoring Software

B Dashboard
Updates e
p Cb Devices > Vv Inventory Information
& Users ’ Computers Devices
{3} Settings 4 O 1 O
Managed Unmana ged Managed Unmana ged

v Smart Computer Groups

0S: mac0S 12 0S: mac0S 13 0S: mac0S 14 0S: mac0OS 15

> Monitor macOS versions using Patch

M a n a g e m e nt :l"a::te"ey el date date out of date
1 1 2 2

Computers Computers Computers Computers

> Link to Smart Computer Group or
Advanced Computer Search

Vv Patch Management Statuses

Apple macOS Monterey Apple macOS Sonoma Apple macOS Ventura
N s o
» Good visibility and easy access A W L\ O\ B

> Jamf School experience
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Troubleshooting Declarative

Device Management N
Update workflows Siﬁfzild{ "5£2d89£5-b16£-4660-8b04-238e9fbded 97",

"deviceId": "33",
"objectType": "COMPUTER",
"href": "/vl/computers—-inventory/33"

> Why has the plan failed?? s

"updateAction": "DOWNLOAD INSTALL SCHEDULE",

- : "versionType": "LATEST ANY",
> Cloud Services Connection "specificversion™: null,
"maxDeferrals": O,
g Unsupported OS ::firEeI?st?llLocalDateTime": "2024-05-13T18:00:00",
status":

"state": "PlanFailed",

> SUDGI’VISIOH "errorReasons": |
"EXISTING_PLAN_FOR_DEVICE_IN_PROGRESS"

> Update availability } 1
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Troubleshooting Declarative

Device Management N
Update workflows Siﬁfzild{ "5£2d89£5-b16£-4660-8b04-238e9fbded 97",

"deviceId": "33",

"objectType": "COMPUTER",

"href": "/vl/computers—-inventory/33"
b
"updateAction": "DOWNLOAD INSTALL SCHEDULE",
"versionType": "LATEST ANY",
"specificVersion": null,
"maxDeferrals": O,
"forceInstallLocalDateTime": "2024-05-13T18:00:00",
"status": {

"state": "PlanFailed",

"errorReasons": |

"EXISTING PLAN FOR DEVICE IN PROGRESS"

]

}

learn.jamf.com
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http://learn.jamf.com

Coming soon to
Jamf Pro...

> Enhanced reporting
> Workflow status
» Software Update Plan history

> Detailed plan information
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2 Computers

Inventory
Search Inventory
Search Volume Content

Licensed Software

Content Management
Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

Smart Computer
Groups

Static Computer Groups

Classes

Enroliment

Enroliment Invitations

PreStage Enrollments

Computers

< admin’s MacBook Pro

inventory Management

L

History

Management Commands

0 Pending, 0 Failed

Policies
0 in scope

eBooks
0 in scope

Operating System

Mac App Store Apps

0 in scope

Configuration Profiles
0 in scope

Activation Lock Bypass
Not Configured

Restricted Software
0 in scope

Computer Groups

1 smart, 0 static

Patch Management

0% on Latest Version, 0 Patch

Policies in scope

Operating System Update

@ Update in progress

Plan details

UUID: be7d95a7-8541-4560-baca-86608f62fb7b

Install action

Update action:

Current state:

Workflow details

Last updated: Collecting

Install state:

Install reason:

Download and schedule to install (2024-05-08T12:00:00)

Latest version based on device eligibility

Unknown

Collecting

Collecting

Decla




How can end-users
help”?

> Set end-user expectations
> Establish an organisational practice
> Test updates early with AppleSeed for IT

» WIn hearts and minds
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Jamf and...

Nudge S.U.P.E.R.M.A.N. (super)

e Swift based “reminder” app
e User-led workflow
 Ability to ramp-up urgency of notifications

e Script based “reminder” workflow
* Backed up with API calls to Jamf Pro
 Ability to remind then force update

Erase-install | SOFA.macadmins.io

e Great for Self Service update workflows
* Excellent experience for major updates
* Useful for offboarding workflows

* Web app cataloguing macOS and iOS
updates

* Details of every reported CVE

e Extension Attribute support for Jamf Pro
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Application
Lifecycle
Management




Application Lifecycle
Management

What does it mean to you?
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Where to begin?

“We want to deploy and update apps...”

Every Jamf Admin
Ever
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It depends...
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We
want to update
apps as soon as
possible...

...and control
the exact version they
update to.

We would like to
deploy and update

apps...

...and monitor
and report for
compliance.

We

(  How would you like to do that?

n it best
» US...

...and we want
to test updates
before we deploy
them.

to update
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Priorities

NNNN

“TINT
i B B B |
NERN

End-user

experience Security Organisational need
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Update Cadence

Fast and furious Fast, but Slow and steady
not so furious
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Choose your method

App Store Jamf App Catalog Package and Policy* Jamf and...

Apple’s native method for all Quick and easy deployment of Traditional workflows for deploying When you need something a little
MDM providers over 180 third-party apps packaged software different...
Underlying e APNs e APNSs « Jamf Policies Various
. jou
technology e MDM Commands e MDM Commands  Jamf Patch Reporting
Deployment  Automatic  Automatic  Automatic Var
e \arious
methods  Self Service  Self Service* « Self Service
End  No user interaction e Custom notifications and deferrals - Custom notifications and frequency
nd-user
_  Automatic update only if app is  Forced with deadline and grace « Forced with deadline and grace period |* Various
experience .
closed period - User deferrals
Version  Current at time of deployment”  Current at time of deployment* * Any desired version Vari
e \arious
control  Optional automatic updates®  Optional automatic updates™ + Optional downgrades

*some features are only available in Jamf Pro
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Focus
Jamf App
atalog
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8 Computers

Inventory
Search Inventory

Search Volume
Content

Licensed Software

Content Management

Policies

Configuration
Profiles

Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

Smart Computer
Groups

Static Computer
Groups

MNlacecac

Computers

Mac Apps

Select App

P

Select App Installers software title

1 - 1-500f180

Q

NAME

3
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An

An
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010 Editor

1Password 7

1Password 8

Adobe Acrobat DC Continuous

Adobe Acrobat Reader DC Continuous

Adobe After Effects 2022

Adobe After Effects 2023

Adobe After Effects 2024

Adobe Animate 2022

Adobe Animate 2023

Adobe Animate 2024

—

e ———— —— S

LATEST VERSION

14.0.1

7.912

8.10.32

24.002.20759

24.002.20759

22.6:5

23.6.6

24.4

22.0.10

23.0.6

24.0.3

Cancel

o o o o o o o o o
Q. Q. Q. Q. o Q. Q. Q. Q

>
Q
Q



Focus
Jamf App Catalog

> 180 macOS apps
> Streamlined deployments

> Automated and Self Service
deployment methods

> Advanced configuration capabilities
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0 O Computers
|
Co Inventory
oo Search Inventory
oo
Search Volume
& Content

Licensed Software

Content Management

Policies

Configuration
Profiles

Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

Smart Computer
Groups

Static Computer
Groups

Computers

Mac Apps

Select App

Select App Installers software title

- 1-500f 180

Q

NAME

=

®
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™

010 Editor

1Password 7

1Password 8

Adobe Acrobat DC Continuous

Adobe Acrobat Reader DC Continuous

Adobe After Effects 2022

Adobe After Effects 2023

Adobe After Effects 2024

Adobe Animate 2022

Adobe Animate 2023

Adobe Animate 2024

LATEST VER:

14.0.1

7.9.12

8.10.32

24.002.207

24.002.207

22.6.5

23.6.6

24.4

22.0.10

23.06

24.0.3




History
Jamf App Catalog

Jamf Pro 11.4
e Default notification

Jamf Pro 10.37 Jamf Pro 10.47 Jamf Pro 11.2 settings
* Feature release e Self Service installations  Manual updates * Installed app detection
Jamf Pro 10.44 Jamf Pro 11.1 Jamf Pro 11.3
e Customisable * App Installers  Admin notifications
push dashboard e Reinstall button in
notifications Self Service
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I I OW d O We @ Finder File Edit View Go Window Help SR e T
“Microsoft Outlook” Notifications
| d h -

Notifications may include alerts,
and icon badges. Options v

“zoom.us"” Notifications

Notifications may include alerts,
) and icon badges. Options v
—— - —

——

Background Items Added
Software from “Zoom Video
@} Communications, Inc." added items that
s can run in the background. You can
manage this in Login ltems Settings.

*

0 0.4
&S$!1#%

Background Items Added
Software from “Microsoft Corporation”
added items that can run in the
= background. You can manage this in Login
Iltems Settings.

System Extension Bloc

The program " ‘
" tried to load new system
extension(s). If you want to enable these |
extensions, open Security & Privacy hiag
System Preferences. e - -

Background Items Added
@ Software from “Google LLC" added items

that can run in the background. You can
manage this in Login Items Settings.

Managed Login Items Added

@ Your organisation added items that can run
in the background. You can view these in

Login Items Settings.

Open Security Preferences

all

“Terminal” would like to access
files in your Documents folder.

Don't Allow Allow
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Configurations

> Functionality
PPPC
»System Extensions
»Content Filter

>~Managed Login ltems

CONFIG

» Notifications

> Application & Custom Settings ( ( ‘
- —

| e

A jamf



Monitoring Application
Lifecycle Management |-

» Patch Management
» Jamf App Catalog
> Smart Groups

» Advanced Searches
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¥4 Pro

2 Computers

Inventory
Search Inventory

Search Volume
Content

Licensed Software

Content Management

Policies

Configuration
Profiles

Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

Smart Computer
Groups

Static Computer
Groups

MNlacecace

Computers

Patch Management

Q

NAME

Productivity

Google Chrome

Microsoft Edge

Microsoft Excel 365

Microsoft Outlook 365

Microsoft Word 365

Zoom Client for Meetings

1T-1Tof 1

il PUBLISHER

Google

Microsoft

Microsoft

Microsoft

Microsoft

Zoom Video Communications

Software updates

Apple macOS Big Sur

Apple macOS Catalina

Apple macOS Monterey

Apple

Apple

Apple

Jamf

Jamf

Jamf

Jamf

Jamf

Jamf

Jamf

Jamf

Jamf

il SOURCE i LATEST VERSION il LAST UPDATED

125.0.6422.61 20 minutes ago

125.0.2535.51 Yesterday at 8:59 AM

16.85.24051214 14/05/2024 at 8:18 PM

16.85.24051214 14/05/2024 at 8:19 PM

16.85.24051214 14/05/2024 at 8:30 PM

6.0.10 (34808) Yesterday at 11:20 AM

11.710 (20G1427) 12/09/2023 at 10:23 AM

10.15.7 (19H2026) 20/07/2022 at 8:48 PM

12.7.5 (21H1222) 13/05/2024 at 8:07 PM

A A —~ /A=A AN IAMSIAAN A _ L A AN LA

il % ON LATEST VERSION

100%

100%

100%

100%

100%

100%

0%

0%

0%



Jamf Marketplace

The Marketplace is a central location for you to find, learn about and
use valuable tools that integrate with and extend the Jamf platform.

» Microsoft
» Google
» Adobe

» Open source...
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Your mission, should you
choose to accept It...

Try Software Updates, send a DDM update to a supported device

Try Jamf App Catalog, choose and app to install or update

®JAMF NATION LIVE



