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Overview of Technologies

Applications and Utilities

This section describes the applications and utilities that make up the Recon Suite.

JSS Installers

JSS Installers provide a quick, easy way to install and upgrade the JAMF Software Server (JSS). JSS Installers
are available for the following platforms:

= Mac
= Linux

= Windows

JSS Installer for Mac

The JSS Installer for Mac is an installation package that allows you to install and upgrade the JSS on Mac
OS X Server. It also allows you to create your initial distribution point during a fresh installation.

Note: The JSS Installer for Mac included in the product DMG (JSS Installer.mpkg)is unsigned.To
obtain a signed version of the JSS Installer for Mac (JSS Installer.pkg), contact JAMF Software
Support. The signed version allows you to install or upgrade the JSS when Apple’s Gatekeeper feature is
set to only allow applications downloaded from the Mac App Store and identified developers.

JSS Installers for Linux and Windows

The JSS Installers for Linux and Windows allow you to install and upgrade the JSS on supported Linux and
Windows operating systems.

To obtain these installers and their documentation, see the introductory email that you received from
JAMF Software or contact your JAMF Software Representative.




Mac OS X Applications

JAMF Software Server

The JSS is a web application that serves as the administrative core of the Recon Suite. All other JAMF
Software administrative applications communicate with the JSS.

The JSS allows you to collect and view inventory for computers and mobile devices.

Recon

The Recon application allows you to acquire Mac OS X computers to create your inventory and collect
data, such as hardware, applications, fonts, and plug-ins.

Windows Applications

Recon.exe

Recon.exe allows you to acquire Windows computers to create your inventory and collect data, such as
hardware, applications, fonts, and plug-ins.

Utilities
JSS Database Utility

The JSS Database Utility allows you to back up and restore the jamfsoftware database. It also allows you to
restart Apache Tomcat and MySQL and modify their settings.

/usr/sbin/jamf (jamf binary)

Most tasks in the Recon Suite are executed using the “jamf” command-line application (also known as the
jamf binary). Although you are free to use this application at will, it is automatically installed, updated, and
run by the Recon Suite.



Security

This section explains the primary security measures in the Recon Suite:
= Passwords
= Communication protocols

= Signed applications

Passwords

The Recon Suite allows you to store individual accounts for client computers and reset the passwords if
necessary.

Passwords stored in the database are encrypted using a standard 128-bit RSA encryption with a 1024-bit
key.

Communication Protocols

The Recon Suite has security built into its design. Connections between the JAMF Software Server (JSS)
and the other applications in the Recon Suite take place over Secure Sockets Layer (SSL).

Secure Shell (SSH)

SSH is a network security protocol built into Mac OS X. For more information, go to:

http://openssh.org/

Secure Sockets Layer (SSL)

SSL is a security protocol for Internet communication. For more information, go to:

https://www.openssl.org/

Signed Applications

The following applications are signed by JAMF Software:
= JSSInstaller for Windows (JSS Installer.msti)
= Recon

= Recon.exe

= /usr/sbin/jamf (jamf binary)

A signed version of the JSS Installer for Mac (JSS Installer.pkg)isalso available.You can obtain it by
contacting JAMF Software Support.


http://openssh.org/
http://www.openssl.org/

Ports

The following table describes the main ports used to host communication among client computers,
distribution points, and the JAMF Software Server (JSS):

Port Used for

22 The standard port for SSH (known as remote login in Mac OS X).

80 The standard port for HTTP. If you use HTTP to deploy packages or scripts, they are
downloaded on this port.

443 The standard port for HTTPS. If you use HTTPS to deploy packages or scripts, they are
downloaded on this port.

548 The standard port for Apple File Protocol (AFP). If you use an AFP share to deploy
packages or scripts, clients mount the AFP share on this port.

3306 The default port for MySQL.

8443 The SSL port for the JSS. Default port used by applications and enrolled computers and
mobile devices to connect to the JSS.

The following table describes other commonly used ports:

Port Used for

25 The standard port for SMTP. The JSS connects to an SMTP server to send email
notifications to administrators.

139 If you use an SMB share to deploy packages or scripts, clients mount the SMB share on
this port.

389 The standard port for LDAP. Any LDAP connections—even those coming from other
applications—go through the JSS. This means that only the JSS connects to your LDAP
server.

445 If you have an SMB client, such as “DAVE", installed on your client computers, they may
mount the SMB share on this port.

514 The default port for Syslog servers.

2195 The port used to send messages from the JSS to Apple Push Notification service (APNs).

2196 The port used for feedback from APNs.

5223 The port used to send messages from APNs to the mobile devices and computers in
your network.

8080 The HTTP port for the JSS on Linux and Windows platforms. Although it is available,
applications do not connect to this port unless the defaults are overridden.

9006 The HTTP port for the JSS on the Mac platform. Although it is available, applications do
not connect to this port unless the defaults are overridden.




On the Mac platform, the JSS runs on ports 8443 and 9006 by default. On Linux and Windows platforms,
the JSS runs on 8443 and 8080 by default. If you decide to change these ports, you must change the
port information in Tomcat’s server . xml file and in the Preferences window for each Casper Suite
application.

You cannot change the default ports for SSH or SMB with the Casper Suite.



Requirements

This section lists the requirements for the following components and functions of the Recon Suite:
= JAMF Software Server

= JSS Installers

= JSS Database Utility

= |nventory

JAMF Software Server

You can host the JAMF Software Server (JSS) on any server that meets the following minimum
requirements:

= Javal.6
= MySQL 5.1 or later

= Apache Tomcat 6.0 or later

Tested operating systems include:

= OSXServerv10.6

= (OSXServerv10.7

= (OSXServerv10.8

= Ubuntu 10.04 LTS Server

= Ubuntu 12.04 LTS Server

= Red Hat Enterprise Linux (RHEL) 6
= Windows Server 2008 R2

Although you can install the JSS on any server that meets the minimum requirements, the JSS Installers
for Mac, Linux, and Windows have additional requirements. (See the “JSS Installers” section for detailed
information.)

JSS Installers

JSS Installer for Mac

The JSS Installer for Mac requires a Mac computer with:
= A 64-bit capable Intel processor

= 2 GBof RAM

= 400 MB of disk space available

= OS X Server v10.6 or later

= Javal.b



MySQL Enterprise Edition 5.5 or later (recommended) or MySQL Community Server 5.5 or later,
available at:

https://www.mysgl.com/downloads/
Ports 8443 and 9006 available

JSS Installers for Linux and Windows

Requirements for the JSS Installers for Linux and Windows are available in the JAMF Software Server
installation guides for Linux and Windows. To obtain the JSS Installer for Linux or Windows along with its
installation guide, contact your JAMF Software Representative, or visit the following website and log in
with a valid JAMF Nation account:

https://jamfnation.jamfsoftware.com/myAssets.html

JSS Database Utility

The JSS Database Utility requires a server with MySQL Server 5.1 or later.

Inventory

Recon can run locally on the following operating systems:

OS Xv10.5.x

0OS Xv10.6.x

OS Xv10.7.x

0OS Xv10.8.x
Windows 2000
Windows XP
Windows Server 2003
Windows Vista
Windows Server 2008
Windows 7

Recon can remotely acquire computers with the following operating systems:

0OS Xv10.5.x
0OS Xv10.6.x
0OS Xv10.7.x
0OS Xv10.8.x
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Older versions of Recon (available by contacting JAMF Software Support) can remotely acquire computers

with the following operating systems:

Recon can acquire synced mobile devices with iOS 4 or later.

Mac OS v8.6
Mac OS v9.x
OS Xv10.1.x
OS Xv10.2.x
OS Xv10.3.x
OS X v10.4.x
Windows NT4
Windows ME

12



Installing and Managing the
JSS

Required Components

This section describes the components that run the JSS.

Java

Java 1.6 is required to start the Tomcat web application server that runs the JSS.

MySQL

The JSS stores information in a MySQL database. For more information about MySQL, go to:

https://www.mysgl.com/

Apache Tomcat

The JSS runs on Tomcat, a web application server similar to Microsoft’s Internet Information Server (IIS). For
more information about Tomcat, go to:

https://tomcat.apache.org/

13
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Installing the JSS on Mac OS X Server

Installing the JAMF Software Server (JSS) involves the following steps:
Install the required software (if you haven't already).
Create the jamfsoftware database.

Run the JSS Installer.
This section includes details for each step.

Before you begin, review the “Requirements” section and make sure that your server meets the JSS Installer
requirements.

Note: The instructions in this guide are for the Mac platform only. To obtain the JSS Installer for Windows
or Linux along with its installation guide, contact your JAMF Software Representative, or visit the
following website and log in with a valid JAMF Nation account:

https://jamfnation.jamfsoftware.com/myAssets.html

For instructions on how to manually install the JSS on Linux and Windows, download the "Manually
Installing the JAMF Software Server" technical paper from:

http://jamfsoftware.com/libraries/pdf/white papers/Manually Installing the JAMF Software Server.
pdf

Step 1: Install the Required Software
Java and MySQL must be installed on the server before you can create the jamfsoftware database and
run the JSS Installer. For instructions on how to install and configure Java and MySQL, see the following

Knowledge Base article:

https://jamfnation.jamfsoftware.com/article.html?id=28

Step 2: Create the jamfsoftware Database

Create a MySQL database in which the JSS can store its data, and a MySQL user that can access it. Name
the database “jamfsoftware” and give the MySQL user the following credentials:

= Username: jamfsoftware

= Password: jamfsw03

Note: If you customize the database name, username, or password, you will be prompted to enter the
custom settings when you run the JSS Installer.

14
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To create the jamfsoftware database:

Open Terminal and access the MySQL command line as "root" by typing:

mysql -u root -p

If MySQL is not in the path or it is installed in a custom location, access the MySQL command line by
updating the path or by typing:

/path/to/mysql -u root -p

Note: On OS X v10.7 or later, the default path for MySQL is /usr/local/mysql/bin/.

When prompted, enter the password for the MySQL “root” user.
If you did not create a root password, press the Return key.

Create a database named "jamfsoftware" by executing:
CREATE DATABASE jamfsoftware;
Grant permissions to a MySQL user named "jamfsoftware" so that it can access the new database:

GRANT ALL ON jamfsoftware.* TO 'jamfsoftware'@localhost IDENTIFIED BY
'jamfsw@3';

Note: If you choose to enter a username other than "jamfsoftware’, it is recommended that you do not
use "root".

Step 3: Run the JSS Installer

Run the JSS Installer to install Apache Tomcat and the JSS web application.

To run the JSS Installer:

Copy the JSS Installer for Mac to the server.

Note: The JSS Installer for Mac included in the product DMG (JSS Installer.mpkg)is unsigned.To
obtain a signed version of the JSS Installer for Mac (JSS Installer.pkg), contact JAMF Software
Support. The signed version allows you to install or upgrade the JSS when Apple's Gatekeeper feature is
set to only allow applications downloaded from the Mac App Store and identified developers.

Double-click the installer and click Continue to proceed.
When the Introduction pane appears, click Continue.
Read the information on the Read Me pane, and then click Continue.

Select a drive on which to install the software, and then click Continue.

15



Modify the information on the Database pane to reflect any custom settings if needed, and then click
Continue.

Click Install.
Enter your administrator password when prompted, and then click OK or Install Software.

When the installation is complete, follow the instructions on the Summary pane to access the JSS. Then,
click Close.

16



Allocating Additional Memory to Tomcat

This section explains how to:
= View the amount of memory being used by the web application

= Allocate additional memory to Tomcat

To view web application memory usage:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the Database/Web Application Health link.
Click the Web App Memory link.

To allocate additional memory to Tomcat using the JSS Database Utility:

Open the JSS Database Utility on the server running the JSS.
The JSS Database Utility is located in:
/Library/31SS/bin/JSSDatabaseUtil. jar

Enter the username and password for an administrator account to the server, and then click OK.

If the JSS Database Utility is unable to locate the MySQL binary, you are prompted to enter the path. Click
Continue and enter the location of the binary.

From the menu bar, choose Utilities > Change Tomcat settings.

Modify the minimum and maximum memory and PermGen sizes as needed.

800 Tomcat Settings

Tomcat Settings
S

Minimum Memory: 1024 MB

Maximum Memory: 4096 MB

Minimum PermGen Size: 256 MB

Maximum PermGen Size: 512 MB

| Cancel | [ Apply Settings ]

17



6. Click Apply Settings.

7. When prompted to restart Tomcat, click Yes.




Setting Up the JSS

The first time you connect to the JAMF Software Server (JSS), the JSS Setup Assistant guides you through
creating your first account and configuring the basic computer management framework.

To set up the JSS:

Connect to the JSS with a web browser.

Read the License Agreement and click Agree.

Enter the name of your organization and the activation code you received from your JAMF Software
Representative, and then click Continue.

If you did not receive an activation code, send an email to sales@jamfsoftware.com.

]SS Setup Assistant

Activation Code Account Management Complete

Activation Code

Specify the name of your organization and activation code.
If you do not have an activation code, please contact JAMF Software at sales@jamfsoftware.com.

Organization Name: | |

Activation Code:

Enter a username and password for your first administrator account in the JSS.

J5S Setup Assistant
Activation Code Account Management Complete
@
Initial JSS Account
Create your first account in the J5S.

Password:

Verify Password:

Enter the password again to verify it, and then click the Continue button.
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6. Choose how often you want computers to submit inventory reports to the JSS, and then click Continue.

This automatically creates a policy to enforce the inventory schedule. For more information on how
policies work, see the “Policies” section.

JS5 Setup Assistant

Activation Code Account Management Complete

How often do you want clients to submit inventory reports?

A Palicy is automatically created to enforce this task.

() Once every day

) Once every week

() Once every month

() Configure manually later

7. Verify that the settings are configured correctly and click the Save button.

If you need to make changes, click the Back button or make changes in the JSS after you're finished using
the JSS Setup Assistant.

JSS Setup Assistant

Activation Code Account Management Complete

Verify Settings

Make sure the settings below are configured correctly, and then click the Save button.
Use the Back button to make changes, if necessary, or make changes in the ]SS after your session is complete.

Organization: My Company
License Type: Trial
License Expires: Sunday, August 01 2010
Product: Recon Suite
Licensed for: 1 clients

Update Inventory: Once every week

Back

20



8. Click the Go to the JSS button to start using the JSS immediately, or use the links to configure additional
settings in a separate browser window.

JSS Setup Assistant

Activation Code Account Management Complete

Your session in the ]SS Setup Assistant is complete!

There are a few additional setting that you may want to configure before using the J55. Use the links below
to configure these settings in a separate browser window, or click the Go to the JSS button to begin using the
J55 immediately.

Enable email notifications...
Configure an SMTP Server to host email notifications when various events occur.

Enable Change Management...
Set up a local log or Syslog server to track information about the changes made to clients.

Integrate with Apple's Global Service Exchange (GSX)...
Automatically populate warranty and purchasing information from GSX.

Connect ta an LDAP server...

A setup assistant walks you through the process of integrating the JSS with an LDAP server, allowing
you to access user and group infermation directly from your organization's central database.

Co to the J55




10.

11.

Upgrading the JSS

This section explains how to upgrade the JAMF Software Server (JSS) on Mac OS X Server.

To upgrade the JSS:

Back up the current database using the JSS Database Utility. (See “Backing Up the Database” for complete
instructions.)

Back up custom reports.

If you used the JSS Installer to install the JSS on Mac OS X Server, custom reports are located in /
Library/JSS/Tomcat/webapps/ROOT/WEB-INF/reporting/.

If you did not use the JSS Installer to install the JSS on Mac OS X Server, custom reports are located in /
Library/Tomcat/webapps/ROOT/WEB-INF/reporting/.

Copy the most current version of the JSS Installer for Mac to the server.

Note: The JSS Installer for Mac included in the product DMG (JSS Installer.mpkg)is unsigned.To
obtain a signed version of the JSS Installer for Mac (JSS Installer.pkg), contact JAMF Software
Support. The signed version allows you to install or upgrade the JSS when Apple’s Gatekeeper feature is
set to only allow applications downloaded from the Mac App Store and identified developers.

Double-click the installer and click Continue.

When the Introduction pane appears, click Continue.

Read the information on the Read Me pane, and then click Continue.
Select a drive on which to install the software, and then click Continue.

If the Database pane appears, enter information about your MySQL database. Then, click Continue.
The JSS Installer uses this information to connect to the existing database.

Note: This pane is only displayed if the database . xml file is in a custom location or contains invalid
information.

Click Install.
Enter your administrator password when prompted, and then click OK.

When the upgrade is complete, follow the instructions on the Summary pane to access the JSS. Then, clic
Close.

k
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Changing the Activation Code

Every time you receive a new activation code, it must be updated in the JAMF Software Server (JSS).

When you update the activation code, you can also update your company name and view the following
licensing information:

Product—Product you are licensed for

Licenses—Current number of licenses

License Renewal Date—Date the maintenance contract expires

License Type—Commercial, education, trial, etc.

To change the activation code:

Log in to the JSS with a web browser.
Click the Settings tab.

Click the General Settings link.

Enter the new activation code in the Activation Code field and click Save.
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6.

Backing Up the Database

The JSS Database Utility allows you to create backups of the jamfsoftware database, schedule database
backups, and stop scheduled database backups.

Creating Database Backups

Use the JSS Database Utility to create a backup of the jamfsoftware database. The time it takes to create
the backup depends on the size of the database.

To create a database backup:

Open the JSS Database Utility, located in:
/Library/JSS/bin/JSSDatabaseUtil. jar

Enter the username and password for an administrator account to the server, and then click OK.

If the JSS Database Utility is unable to locate the MySQL binary, you are prompted to enter the path. Click
Continue and enter the location of the binary.

If the Database Connection Setup pane appears, edit the settings to match your database configuration
and click Apply Settings.

Click Save Backup Now.

a0n JSS Database Utility

Back Up/Restore Now

Save a backup of your )55 database. | Save Backup Now... |

Restore an existing backup of your )5S database. | Restore Backup Now... |

Schedule Backups
|| schedule automatic backups for | Midnight
Save backups to:

[Library/)55/Backups/Database Change...

Delete backups older than 7 Days

Select the location where you want to save the backup, and then click Choose.

The JSS Database Utility creates the backup and saves it as a .sql.gz file.
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Scheduling Database Backups

Use the JSS Database Utility to schedule daily backups of the jamfsoftware database. You can also
automate the deletion of scheduled backups that are older than a certain number of days.

To schedule database backups:

Open the JSS Database Utility, located in:
/Library/1SS/bin/JSSDatabaseUtil. jar

Enter the username and password for an administrator account to the server, and then click OK.

If the JSS Database Utility is unable to locate the MySQL binary, you are prompted to specify the path. Click
Continue and specify the location of the binary.

If the Database Connection Setup pane appears, edit the settings to match your database configuration
and click Apply Settings.

Select the Schedule automatic backups for checkbox and choose the hour of the day that you want
backups to occur.

To change the location where backups are saved, click the Change button and select a new location.

80N JSS Database Utility

Back Up/Restore Now

Save a backup of your J55 database. | Save Backup Now... |

Restore an existing backup of your )55 database. | Restore Backup Now... |

Schedule Backups
(¥ Schedule automatic backups for | Midnight )l
Save backups to:

JLibrary/JS5/Backups/Database | Change...

[_] Delete backups older than | 7 Days gl

To automate the deletion of scheduled backups, select the Delete backups older than checkbox. Then,
choose the number of days after which backups should be deleted.

The JSS Database Utility saves daily backups at the hour that you specified. It also deletes scheduled
backups older than the number of days that you specified.

Stopping Scheduled Database Backups

Use the JSS Database Utility to stop scheduled backups of the jamfsoftware database.
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To stop scheduled database backups:

Open the JSS Database Utility, located in:
/Library/3SS/bin/JSSDatabaseUtil. jar

Enter the username and password for an administrator account to the server, and then click OK.

If the JSS Database Utility is unable to locate the MySQL binary, you are prompted to enter the path. Click
Continue and enter the location of the binary.

If the Database Connection Setup pane appears, edit the settings to match your database configuration
and click Apply Settings.

Deselect the Schedule automatic backups for checkbox.

8.00 JSS Database Utility

Back Up/Restore Now

Save a backup of your )5S database. | Save Backup Now... |

Restore an existing backup of your )55 database. | Restore Backup Now... |

Schedule Backups

(¥ schedule automatic backups for | Midnight Ll
Save backups to:
/Library/)S5/Backups /Database \ Change...
|| Delete backups older than | 7 Days il

The JSS Database Utility stops scheduled backups immediately.
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6.

7.

Restoring Database Backups

If you need to revert to an earlier version of your database, you can use the JSS Database Utility to restore

a database backup.

To restore a database backup:

Open the JSS Database Utility, located in:
/Library/3SS/bin/JSSDatabaseUtil. jar

Enter the username and password for an administrator account to the server, and then click OK.

If the JSS Database Utility is unable to locate the MySQL binary, you are prompted to enter the path. Click

Continue and enter the location of the binary.

If the Database Connection Setup pane appears, edit the settings to match your database configuration

and click Apply Settings.

Click Restore Backup Now.

800 155 Database Utility

~Back Up/Restore Now

Save a backup of your )55 database. \ Save Backup Now...

Restore an existing backup of your )5S database. \ Restore Backup Now...

~Schedule Backups

| | Schedule automatic backups for | Midnight o

Save backups to:
/Library/)55/Backups/Database Change...

Delete backups older than 7 Days

Select the backup that you want to restore (.sql or .sgl.gz), and then click Choose.

When prompted to restart Tomcat, click Yes.
ann 155 Database Utility

Would you like the JSS Database Utility to restart Tomcat?

jss

| No |[Yes

J

The JSS Database Utility restarts Tomcat and replaces the current database with the one that you restored.
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Deleting Logs from the Database

Over time, the JAMF Software Server (JSS) accumulates a large number of logs. Deleting these logs can
reduce the size of the database and can speed up searches.

You can schedule log deletion to take place automatically or manually delete logs as needed.

To schedule automatic log deletion:
Log in to the JSS with a web browser.
Click the Settings tab.

Click the Flush Database Logs link.

Use the pop-up menus to specify the period of time after which logs will be deleted.

For example, to delete Policy logs that are six months old or older, choose “Six Months” from the pop-up
menu next to Policy Logs.

To stop deleting a type of log, choose “Do not delete” from the pop-up menu next to it.

Flush Database Logs

Flush Database Logs

Logs that are older than the times specified will be automatically deleted from the JSS at the time specified.
The J5S will not delete the last inventory report for a computer or mobile device even if it is older than the time specified.

Casper Imaging Logs: | Do not delete * |

Casper Remote Logs: | po not delete * |

Policy Logs: | po not delete ¢ |

CasperVNC Logs: | ponotdelete ¢ |

Computer Inventory Reports: | g not delete + |
Computer Usage Logs: | pg not delete + |

Mobile Device Inventory Reports: [ pg not delete & |
J

Mobile Device Management Command Logs: | po not delete *

Time of Day: | widnight + |

| Flush Manually | | cancel | | save |

Use the Time of Day pop-up menu to schedule a time for the deletion.
For example, to delete logs every morning at 2 a.m., choose “2 AM" from the pop-up menu.

Click Save.

Click Continue to confirm the schedule.

To delete logs manually:
Log in to the JSS with a web browser.
Click the Settings tab.

Click the Flush Database Logs link.
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4.

5.

Click the Flush Manually button.

Select the types of logs you want to delete.

Mass Delete Logs

Logs to Delete: (| Casper Imaging Logs
[_ICasper Remote Logs
[IPolicy Logs
("I CasperVNC Logs
["IComputer Inventory Reparts
[_IComputer Usage Logs
["IMobile Device Inventory Reports
[_IMabile Device Management Command Logs

Older than: | One Week  + |

| Cancel | | Delete |

Use the Older than pop-up menu to specify the period of time after which logs will be deleted.
For example, to delete logs that are six months old or older, choose “Six Months” from the pop-up menu.

Click Delete.

Click Continue to confirm the results.
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Migrating to Another Server

The instructions in this section explain how to migrate the JAMF Software Server (JSS) to another server.

To migrate the JSS:

Back up the existing jamfsoftware database using the JSS Database Utility. (See “Backing Up the Database”
for detailed instructions.)

Ensure that the new server meets the requirements for the JSS Installer. Then, follow the instructions in
“Installing the JSS” to install the required software (if needed) and create the jamfsoftware database.

Copy the JSS Installer to the new server.

Install the JSS by launching the installer and following the onscreen instructions. (See “Installing the JSS”
for detailed instructions.)

Copy the database backup to the new server, and then use the JSS Database Utility to restore the backup.
(See “Restoring a Database Backup” for detailed instructions.)

Regenerate the web server certificate. (See “Generating a Web Server Certificate” for detailed instructions.)

Update the DNS entry to point to the new server’s IP address.

Note: If you can’t change the DNS entry, you must change the JSS URL and re-enroll all mobile devices
and computers.
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Enabling Email Notifications

In order for the JAMF Software Server (JSS) to send email notifications, you must specify the SMTP server
from which the notifications will be sent.

Email notifications can be sent when the following events occur:
= Thereis a JSS service restart.

= A database is backed up successfully.

= A database backup fails.

This section explains how to set up and modify an SMTP server.

To set up or modify an SMTP Server:
1. Login to the JSS with a web browser.
2. Click the Settings tab.
3. Click the General Settings link.
4. Click the SMTP Server tab.
5. Enter the DNS name or IP address for the SMTP server in the SMTP Host Address field.

0 = = %) &
Activation Code SMTP Server Change Management GSX Connection Server Configuration
SMTP Server

By specifying an SMTP server, the |55 can send email notifications to users of the J55.

SMTP Host Address:

Encryption Method: | None B‘
Port: 25 ]

Connection times out in: 5 seconds

Send notifications from this email address:

Requires Authentication: [

No email address is associated with admin to send a test message to

6. Use the Encryption Method pop-up menu to specify the protocol used for data encryption.

7. Inthe Port field, enter the port over which the connection is made.
The default port is 25.



8. Enter the number of seconds you want to wait before the connection times out.
By default, this is 5 seconds.

9. Enter the email address from which notifications will be sent.

10. If the SMTP server requires authentication, select the Requires Authentication checkbox and enter
credentials for a valid account to the server.

i) L -] L] oY
Activation Code SMTP Server Change Management GSX Connection Server Configuration
SMTP Server

By specifying an SMTF server, the J55 can send email notifications to users of the J55.

SMTP Host Address:

Encryption Method:

Port: 25 L]

Connection times out in: 5 seconds

Send notifications from this email address:
Requires Authentication: #

Username:

Password:

Verify Password:

No email address is associated with admin te send a test message (o

11. If you want to send a test message, click the Send Test message to <email address> link.
The JSS sends this message to the email address for the account currently logged in to the JSS.

12. Click Save.
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Enabling Change Management

Change management logs allow you to track the following information:
= Changes made to the client computers on your network
= Computers from which the changes were made

= Accounts that initiated the changes

You can choose to write these logs to a local log on the server running the JAMF Software Server (JSS) or a
Syslog server.

The header for each logged event includes the following information:
= Timestamp (when the event took place)

= Username of the account that initiated the change

= |P address of the client computer that triggered the event

= JSSidentifier (com. jamfsoftware. jss)

This section explains how to set up and modify change management to a log file and a Syslog server.

To set up or modify change management to a log file:
Log in to the JSS with a web browser.

Click the Settings tab.

Click the General Settings link.

Click the Change Management tab.

Select the Enable Change Management checkbox if it is not already selected, and enter a directory
location for the log file.

(i ] s ] (£ @

Activation Code SMTP Server Change Management GSX Connection Server Configuration

Change Management
The J5S can be configured to log all changes to a log file or a Syslog server.
# Enable Change Management
Log Directory: /varflag

Size of Log File (MB): 10

Syslog Daemon Definitions
Hostname:

Port (Default is 514): 514
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8.

Click Save.

Change Management logs are written to the file specified in the Log Directory field. They have the
filename jamfChangeManagement. l1og and can be viewed using the Console application.

To set up or modify change management to a Syslog server:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the General Settings link.

Click the Change Management tab.

Select the Enable Change Management checkbox.

In the Hostname field, enter the DNS name or IP address for the Syslog server.

Enter the UDP port that the Syslog server is using.
The port is entered as 514 by default.

i ] = ] L} @

Activation Code SMTP Server Change Management GSX Connection Server Configuration

Change Management
The ]SS can be configured to log all changes to a log file or a Syslog server.
¥ Enable Change Management
Log Directory: jvarflog

Size of Log File (MB): |10

Syslog Daemon Definitions
Hostname: syslog.mycompany.co

Port (Default is 514); 514

Click Save.
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Integrating with GSX

The JAMF Software Server (JSS) can access the following purchasing information from Apple’s Global
Service Exchange (GSX) for computers in the JSS:

= Purchase date
= Warranty expiration date

= Apple Care ID (Warranty reference number)

To set up a GSX connection, you must have a GSX account and be signed up for Apple’s Self-Servicing
Account (SSA) Program. Information on this program is currently available at:

https://www.apple.com/support/programs/ssa/

For information on setting up a GSX account for integration with the JSS, see the following Knowledge
Base article:

https://jamfnation.jamfsoftware.com/article.html?id=26

Note: GSX may not always return complete purchasing information for a computer. The JSS displays any
information that is returned.

This section explains how to set up and modify the GSX connection.

To set up or modify the GSX connection:
Log in to the JSS with a web browser.
Click the Settings tab.

Click the General Settings link.

Click the GSX Connection tab.

Select the Enable connection to GSX checkbox.
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Enter your GSX account number in the GSX Account Number field.

i} u ] ) LY

Activation Code SMTP Server Change Management GSX Connection Server Configuration

GSX Connection
The J55 utilizes Apple’s Global Service Exchange to lookup warranty information for Apple hardware.
¥ Enable connection to GSX
GSX Account Number:
Username:
Password:

Verify Password:
Choose Region: | Americas ™
Date Format: MonthDayYear

© Test the connection at gsxws2.apple.com/gsx-wsservices/amfasp

Cancel Save

Enter the username and password for your GSX account, and then enter the password again to verify it.

Choose your region from the Choose Region pop-up menu.
The date format automatically updates to reflect the region you choose.

To test the GSX connection, click the Search &5 icon.

The JSS attempts to connect to GSX with the account number and credentials that you provided. A
message displays confirming the success or failure of the connection.

Click Save.



Generating a Web Server Certificate

The JAMF Software Server (JSS) requires a valid web server certificate to ensure that computers
communicate with the JSS and not an imposter server.

If you already have a web server certificate from an internal certificate authority (CA) or a trusted third-
party vendor, follow the vendor’s instructions for using the certificate with Tomcat.

If you do not have a valid web server certificate, you can generate one from the CA that is built into the
JSS.To do this, the JSS must be installed as the “"ROOT” web application and the user running the Tomcat
process must have read/write access to Tomcat’s server. xml file.

To generate a web server certificate from the built-in CA:
Log in to the JSS with a web browser.

Click the Settings tab.

Click the General Settings link.

Click the Server Configuration tab.

Click the Replace with certificate from the JSS’s built-in CA link.

o = -] L] ©
Activation Code SMTP Server Change Management G5X Connection Server Configuration
Cl website Certificate « Clustering Tomcat Configuration “ Limited Access JSS

Tomcat Web Server Certificate

To ensure secure communication with the JS5, you need to have a valid web server certificate installed.
This certificate can come from a trusted third party vendor, your internal certificate authority, or from
the built-in certificate authority in the JSS.

Mote: The J55 will modify Tomcat's server.xml file when you make these changes. You will need to restart
Tomcat before the new certificate will be utilized.

SSL Certificate: CN=phineas.jamfsw.corp, OU=]SS, O=JAMF Software, L=Minneapolis, ST=MN, C=US
Issuer: CN=My Company J55 Built-in Certificate Authority

Replace with certificate from the J55's built-in CA

Click Save.

Restart Tomcat to begin utilizing the certificate.
For instructions on how to restart Tomcat, see the Knowledge Base article at:
https://jamfnation.jamfsoftware.com/article.html?id=117
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Enabling Clustering

Clustering allows you to point multiple instances of the JAMF Software Server (JSS) web application to the
same database. This requires a load balancer with the address of the JSS. For example:

https://jss.mycompany.com:8443/
The load balancer should route traffic to the servers running the web application.

The web application that functions as the master handles the following tasks:
= Upgrading the database schema
= Flushing database logs

For more information on setting up a clustered environment, contact your JAMF Software
Representative.

To enable clustering:
1. Login to the JSS with a web browser.
2. Click the Settings tab.
3. Click the Generals Settings link.
4. Click the Server Configuration tab.
5. Click the Clustering tab.

6. Select the Enable Clustering checkbox.

i) B -] ] ©
Activation Code SMTP Server Change Management GSX Connection Server Configuration
Tl website Certificate % Clustering Tomcat Configuration “ Limited Access JSS

JSS Web Application Clustering

You can configure multiple instances of the JS5 web application to point to the same database.
You must have a load balancer with the address:

https: f /phineas.jamfsw.corp:8443/
The load balancer should route traffic to the servers running the web application.
The web application that is flagged as the master will be responsible for upgrading the database

schema, flushing database logs, sending MDM notifications for inventory updates and calculating
smart group updates.

[ Enable Clustering

7. To add web applications to the cluster, click the Add To Cluster links.
8. To make a web application the master, click the Master link.

9. Click Save.
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10.

Restart Tomcat for the changes to take effect.
For instructions on how to restart Tomcat, see the Knowledge Base article at:
https://jamfnation.jamfsoftware.com/article.html?id=117
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Configuring Tomcat to Work with a Load
Balancer

When working with a load balancer, you may need to enable a few attributes in Tomcat's server . xml file
to ensure that Tomcat and the load balancer communicate properly.

The JAMF Software Server (JSS) allows you to enable the following attributes without requiring you to
access the server. xml file manually:

= Remote IP valve
= Proxy port

= Proxy scheme

To enable these attributes, the JSS must be installed as the “ROOT” web application and the user running
the Tomcat process must have read/write access to Tomcat’s server. xml file.

To configure Tomcat to work with a load balancer:
Log in to the JSS with a web browser.

Click the Settings tab.

Click the General Settings link.

Click the Server Configuration tab.

Click the Tomcat Configuration tab.

Click the Configure link across from an attribute to enable it.

i) = -] 2 &
Activation Code SMTP Server Change Management G5X Connection Server Configuration
Tl website Certificate © Clustering Tomeat Configuration © Limited Access J55

Tomcat Configuration

When Tomcat is behind a load balancer, there are some changes that are often necessary to
ensure that communication works as expected. You can enable the most common items here.

Mote: The J55 will modify Tomcat's server.xmil file when you make these changes. You will need to restart
Tomcat before the changes will take effect. This needs to be done on every server in the cluster.

‘Option Status
@ Remote IP Valve Configured  Already Configured
@  Proxy Port  Not Configured  Configure...
@ Proxy Scheme Not Configured  Configure...

Click Save.

Restart Tomcat for the changes to take effect.
For instructions on how to restart Tomcat, see the Knowledge Base article at:
https://jamfnation.jamfsoftware.com/article.html?id=117
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Changing the Limited Access Setting

When working in a clustered environment, you may have a JAMF Software Server (JSS) that computers can
access from outside of the network. If you have a second JSS web application that resides in your DMZ,
you can make the administrative interface unavailable by changing the Limited Access setting.

The Limited Access setting has four options:

= Full JSS—This is the default option for every JSS. It makes the JSS interface available from anywhere.
= Computer and Mobile Device Management—This option is not applicable to the Recon Suite.

= Computer Management Only—This option disables the JSS interface.

= Mobile Device Management Only—This option is not applicable to the Recon Suite.

Warning: Do not change the Limited Access setting while connecting through a load balancer. Connect
directly to the instance of Tomcat that is inside of your DMZ.

After you change the Limited Access setting, the JSS interface is inaccessible. To make additional changes,
you need to manually modify the web . xm1 file. If you need to revert the JSS to the default setting (Full
JSS), delete the web . xm1 filein /Library/JSS/Tomcat/webapps/ROOT/WEB-INF/ and rename
theweb.xml.original filetoweb.xml.

Note: If you upgraded from v8.1 or earlier, the web . xm1l and web . xm1l .original files are located in
/Library/Tomcat/webapps/ROOT/WEB-INF/.

Upgrading the JSS automatically resets the Limited Access setting to Full JSS. You will need to change this
setting every time you upgrade.

To change the Limited Access setting:

Use a web browser to log in to the desired instance of the JSS.
Click the Settings tab.

Click the General Settings link.

Click the Server Configuration tab.

Click the Limited Access JSS tab.

41




6. Select alimited access option.

0o = ] o ©

=
Activation Code SMTP Server Change Management GSX Connection

Server Configuration

Il website Certificate % Clustering Tomcat Configuration ‘ “ Limited Access JSS ‘

Limited Access JSS

If this instance of the J55 sits inside your DMZ, you can limit the functienality that this JS5 provides.
Mote: The J55 will modify its web.xml file when you make these changes. You will need to restart the

155 before the changes will take effect. If you disable the Full J55, you will no longer be able to access this
interface and will need to make additional changes to web.xml by hand.

Warning: You should only change this setting when connecting directly to the instance of Tomcat
that is inside your DMZ. You should not change it while connecting through a load balancer.

@ Full 55

() Computer and Mobile Device Management
() Computer Management Only

) Mobile Device Management Only

7. Click Save.

8. Restart the JSS for any changes to take effect.
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Frequently Asked Questions

Q. What is installed on Mac OS X Server when | install the JSS?

A.The following files and folders are installed on Mac OS X Server:

Apache Tomcat
Tomcat is the web application server that runs the JSS web application. A directory named Tomcat is
installed in:

/Library/J]SS/Tomcat/

com.jamfsoftware.tomcat.plist
This is the launchd item that controls Tomcat. It is installed and loaded in the following location:

/Library/LaunchDaemons/com. jamfsoftware.tomcat.plist

Database backup location
The JSS Database Utility stores database backups in the following location by default:

/Library/JSS/Backups/Database/

JSS Database Utility
The JSS Database Utility is installed in the following location:

/Library/]SS/bin/JSSDatabaseUtil. jar

JSS web application
The JSS is a web application that runs on Tomcat. A directory named ROOT is installed in:

/Library/]SS/Tomcat/webapps/RO0T/

keystore
Tomcat requires a .keystore file to provide connections over SSL. The JSS Installer creates a default
.keystore file and stores it in the following location:

/Library/]SS/Tomcat/.keystore

Logs
Logs for the installation and for the JSS are stored in the following directory:

/Library/J]SS/Logs/

server.xml|

The JSS Installer installs a modified copy of Tomcat’s server.xml file. This file enables SSL, ensures
that the JSS appears in the root context, and enables database connection pooling. It is installed in the
following location:

/Library/J]SS/Tomcat/conf/server.xml
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Note: The locations of these files and folders are different if you upgraded from v8.1 or earlier and your
JSSiis installed on OS X Server v10.6. Apache Tomcat and its related files are stored in
/Library/Tomcat/ and the JSS web application (previously known as the jamf web application) is
storedin /Library/Tomcat/webapps/R0O0T/.

Q. Can l install the JSS on other platforms?

A. Yes. You can install the JSS on any platform that supports the following software:
= Javal.6
= MySQL 5.1 or later

= Apache Tomcat 6.0 or later

Tested operating systems include:

= OSXServerv10.8

= (OSXServerv10.7

= (OSXServerv10.6

= Ubuntu 10.04 LTS Server

= Red Hat Enterprise Linux (RHEL) 6
= Windows Server 2008

Although you can install the JSS on any server that meets the minimum requirements, JSS Installers are
only available for Mac, Linux, and Windows.

To obtain the JSS Installers for Linux and Windows and their documentation, see the introductory email
that you received from JAMF Software or contact your JAMF Software Representative.
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Troubleshooting the JSS

Most issues with the JSS have to do with the configuration of Apache Tomcat or MySQL. The JSS Database
Utility allows you to troubleshoot most of the issues that you encounter.

This section explains how to troubleshoot the following issues:
= Connection issues
= Memory issues

= Database issues

Connection Issues

If applications are not connecting to the JAMF Software Server (JSS), you can use a web browser to
troubleshoot the issue. If you are able to connect to the JSS, the applications should be able to connect as
well.

To troubleshoot connection issues:

Open a web browser and try connecting to the JSS on port 8443.
For example, if the DNS name of the JSS is “jss.mycompany.com”, try connecting to:
https://jss.mycompany.com:8443/

If you are prompted to verify a certificate, accept the certificate.

If you are able to connect to the JSS, make sure that the application is pointing at the correct IP address.
a. Quit the application.

b. Hold down the Option key and re-open the application to bring up the Preferences pane.

c.  On the Preferences pane, enter the DNS name or IP address for the JSS and then click Save.

d. Enter the username and password for an administrator account to the server, and then click OK.

If the application still fails to connect, restart Tomcat.
For instructions on how to restart Tomcat, see the Knowledge Base article at:
https://jamfnation.jamfsoftware.com/article.html?id=117
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1.

Memory Issues

If there is a large amount of data in the JSS, you may need to allocate additional memory to Tomcat.
Tomcat displays the following error page if more memory is required:

) € Apache Tomcat/4.1.29-LE-jdk14 — Error report —
(< ][ + )] e 1227.0.01:9006/searchmppticatonsz-nem OF(a- cosge

HTTP Status 500 -
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It (Poo int.java:589)
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For instructions on viewing the amount of memory being used by the web application and allocating
additional memory to Tomcat, see “Allocating Additional Memory to Tomcat”.

Database Issues

MySQL database tables can become corrupt if the JSS is running on a very slow computer to which many

clients are connected, or if the server running the JSS crashed and the database was not shut down

properly.

When errors occur in the MySQL database, the JSS displays an alert similar to the following:

Got error 127 from table handler

This section explains how to:
= View the status of database tables
= Repair database tables

= Optimize database tables

Viewing the Status of Database Tables

To view the status of database tables:

Log in to the JSS with a web browser.
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Click the Settings tab.
Click the Database/Web Application Health link.

Click the Database Table Status link.

Repairing Database Tables

If you have a large database, it may take longer to verify the status of your database tables. Once the status
of each table is returned, you may want to repair the tables that do not return an “OK” status.

To repair database tables:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the Database/Web Application Health link.
Click the Repair Database Tables link.

Optimizing Database Tables

Optimizing database tables allows you to ensure that each table’s index is up to date so that you can
perform database lookups as quickly as possible.

To optimize database tables:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the Database/Web Application Health link.

Click the Optimize Database Tables link.
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‘ Building Your Framework

Integrating with LDAP Servers

If you utilize one or more directory services to store information about the users in your organization, you
can integrate the JAMF Software Server (JSS) with the directory service(s) to:

= Look up and populate user information for inventory purposes

= Authenticate users to the Recon Suite

Note: Integrating with Open Directory allows the JSS to access both user and computer list information.
For details on accessing computer list information from Open Directory, see the “Adding LDAP Server
Connections Manually” section.

This section explains how to:

= Add LDAP server connections using the LDAP Server Connection Assistant or manually
= Test LDAP server connections

= Edit and delete LDAP server connections

= Troubleshoot LDAP server connections

Using the LDAP Server Connection Assistant

The LDAP Server Connection Assistant walks you through the process of adding an LDAP server
connection to the JSS.

The assistant allows you to integrate with the following directory services:
= Apple’s Open Directory
= Microsoft’s Active Directory

= Novell’s eDirectory

Note: To integrate with other directory services or access computer list information from Open Directory,
you must configure the connection manually.

To use the LDAP Server Connection Assistant:

Log in to the JSS with a web browser.
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2. Click the Settings tab.

3. Click the LDAP Server Connection link.

4. Clickthe Add LDAP Server Connection button.

5. Choose the LDAP server you want to integrate with and click the Continue button.

6. Enter the host name (DNS name or IP address) for the LDAP server and click Continue.
7. Enter credentials for the LDAP service account and click Continue.

8. For testing purposes, enter the usernames for two different accounts in the LDAP server and click
Continue.

9. Verify the returned attribute mappings are correct. If the attribute mappings are correct, click Continue
and skip to step 11.

LDAP Server Connection Assistant

Mappings
@

Verify Attribute Mappings

WVerify that the attributes frem your LDAP server are mapped correctly to the J55.
To change an attribute mapping, click the ellipsis button across from it.

JSS User Attribute LDAP User Attribute Value for berocker_OD Value for dsmith_OD
Username:  uid berocker_OD dsmith_OD
Realname: cn Betty Crocker Dave Smith -
Email: | mail berocker@jamfsoftware.com | dsmith@jamfsoftware.com

Phone:

Department:
Building:
Room:
Position:

10. If an attribute mapping is incorrect, change the mapping appropriately.
a. Click the Ellipsis button across from the mapping.
b. Choose the correct value for the attribute from one of the pop-up menus.

LDAP Server Connection Assistant

Mappings

®
Edit Mappings for Email
Choose the value for the attribute from one of the pop-up menus, and then click the Return to Verify Mappings button.
LoAP Auribute:
Value for berocker_OD: | berocker e.com [ ]
Value for dsmith_OD: | i com ]

Return to Verify Mappings

c. Click the Return to Attribute Mappings button.
d. Verify the changes are correct and click the Continue button.

11. Fortesting purposes, enter the names of two different user groups in the LDAP server and click Continue.
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12.

13.

Verify the group membership status of each test user is correct and click Continue.

LDAP Server Connection Assistant

Mappings
L
Verify Group Results
Verify that the membership status for each user is correct.
If the results are incorrect, use the Edit Manually button on the next pane to verify group membership mappings.
Group Name berocker_OD's Membership Status dsmith_OD's Membership Status
Staff Not a member Not a member
Admin Not a member Not a member

Click Save to save the LDAP server connection and continue using the JSS.

If you want to make changes before you save the connection, click the Edit Manually button, make the
necessary changes, and then click the Save button.

Adding LDAP Server Connections Manually

Before adding an LDAP server connection manually, it is important that you are familiar with search bases,
object classes, and attributes. If you are not familiar with these concepts, use the LDAP Server Connection
Assistant to ensure attributes are mapped correctly.

Adding the connection manually allows you to:
= |ntegrate with directory services other than Open Directory, Active Directory, and Novell eDirectory
= Access computer list information from Open Directory

After adding the connection, test it to make sure it’s working properly. See the “Testing LDAP Server
Connections” section for testing instructions.

This section provides an overview of the Connection and Mappings panes you'll use to add the connection
and step-by-step instructions on how to do so.
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Connection Pane

This pane allows you to configure how the JSS connects to an LDAP server.

Edit LDAP Server Connection
Connection Mappings
Display Name:
Host name:
) Encrypt using SSL
[} Use custom port 383
Use for: | Users and User Groups F"]

Create Mappings Based On: fopen Directory (OS X Server) l-ﬂ

Domain:

Authentication Type: | None B‘

Open/Close times out in: 15 seconds

Connection times out in: |60 seconds

Referrals: | Default from provider B‘

# Use wildcards when searching for objects

Display name
This field allows you to enter a display name for the LDAP server.

Host name
This field allows you to enter the DNS name or IP address for the LDAP server.

Encrypt Using SSL
You must select this checkbox if you want to connect to the LDAP server over SSL.

Note: For this to work, the LDAP server must have SSL enabled.

Use custom port
If the LDAP server is not running on the standard port, you must select this checkbox and enter the port
on which it is running.

Use for
This pop-up menu allows you to specify the type of information you want to access from the LDAP server.

Create Mappings Based On
This pop-up menu allows you to select the LDAP server you want to connect to.

Domain
This field allows you to enter the domain for the LDAP server.
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Authentication Type

If the LDAP server requires authentication, specify the authentication type using this pop-up menu. After
choosing an authentication type, two additional fields appear in which you can enter credentials for the
LDAP service account.

Most LDAP servers require simple authentication.

Open/Close times out in seconds
This field allows you to enter the maximum number of seconds you want to wait for the server to open or
close a connection before it times out.

Connection times out in seconds
This field allows you to enter the maximum number of seconds you want to wait for the server to return
results before the connection times out.

Referrals
This pop-up menu allows you to choose whether to ignore, follow, or utilize default LDAP referrals to
locate information.

Use wildcards when searching for objects

Select this checkbox if you want the JSS to return partial matches when searching the LDAP server for
information.

Mappings Pane

This pane allows you to map attributes and specify object class and search base data.

If you're not familiar with these concepts, use the LDAP Server Connection Assistant to add the
connection.

Edit LDAP Server Connection
Connection Mappings
Users
Map Users to | All B‘ ObjectClass values below
ObjectClass: (Comma separated)

Search Base:

@ all subtrees () first level only

Map User ID to:
Map Username to:
Map Real Name to:
Map Email Address to:
Append to email results:
Map Department to:
Map Building to:
Map Room to:
Map Phone to:
Map Position to:
Map User UUID to:

# Bindable String Repr i ded
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5.

6.

To configure an LDAP server connection manually:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the LDAP Server Connection link.

Click the Add LDAP Server Connection button.

Select the Configure manually option and click the Continue button.

Configure the connection using the information on the Connection and Mappings panes.

Click the Save button.

Testing LDAP Server Connections

Before using an LDAP server connection as part of your framework, test the connection by looking up user
(or computer list) information. If the results are returned correctly, the connection is working.

This section explains how to look up user and computer list information.

To look up user information from an LDAP server:
Log in to the JSS with a web browser.

Click the Settings tab.

Click the LDAP Server Connection link.

Click the Test Connection link across from the connection you want to test.

LDAP Server Connections

a

Add LDAP Server Connection

Used For
Users and Groups  Edit Test Delete

LDAP Display Name
© 0D Connecticn

Hostname
od.jamfsw.corp

Click the User Lookup, User Group Lookup, or User Group Membership Lookup tab.

Enter information in the field(s) provided.

Test LDAP Server Connection: OD Connection

B §

User Lookup

n

User Group Lookup

n

User Group Membership Lookup
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Click the Test button.

To look up computer list information from Open Directory:
Log in to the JSS with a web browser.

Click the Settings tab.

Click the LDAP Servers Connection link.

Click the Test link across from the Open Directory connection you want to test.

L
Add LDAP Server Connection
LDAP Display Name Hostname Used For
© 0D Connection od.jamfsw.corp = Users and Groups  Edit Test Delete

Click the Computer Lookup, Computer Group Lookup, or Computer Group Membership Lookup tab.
Enter information in the field(s) provided.

Click the Test button.

Editing LDAP Server Connections

To edit an LDAP server connection:
Log in to the JSS with a web browser.
Click the Settings tab.

Click the LDAP Servers Connection link.

Click the Edit link across from the connection you want to edit and make changes manually. For more
information about the Connection and Mappings panes, see the “Adding LDAP Server Connections
Manually” section.

Click the Save button.

Deleting LDAP Server Connections

To delete an LDAP server connection from the JSS:
Log in to the JSS with a web browser.
Click the Settings tab.

Click the LDAP Servers Connection link.
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Click the Delete link across from the connection you want to delete.

Click the Delete button to confirm.

Tools for Troubleshooting LDAP Server Connections

This section describes two tools you can use to troubleshoot the connection between the JSS and an LDAP
server.

Apache Directory LDAP Studio

The Apache Directory LDAP Studio allows you to connect to an LDAP server to pinpoint initial connections
and find search bases and mappings. You can download Apache Directory LDAP Studio at:

https://directory.apache.org/studio/

Workgroup Manager

Apple’'s Workgroup Manager allows you to view detailed information for individual LDAP server accounts.

To view LDAP information using Workgroup Manager:

Open Workgroup Manager.

Connect to your server.

From the menu bar, choose Workgroup Manager > Preferences.

Select the Show “All Records” tab and inspector checkbox, and then click OK.

Click the All Records tab (target icon) displayed in the sidebar to view the records.
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Managing JSS User Accounts

The JAMF Software Server (JSS) is a multi-user application. You can grant different levels of access to each
user by setting up JSS user accounts and assigning different privileges to each one.

Individual JSS user accounts can be created manually or—if you have an LDAP server connection set up—
added from a directory service. You can also grant access to groups from an LDAP server.

This section explains how to:

= Create a new user account in the JSS

= Add a user account from an LDAP server

= Upgrade the Distinguished Name (DN) from an LDAP account

= Grant access to a group from an LDAP server

Note: JSS users added from an LDAP server receive the privileges assigned to their individual user
accounts. LDAP members that don’t have individual accounts in the JSS, but are members of one or more
groups with access, receive the privileges assigned to each group.

Important: It is recommended that you have at least one JSS user account that is not from an LDAP
server in case the connection between the JSS and the LDAP server is interrupted.

To create a new user account in the JSS:
Log in to the JSS with a web browser.
Click the Settings tab.

Click the Accounts link.

Click the Create New Account button.

Accounts and Groups

X 5 5 2

Create New Account Add Account from LDAP Add Group from LDAP

Accounts
Username  Real Name Email Address Phone Number
@ | admin Admin User | admin@mycompany.com Edit Account
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Enter user information on the Account pane.

Create New Account

b 8 [ & s

Account Privileges API Privileges Notifications

Username: ,jSSUser—|
Realname: ,—|
Email Address: ,—|
Phone: |—|

Password: ssssssss

Click the Privileges tab and select the checkbox next to each privilege you want to grant the user.

Create New Account

B § - & L

Account Privileges AP Privileges Notifications

Grant All Privilages
Revoke All Privileges

J55 = Home Tab Privileges
™ Change Password
J55 = Inventory Tab Privileges

View Inventory Tab
Perform Advanced Searches
Save Advanced Searches

®E®

Click the API Privileges tab and select the API privileges you want to grant the user.

Create New Account

§ & a & s

Account Privileges API Privileges Notifications

Read  Update Create Delete
Buildings ™
Categories ™
Computers a 8 i) =]
Computer Groups =
Departments B8



8.

5.

6.

Click the Notifications tab and select the checkbox next to each event you want the user to receive a
notification about.

Note: A valid email address must be entered on the Account pane for notifications to be sent.

Create New Account

'} a & s

Account Privileges AP Privileges Notifications

Set All Notification Events
Revoke All Notification Events

Imaging Notifications

# Computer Added from PreStage
# Imaging/Autorun Error

Click Save.

To add a user account from an LDAP server:
Log in to the JSS with a web browser.

Click the Settings tab.

Click the Accounts link.

Click the Add Account from LDAP button.

If you don't see this button, you need to set up an LDAP server connection before completing these steps.
(For more information, see the “Integrating with LDAP Servers” section.)

Accounts and Groups

X

Create New Account Add Account from LDAP Add Group from LDAP

Accounts
Username  Real Name Email Address Phone Number
© | admin Admin User = admin@mycompany.com Edit Account | (Logged In

Enter the username for the account you want to add and click Next.

Add User From LDAP Server

Add User with username: | Berocker 0D

When the JSS returns the results, click the Add <username> link next to the user you want to add.

ue 1D Us Distinguished Name Real Name Email
1038 berocker OD | uid=bcrocker_OD,cn=users,dc=0d dc=jamfsw,dc=corp | Betty Crocker | berocker@jamfsoftware.com | Add berocker_OD...
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Configure accounts settings on the Privileges, API Privileges, and Notifications panes.

Click Save.

To update the Distinguished Name (DN) for an LDAP account:
Log in to the JSS with a web browser.

Click the Settings tab.

Click the Accounts link.

Click the Edit Account link next to the account you want to modify.

Click the Update DN button.

Create New Account

B 8 (o) & L

Account Privileges AP Privileges Notifications

Username: bhcrocker_0D

Realname: Betty Crocker
Email Address: m
phone:

Distinguished Name: uid=bcrocker OD,cn=user

Update DN...

(This user is from an LDAP Server)

Enter the new Distinguished Name and click Save.

Create New Account

B § a & &

Account Privileges AP Privileges Notifications

New Distinguished Name

uid=bcrocker_OD,cn=users,dc=od,dc=jamfsw,dc=corp

To grant access to an LDAP group:

Log in to the JSS with a web browser.
Click the Settings tab.

Click the Accounts link.



Click the Add Group from LDAP button in the toolbar.

If you don't see this button, you need to set up an LDAP server connection before completing these steps.
(For more information, see the “Integrating with LDAP Servers” section.)

Accounts and Groups

> 3 > .

Create New Account Add Account from LDAP Add Group from LDAP

Accounts
Username  Real Name Email Address Phone Number
@ | admin Admin User | admin@mycompany.com Edit Account | [Logged |0

Enter the name of the group you want to add and click Next.

Add User From LDAP Server

When the JSS returns the results, click the Add <group name> link next to the group you want to add.

Group 1D Group Name

20 staff Add staff...

1025 alljamfstaff | Add alljamfstaff...
1038 financestaff | Add financestaff...

1039 culinarystaff = Add culinarystaff...

Set privileges for the group on the Privileges pane and click Save.
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Managing Buildings and Departments

Buildings and departments are organizational components that give you an easy way to perform
inventory searches.

Buildings

This section explains how to create, edit, and delete a building in the JAMF Software Server (JSS).

To create a building:

Log in to the JSS with a web browser.
Click the Settings tab.

Click the Buildings link.

Click the Create New Building button.

Enter a name for the building and click the Save button.

Edit Building

To edit a building:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the Buildings link.

Click the Edit Building link across from the building that you want to edit.
Change the name of the building.

Click Save.

To delete a building:

Log in to the JSS with a web browser.
Click the Settings tab.

Click the Buildings link.



Click the Delete Building link across from the building that you want to delete.

Click Delete to confirm.

Departments

This section explains how to create, edit, and delete a department in the JSS.

To create a department:

Log in to the JSS with a web browser.
Click the Settings tab.

Click the Departments link.

Click the Create New Department button.

Enter a name for the department and click the Save button.

Edit Department

Department Name:

(G (G0)

To edit a department:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the Departments link.

Click the Edit Department link across from the department that you want to edit.
Change the name of the department.

Click Save.

To delete a department:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the Departments link.

Click the Delete Department link across from the department that you want to delete.

Click Delete to confirm.



Changing the Frequency of Inventory
Reports

Client computers that were added to the JSS using the network scanner or a QuickAdd package can be
configured to generate and submit inventory reports to the JSS on a daily, weekly, or monthly basis.

To change the frequency of inventory reports:
1. Login to the JSS with a web browser.
2. Click the Settings tab.
3. Click the Inventory Options link.
4. Click the Inventory Frequency link.

5. Choose how frequently you want computers to submit inventory reports to the JSS.

Inventory Frequency

Submit an Inventary Report:

Update Frequency

6. Click the Update Frequency button.



Managing Inventory Preferences

Inventory preferences are divided into two sections:

Inventory Collection preferences—These preferences allow you to collect additional inventory items

and specify how you want to collect them.

Inventory Display preferences—These preferences allow you to change how inventory data is

displayed in the JAMF Software Server (JSS).

This section explains both types of inventory preferences and how to set them.

Inventory Collection Preferences

Inventory Collection preferences allows you to:

Collecting Additional Inventory Items

Collect additional inventory items
Create extension attributes to collect custom data

Specify additional locations in which to search for software

If the items you want to collect are not included in your inventory by default, you can choose to add any of
the following items:

Application details
Fonts

Plug-ins

UNIX executables
Package receipts
Software updates
Accounts

Home directory sizes

Hidden accounts

Printers

Running services

Scheduled tasks

Command-line tools

Mobile devices

Mobile device app purchasing information

Composer location information

Collecting some of these items may add reporting time and network traffic to the inventory process. The
following table provides an estimate of how much time and traffic each item adds.

Note: These numbers are based on a MacBook Pro with approximately 100 applications, 2000 UNIX
executable files, 300 fonts, 900 plug-ins, and 300 GB of user home directories.
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Additional Inventory Items Time Traffic
(Seconds) (KB)
Default 9 102
(No Additional Items)
Application Details 30 133
(Size, Copyright Info, Date Modified, Bundle ID, and Permissions)
Fonts 10 128
Plug-ins 13 248
UNIX Executable Files 28 200
Available Software Updates 110 104
Sizes of Home Directories 25 104
All Additional Options 180 726

To collect additional inventory items:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the Inventory Options link.

Click the Inventory Collection Preferences link.

Click the tabs to see a list of additional items in each category and select the checkbox next to each item
you want to add.

Note: If you choose to collect application details, the .app bundles on Mac OS X computers are searched
for additional applications. If you choose to collect application details and UNIX executables, the
executable files in any .app bundle are also searched.

Click Save.

Creating Extension Attributes

Extension attributes are custom fields that allow you to collect almost any data from a computer. You
can create an extension attribute manually or from a template stored in the JSS. You can also upload an
extension attribute obtained from an outside source, such as JAMF Nation.

Creating an extension attribute manually allows you to populate data by displaying a text field or pop-up

menu, or by running a custom script. Extension attributes created from a template or obtained from an
outside source are populated by script.
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7.

When an extension attribute is populated by a script, the text between the <result></result> tagis
stored in the JSS. For Mac OS X computers, scripts can be written in any language that has an interpreter
installed. All scripts must start with a shebang (#!) followed by the absolute path to the interpreter. The
most common interpreters are:

/bin/bash
/bin/sh
/usr/bin/perl
/usr/bin/python

For example, the script for an extension attribute that collects the host name from Mac OS X computers
looks like this:

#1/bin/sh
echo "<result> hostname 2>&1 </result>"

For Windows computers, scripts can be written in VBScript, Batch file, and PowerShell.

Note: PowerShell scripts only run on computers that have components installed to run the script.

Extension attributes can add time and network traffic to the inventory process depending on the type of
data you choose to collect and how you choose to collect it.

Like other inventory data, extension attributes can be used as criteria for advanced computer searches.

To create an extension attribute manually:
Log in to the JSS with a web browser.

Click the Settings tab.

Click the Inventory Options link.

Click the Inventory Collection Preferences link.
Click the Extension Attributes tab.

Click the Add Extension Attribute link.

.
Py ¢ @ n - & = E i

Software Package Receipts ~ Software Updates  Accounts Printers  Services Extension Attributes Mobile Devices Location

Extension Attributes

Extension Attributes allow you to define custom fields that stere information for a computer.
These fields can be populated manually, from a popup menu or with a script.

Display Nam: Type

No Extension Attributes are defined

Add Extension Attribute...
Add Extension Attribute From Template...
Upload Extension Attribute..

| Cancel | | Save |

Enter a display name for the attribute.

66




10.

11.

12.

(Optional) Enter a description.

This description is displayed when you hover over the Info © icon in the list of extension attributes on
the Extension Attributes pane.

III

Choose “String, Integer/Real” or “Date” from the Data Type pop-up menu.

This is how the field is evaluated when performing advanced computer searches.

Choose whether to populate the information using a text field, pop-up menu, or script.

= |f you choose a text field or pop-up menu, choose the pane on which you want to display the attribute
in the Recon interface.

= |f you choose to run a script, enter or paste the script into the field that appears.

If you chose to populate the information using a pop-up menu, click the Add Value link and enter menu
options for the pop-up menu.

Inventory Collection Preferences

A L (® 8 = ]

Software Package Receipts  Software Updates  Accounts Printers  Services Extension Attributes Mobile Devices  Location

Edit Extension Attribute

Display Name: [Example

Description: ‘

Data Type: | String ijo

Input Type: | Popup

[(Cancel | [ ok ]

Click the OK button, and then click Save.

To create an extension attribute using a template:
Log in to the JSS with a web browser.

Click the Settings tab.

Click the Inventory Options link.

Click the Inventory Collection Preferences link.
Click the Extension Attributes tab.

Click the Add Extension Attribute From Template link.
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7. Click the disclosure triangles to see a list of the templates in each category and click the Add link across
from the template you want to add.

Inventory Collection Preferences.

Extension Attributes

g i

Mobile Devices Location

A v (® a8 - &

Software  Package Receipts  Software Updates  Accounts  Printers  Services

Extension Attribute Templates

Click the link labeled Add next to the Extension Attribute that you would like t add.

» Antivirus
» Backup
» Disk Encryption
» JAMF Software
» Managed Preferences
¥ Networking
Display Name Description
Active Network Interface  This attribute displays the currently active network interface. This attribute applies to both Mac and Windows. Add...

AirPort Power “This attribute displays the AirPort power status. This attribute applies to Mac only. Add...
Current AirPort Network  This attribute displays the network the AirPort is joined to. This attribute applies to Mac only. Add...
DN Servers “This attribute ists all DNS servers set on the active network connection. This attribute applies to both Mac and Windows.  Add...
Host name “This attribute returns the host name of the computar. This attribute applies to both Mac and Windows. Add...
Network Services List “This attribute lists all network services present on a machine. This attribute applies to both Mac and Windows. Add...
Search Domains This attribute ists all search domains set on the active network connection. This attribute applies to both Mac and Windows. | Add...

» Power Management

8. Click Save.

Computers run the script and populate the attribute field each time they submit inventory to the JSS.

To upload an extension attribute to the JSS:
1. Login to the JSS with a web browser.
2. Click the Settings tab.
3. (Click the Inventory Options link.
4. Click the Inventory Collection Preferences link.
5. Click the Extension Attributes tab.

6. Click the Upload Extension Attribute link.

7. Click Choose File and select the extension attribute (.xml) that you want to upload. Then, click Upload
Extension Attribute.

Inventory Collection Preferences

A - (@ an = o]

Software  Package Receipts  Software Updates  Accounts  Printers  Services

L

Mobile Devices  Location

Extension Attributes

Upload Extension Attribute

An extension attribute can be copied from an outside source such as JAMF Nation to your file system, then uploaded to the JSS using the Upload Extension Attribute option.

[ Choose File | no file selected

8. Click Save.

Computers run the script and populate the attribute field each time they submit inventory to the JSS.



Adding Custom Search Paths

By default, Recon searches for software items (application details, fonts, plug-ins, and UNIX executables) in
common locations on Mac OS X and Windows computers. You can define additional locations in which you
want Recon to search by adding one or more search paths.
To add custom search paths:

1. Login to the JSS with a web browser.

2. Click the Settings tab.

3. Click the Inventory Options link.

4. Click the Inventory Collection Preferences link.

5. On the Software pane, click the Manage Search Paths for <item> link below the software item.

A 1] ) n = Lo L) ] A

Software Package Receipts  Software Updates  Accounts Printers  Services  Extension Attributes  Mobile Devices Location

Software Collection Settings

Settings for how software information s collected.

Application Collection

o Include sizes, copyright information, madification dates, bundle IDs and permissions when gathering applications
Manage Search Paths for Applications...
Font Collection

1) Collect Fonts.
Plug-in Collection

() Collect Plug-ins

Unix Executable Collection

1) Collect Unix Executables Warning: This greatly increases the time and size of an inventary report.

Cancel | [ Save

6. Click the Add Search Path for <platform> link that indicates the correct platform.

A - (® 2 ] ] = g 3§

Software Package Receipts  Software Updates Accounts Printers  Services Extension Attributes  Mobile Devices Location

Search Paths for Applications
‘Search Paths determine where applications are located on a hard drive.

Mac 0S X

Search Path
[Applications/ | (Buili-in)
Add Search Path for Mac 05 X...

‘Windows

Search Path
C:\Program Files\ | (Guilt-in
Add Search Path for Windows..

J

Cancel
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Enter the search path you want to add, and then click Add Path.
To add every user’s home directory to the search path, enter a tilde (~) at the beginning of the search path.
To add all users on the computer to the search path, enter §USERNAME in the search path.

Inventory Collection Preferences
e
A o @) n ] o = ] 5§
Software Package Receipts Software Updates Accounts Printers Services Extension Attributes Mobile Devices Location
Add Custom Search Path
‘Specify the Path to create a Custom Search Path for locating applications on Mac OS X.
| Cancel | | Add Path |

Click Save.

Inventory Display Preferences

Inventory Display preferences allow you to modify how inventory data is displayed throughout the JSS.

This section explains how to:
= Add or remove attribute fields from the default inventory search results (Standard Webpage report)
= Create custom field labels

= Group extension attributes on the Computer Details page and the Criteria pane for advanced
inventory searches

= Display app icons on the Mobile Device Details page

To change the attribute fields displayed in inventory search results:
Log in to the JSS with a web browser.

Click the Settings tab.

Click the Inventory Options link.

Click the Inventory Display Preferences link.

Click the tabs to locate the attribute fields you want to display or remove.
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Select the Default checkbox to display the attribute or deselect it to remove the attribute.

Inventory Display Preferences

Computer

= 2 -] = L] E ©

Hardware Location Purchasing Extension Attributes Peripherals Mobile Devices Mobile Device Apps

Computer Information

Clicking the checkbox in the column labeled Default will make the corresponding field visible when searching computers,
If you would like to change the label of  field, enter the new label next to the corresponding field in the Custom Label column.

Default Custom Label Original Label
@ [infotimk Info Link
O [s5Computerd 155 Computer ID
O (Asetas Asset Tag
O [patorm Platform
& [ComputerName | Computer Name
O [srcode | Bar Code
O [lastComactTime | Last Contact Time
O [lastReporeDate | Last Report Date
™ (wanaged | Managed
() [jamfBinary Version | jamf Binary Version
O [PAddress | 1P Address
&  [Operating System | Operating System

Click Save.

To change the name of an attribute field:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the Inventory Options link.

Click the Inventory Display Preferences link.

Click the tabs to locate the attribute field you want renamed.

Enter a new name in the Custom Label field next to it.

If you are renaming an extension attribute, enter a new name in the Display Name field.

Inventory Display Preferences

Computer

= n o = - ] e

Hardware Location Purchasing Extension Attributes Peripherals Mobile Devices Mobile Device Apps.

Computer Information

Clicking the checkbox in the column labeled Default will make the corresponding field visible when searching computers.
IF you would like to change the label of a field, enter the new label next to the correspanding field in the Custom Label column.

Default Custom Label Original Label
& nfolink Info Link
O [ssComputerid 155 Computer ID
O [AssetTag Asset Tag

Click Save.

To group extension attributes:

Log in to the JSS with a web browser.
Click the Settings tab.

Click the Inventory Options link.

Click the Inventory Display Preferences link.
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6.

Click the Extension Attributes tab and use the Display in Section pop-up menus to choose a category in
which to display the attribute.

This determines where the attributes are displayed on the Computer Details page and the Criteria pane
when you are configuring advanced inventory searches.

Inventory Display Preferences

] L n -1

Computer ~ Hardware  Location  Purchasing

Extension Attributes

L] E ©

Peripherals Mobile Devices Mobile Device Apps

Extension Attributes

Clicking the checkbox in the column labeled Default will make the corresponding field visible when searching computers.
You can update the Display Name of an Extensicn Attribute in the column labeled Display Name. If you would like an Extension Atribute
when se n.

to be displayed in a specific section when searching and viewing computers, choose that section from the Display in Section column.

Default Display Name Display in Section
O we Extension Attributes Information |+

(@) (o)

Click Save.

To display app icons in the JSS:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the Inventory Options link.

Click the Inventory Display Preferences link.

Click the Mobile Device Apps tab and select the Display icons for mobile device applications checkbox.
This displays the icons in the Installed Applications section on the Mobile Device Details page.

Inventory Display Preferences

0 = n - = - E ©)]

Computer ~ Hardware  Location  Purchasing  Extension Attributes  Peripherals  Mobile Devices Mobile Device Apps

Mobile Device Application Information

Click the checkbox below if you would like the JSS to display the icons of mobile device applications

# Display icons for mobile device applications

Click Save.
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7.

Configuring the User-Initiated Acquisition
Process

User-initiated acquisition allows users to acquire their computers using a QuickAdd package. For more
information on user-initiated acquisition, see the “Providing an Acquisition URL"and “Sending OTA
Invitations” sections in “Acquiring Mac OS X Computers”,

Use the Acquisition Process pane in Computer Management Framework settings to enable or disable user-
initiated acquisition. When user-initiated acquisition is enabled, you can use this pane to customize the
text that is displayed to users on the Login page for user-initiated acquisition.

To set up or modify User-Initiated Acquisition preferences:
Log in to the JSS in a web browser.

Click the Settings tab.

Click the Computer Framework Settings link.

Click the Acquisition Process tab.

Customize text for the Login page as needed.

%

Acquisition Process

User-Initiated Acquisition Process

User-initiated acquisition allows end users te acquire their computers by navigating to https://10.1.20.130:8443/ /enroll.
The settings below will determine the behavior of the QuickAdd Package your end users will download and install.

o Enable User-Initiated Acquisition

Login page title: [0 Enroliment

Login page description: complete this pracess for secure access to our
network.

Sign QuickAdd package: ||

| Cancel | | Save |

To sign the QuickAdd package, select the Sign QuickAdd package checkbox and upload an installer
certificate (.p12) obtained from Apple’s Developer Certificate Utility.

Signing the QuickAdd package ensures that it appears as verified to users. It also allows users to install
the QuickAdd package on computers that have Apple’s Gatekeeper feature set to only allow applications
downloaded from the Mac App Store and identified developers.

To obtain an installer certificate from Apple’s Developer Certificate Utility, you must be a registered Apple
Developer in the Mac Developer Program. To enroll in the Mac Developer Program, visit the following
website:

https://developer.apple.com/programs/mac/

Click Save.
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9.

Managing Peripheral Types

You can track an unlimited number peripherals as part of your inventory. Purchasing and location
information are included for each peripheral by default.

This section explains how to add, edit, and delete a peripheral type in the JAMF Software Server (JSS).

To add a peripheral type:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the Inventory Options link.

Click the Peripheral Types link.

Click the Create Peripheral Type button in the toolbar.

Enter a name for the peripheral type, such as“Scanner” or “Printer”.

In the Field 1-7 Label fields, enter the name of the attribute that you want to track, such as “Make’,
“Model’, “Serial Number’, or “Connection Type"

If you entered an attribute that has a finite number of choices, such as “Connection Type”:

a. Select the Menu option.

b. Use the Choices pop-up menu to specify the number of menu options you want to include in the
menu. For instance, if your connection possibilities are USB, FireWire, and Parallel, and SCSI select “4”
from the Choices pop-up menu.

Add New Peripheral Type

Peripheral Type: Scanner

Field 1 Label: Make Text @ Menu () Choices | 1 B‘
Field 2 Label: Model Text @ Menu () Choices | 1 B‘
Field 3 Label: Asset Tag Text @ Menu () Choices | 1 B‘

Field 4 Label: Serial Number Text @ Menu () Choices | 1 B‘
Field 5 Label: Connection Type Text ) Menu @ Choices

Field 6 Label: Text @ Menu () Choices | 1 B‘
Field 7 Label: Text @ Menu () Choices | 1 B‘

Click the Next button.
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11.

If you chose to display an attribute field as a menu, enter the menu options in the fields provided.

Add New Peripheral Type

Peripheral Type: Scanner
Make: Text Field
Model: Text Field
Asset Tag: Text Field
Serial Number: Text Field
Connection Type: "5

Firewire

Parallel

Click the Finish button.

To edit a peripheral type:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the Inventory Options link.

Click the Peripheral Types link.

Click the Edit Peripheral Type link across from the peripheral you want to edit.

If you want to change the order in which the fields are listed, use the Reorder pop-up menus to do so, and
then click the Change Order button.

Make the necessary changes and click the Confirm Changes button.

Verify the changes and click the Save Changes button.

To delete a peripheral type:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the Inventory Options link.

Click the Peripheral Types link.

Click the Delete Peripheral Type link across from the peripheral you want to delete.

Click Delete to confirm.
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Inventory

Acquiring Mac OS X Computers

Acquisition is the process of adding computers to the JSS as part of your inventory. There are several ways
to acquire Mac OS X computers:

= Provide an acquisition URL.

= Send an OTA invitation.

= Use a QuickAdd package created with Recon.
= Scan the network.

= Run Recon remotely.

= Run Recon locally.

= Manually add computers to the JSS.

Providing an Acquisition URL

You can allow users to acquire their own computers by providing them with an acquisition URL. The
Acquisition URL is the full URL for the JSS followed by /enroll/. For example:

https://jss.mycompany.com/8443/enroll/

Users go to the URL, log in with an LDAP directory account or JSS user account, and then follow the
onscreen instructions to download and install a QuickAdd package that acquires their computer.

If location information collection is enabled in the JSS and users log in with an LDAP directory account,
location information for the computer is collected during enrollment.

Providing an acquisition URL requires:

= An LDAP server connection set up in the JSS or a JSS user account with privileges to enroll Mac OS X
computers (See “Integrating with LDAP Servers” or “Managing JSS User Accounts” for instructions on
how to set up one of these requirements.)

= User-initiated computer acquisition enabled in the JSS (See “Configuring the User-Initiated Acquisition
Process” for more information.)
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In addition, if the QuickAdd package is signed, client computers must have Apple's Developer ID
Certification Authority intermediate certificate in the system keychain in Keychain Access. For instructions
on how to obtain this certificate and import it to the system keychain on client computers, see the
following Knowledge Base article:

https://jamfnation.jamfsoftware.com/article.html?id=294

To view the status of URL acquisitions:
Log in to the JSS with a web browser.
Click the Management tab.

Click the Computer Acquisition link, and then click the Acquisition by URL tab.

Send OTA Invitations

£ OTA Invitations Acquisition by URL

Acquisition by URL
End users can acquire their devices by navigating to:

https://phineas.jamfsw.corp:8443 fenroll/

Last Action Status User
2012-04-27 13:25:13 QuickAdd Downloaded admin

Sending OTA Invitations

You can allow users to acquire their own computers by sending them an OTA invitation via email. Users
click the URL in the invitation and follow the onscreen instructions to download and install a QuickAdd
package that acquires their computers.

Acquiring computers by sending an OTA invitation requires:
= An SMTP server set up in the JSS (See “Enabling Email Notifications” for detailed instructions.)
= A JSS user account with privileges to enroll Mac OS X computers

= User-initiated computer enrollment enabled in the JSS (See “Configuring the User-Initiated Acquisition
Process” for more information.)

To acquire computers by sending an OTA invitation:
Log in to the JSS with a web browser.

Click the Management tab.

Click the Computer Acquisition link.

Click the Send OTA Invitations button.
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5. Enter the email addresses that you want to send the invitation to, and then click Continue.
Each entry must be separated with a line break or comma.

Computer Acquisition Invitation Assistant

Recipients Message Security Complete

Enter Email Addresses

The J55 will send the invitation via email.

6. Customize the invitation message as needed, and then click Continue.

Computer Acquisition Invitation Assistant

Recipients Message Security Complete

Enter Invitation Message

Enter the subject and content of the invitation that will be sent via email.
The %@ will be automatically replaced with the URL in the message.

Sender's name: S5 {optional)
Reply-To: (optional}

Subject: | Your Computer Acquisition Invitation

Please follow the link below on your Computer. Acquiring your Computer gives
you better access to our network and ensures the security of your data.

Message: %@

Thank you,
Your IT Department

7. Specify an expiration date for the invitation.

Computer Acquisition Invitation Assistant

Recipients Message Security Complete

Invitation Security Options

Choose the security options for the acquisition invitations.

ExpiresOn: (6 = |/ (3 :|/[2002 s]at[10 ¢|: 00 2| [AM 2]

™ Allow multiple uses of invitations

8. If you want to allow multiple uses of the invitation, leave Allow multiple uses of invitations selected, and
then click Continue.
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Verify that the information on the Complete pane is correct, and then click Send.

Computer Acquisition Invitation Assistant

Complete
L
Complete!
You can verify the details of the invitation below. To send the invitations, click the Send button.
To | useremail@mycompany.com
P
From: )5S
Subject: Your Computer Acquisition Invitation
Please follow the link below on your Computer. Acquiring your Computer gives
you better access to our network and ensures the security of your data.
Message: %@
Thank you,
Your IT Department
P
Back. [ cancel | [ send |

To view the status of OTA acquisitions:
Log in to the JSS with a web browser.
Click the Management tab.

Click the Mobile Device Acquisition link, and then click the OTA Invitations tab.

‘Computer Acquisition Invitations

Send OTA Invitations

) OTA Invitations & Acquisition by URL

Over-the-Air Invitations

You can send acquisition invitations 1o end users by email by clicking the Send OTA Invitations button in the toolbar.

Sent o Last Action Status
© useremail@mycompany.com 2012-04-27 13:22:28 Multiple Uses Revoke...

Using QuickAdd Packages Created with Recon

Recon allows you to create QuickAdd packages that you can install on computers to acquire them. You can
deploy QuickAdd packages using a remote deployment tool, such as Apple Remote Desktop, or you can

give them to users to install.

You can also sign the QuickAdd package with an installer certificate (.p12) obtained from Apple’s
Developer Certificate Utility. Signing the QuickAdd package ensures that it appears as verified to users. It
also allows users to install the QuickAdd package on computers that have Apple’s Gatekeeper feature set
to only allow applications downloaded from the Mac App Store and identified developers.

To sign a QuickAdd package, Recon must be running on OS X v10.7 or later.



To obtain an installer certificate from Apple’s Developer Certificate Utility, you must be a registered Apple
Developer in the Mac Developer Program. To enroll in the Mac Developer Program, visit the following
website:

https://developer.apple.com/programs/mac/

To install a signed QuickAdd package, the system keychain in Keychain Access must contain Apple’s
Developer ID Certification Authority intermediate certificate. For instructions on how to obtain this

certificate and import it to the system keychain on client computers, see the following Knowledge Base
article:

https://jamfnation.jamfsoftware.com/article.htmI?id=294

To acquire computers using a QuickAdd package created with Recon:
Open Recon.

Authenticate to the JSS and click Connect.

Select QuickAdd Package in the sidebar.

To change the account that the QuickAdd package uses to authenticate to the JSS, click the Change
button. Enter credentials for the account, and then click Connect.

806 Riecan fur My Curmpany - Quick Add Package
Bl Lrea Ievenn o
@ Hamate Invamory ¥ QuickAdd Package
= Quitngd Pachaga
(& Metwork Scaner
Authenticate T J55 as® 20— Change... |

_|Signwith: | com.apple.ublgulty.peer-uuld. 3CBD2F3F-4C25-...

[+ | [ Create...

If you want to sign the QuickAdd package, select the Sign with checkbox and choose an installer
certificate from the pop-up menu.

Installer certificates that are located in the login keychain in Keychain Access are displayed in the pop-up
menu.

Note: The pop-up menu also displays application certificates that are located in the login keychain in

Keychain Access. It is important that you use an installer certificate, not an application certificate, to sign
QuickAdd packages.

Click the Create button.

Save the package to the desired location.
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Deploy the package using a remote deployment tool or give the package to end users to install.

When users install the QuickAdd package, the computers are added to the JSS.

Scanning the Network

The network scanner in Recon allows you to acquire computers that have SSH (remote login) enabled.
This requires you to specify a range of IP addresses and one or more administrator accounts that have SSH
access to the computers. Recon then scans the specified IP range and acquires any computers that it can
connect to over SSH.

To acquire computers by scanning the network:
Open Recon.

Authenticate to the JSS and click Connect.

Select Network Scanner in the sidebar.

Click the Add (+) button below the IP Ranges list.

Specify the IP ranges you want to scan by entering the beginning and ending IP address. Then, use the
pop-up menus to set default locations and servers for the computers, and click OK.

IP Range

Starting IP Address: ‘

Ending IP Address:

Defaults for Computers Found in this IP Range
Department: | None ™

Building: | None =

File Server: | None 2
Software Update Server: | None =

NetBoot Server: | None ™

| Cancel | OK

Specify one or more administrator accounts that have SSH access to the computers by clicking the Add (+)
button below the Possible SSH Accounts list.

If more than one administrator account exists on the network, enter credentials for each account. Recon
tries each set of credentials until it finds a valid account for the computer.
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If you want to ignore computers that are already in the JSS, select the Do not scan IPs of computers
already in the JSS checkbox.

8006 Rucin for My Company - Mebwurk Scanner
B Lol Ivertary

@ ermotz Invertory @ Network Scanner

o Quickadd Packzqe

o Nutwrk Sear e

1P Ranges Pressible S5H Accounts
[Starting 17 Ending P Jsercrarme
10101223 101014 255 admin =~ e=sssses

= | - MWetwork segments T Zl -

& Lo nzt szat W of computers a rzazy n the B

Hesean [P fanges: | Lot Rascen

+ Scan

To continuously scan the network for new computers, use the Rescan IP Ranges pop-up menu to specify
how often Recon should rescan.

Click Save As to save the settings.
This creates a .recon file that can be opened with Recon.

Click the Scan button.

Once you complete these steps, Recon attempts to connect and authenticate to each IP address that has
SSH enabled. The results of the scan are displayed on the Inventoried, Not Found, and Problems panes.

Running Recon Remotely

If you know the DNS name or IP address for the computer that you want to acquire and SSH (remote login)
is enabled on the computer, you can use Recon to acquire it remotely. This allows you to enter detailed
information for the computer before you acquire it.

To acquire a computer by running Recon remotely:
Open Recon.
Authenticate to the JSS and click Connect.

Select Remote Inventory in the sidebar.
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Enter the IP address of the computer you want to add.

ann Recon for My Company — Remote Computer Inventry
[ rr———"

e UuceAnd Mackage
54 Hewwork Scanner

Enter infaormation about the remate camputer that
you would like 1o add to the |55,

| s

X 4 IP Address: I I

Username: | |

Password: | |

[«]=] | Connect

Enter credentials for an administrator account that has SSH access to the computer, and click the Connect
button.

(Optional) Select Location, Purchasing, Extension Attributes, and/or Peripherals in the categories list and
enter information as needed.

ana Recon for My C my - Remote C Inventory
B Lowel wertory + Compurer

3 [ RETE R IR @ Computer
‘o ULikAdd Packege

Location
&) Memwork Scarner

Computer Name: | MyCompanyiinne

k4 Purchasing |
= Asset Tag: | |
! Extension Auributes gar Code 1: | |
Peripherals Bar Code 2 | |

H U Pzncher s

Username: | addmin |

PISSWOTD: |euensese |

Verify Password: | ELLL TR |
Account: 9 Raazy o submi

SSH: ) SSH [Aemate |azind (s nitning.

Click the Submit button.

When Recon finishes acquiring the computer, the JSS ID for the computer is displayed at the top of the
pane.

Running Recon Locally

Running Recon locally allows you to collect detailed location information for a specific computer, but it
requires your time at the workstation.
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To acquire a computer by running Recon locally:

Copy Recon to the local drive.

Note: Recon is a self-contained application on every platform and does not require an installer.

Open Recon.
If prompted, enter the DNS name or IP address for the JSS.

Select Local Inventory in the sidebar.
The computer name appears by default.

Enter the asset tag in the field provided and/or utilize a barcode scanner to enter a bar code.

ana Recon for My Company - Local C Inventory

= + Compurer

9 Reraate Invertary 1wz © Computer
& ULickadd Packege Lacation

&N MEmaork Scarner

@) rurcms Computer Name: | MyCompanyfiine
rchasing

Extenslon Arrributes
! Her Code 10 |

|
Asset Tag: | I
|
|

H :e;:!:[l:lf Bar Code Z: |
Username: | |
Password: | |
Verily Passward | |

Account: ) Mo accounc for ramote mranagement.

SSH: 8 SSH Rermate | ogind (s nitning.

(Optional) Select Location in the categories list and enter location information for the computer.

If an LDAP connection is set up in the JSS, click the Search & icon to populate information from the LDAP

server.

a0a Recon for My Company - Local Ce Inventery
- : Computer

% Feriats Invertary 1L L Lacatian

‘o ULickAdd Fackege

&N MEmeork Scarner =
(3 | Purchasing username: | |
L= Real Name: | |
! Extenslon Arrributes Email Address: | I
Paripherals Phone: | |
B eencnen
Position: | |
|

Department:  Chuuse... ;

Building: Chrnse... B

Room: | |
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(Optional) Select Purchasing in the categories list and enter purchasing information for the computer.

If a GSX connection is set up in the JSS, click the Search & icon to populate information from Apple’s
Global Service Exchange (GSX).

ana — Recon for My Company - Lacal Computer Inventory

Lol laarid Lomputer

O Rernole Inven tary MmNy ¥ Purchasing (]
W Muickadd Packege

Location
2N Mzbwork scarner

(=) Purchased ) Leased
Purchasing
—

! Extension Attributes Vendar |

J
|
= paripherais Agolecar ID: | :
|
|

0% Appletare I1: |

Purchase Price: |

Acenunt: |
PO Darte:

Warramty Exp:

Maintenance Expires: ; £

Life Expuctancy: |

Contact:

(Optional) Select Extension Attributes in the categories list and enter information as needed.

(Optional) Select Peripherals in the categories list. Click the Add (+) button to enter information for a new
peripheral, and then click OK when you are done.

S T T— sersltumber [ ]
Make [ | AssetTag | |

Size [12° %]
BarCodel:| | BarCode2:| |

[+ ] Show Purchasing Information

Click the Submit button.
..E.Q_.{L__

- Recon for My Company - Lueal Somputer liveniory
Compr

% Hernot: Invertory 10.1.20.217 ™ Peripherals
- Quickhdd Packzqe Lucalion
() Netwurk Scanies L
) Tvpz PO Irfo
(@ | Purchasing Monitar ¥y No

—
g Extension Sibributes
™ puriphurals
mm 1 Parichen

l +| = . Submit J

When Recon finishes acquiring the computer, the JSS ID for the computer is displayed at the top of the
pane.
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Manually Adding Computers to the JSS

You can acquire a computer manually by entering information about the computer into the JSS.

To add a computer manually:

Log in to the JSS with a web browser.
Click the Inventory tab.

Click the Add Computer Manually link.

Enter the name of the computer.

Create New Computer Record

Computer Name:
MAC Address:
2nd MAC Address:

Operating System Name:
Operating System Version:
Serial Number:

Make:

Model:

Enter one or more MAC addresses for the computer.

(Optional) Enter the name and version of the operating system of the computer.

Create New Computer Record

C Name: C 0005

MAC Address: |00:25:4b:gg:al0

2nd MAC Address:

Operating System Name: :

Operating System Version:

Serial Number: |
Make: |
Model: |

(Optional) Enter the serial number, make, and model of the computer.
Click the Save button.

Use the Details report pane to enter additional information as needed. (See “Viewing Computer Details”
for more information.)
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Acquiring Windows Computers

Acquisition is the process of adding computers to the JSS. There are three ways to acquire Windows
computers as part of your inventory:

= Use a QuickAdd package.
= Run Recon locally.

= Manually add computers to the JSS.

Using QuickAdd Packages

Recon.exe allows you to create QuickAdd packages (.mist) that you can install on Windows computers to
acquire them. You can deploy QuickAdd packages using a remote deployment tool, such as Apple Remote
Desktop, or you can give them to users to install.

To acquire computers using a QuickAdd package:

Open Recon.exe.
If prompted, enter the DNS name or IP address for the JSS.

Authenticate to the JSS and click OK.
Click the QuickAdd Package button.

To change the account that the QuickAdd package uses to authenticate to the JSS, click the Change
button. Enter credentials for the account, and then click OK.

[ Create Quickadd Package | _ (O] =)
Autherticate to J5S As: |admin

Schedule ongoing inventory updates...

Create. ..

If you want to create an inventory schedule, click the Schedule ongoing inventory updates link. Configure
the schedule and click Save.

Click the Create button.
Save the package to the desired location.

Deploy the package using a remote deployment tool or give the package to users to install.

When users install the QuickAdd package, the computers are added to inventory.
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Running Recon Locally

Running Recon locally allows you to collect detailed location information for a specific computer, but it

requires your time at the workstation.

To acquire a computer by running Recon locally:

Copy Recon.exe to the local drive.

Note: Recon.exe is a self-contained application and does not require an installer.

Open Recon.exe.
If prompted, enter the DNS name or IP address for the JSS.
When Recon.exe opens, the computer name appears by default.

Enter the asset tag in the field provided and/or utilize a barcode scanner to enter a bar code.

B Recon for JAMF Software - Local Computer Inventory [T}
Fle Edt Window Help

2

QuickAdd Package

Computer Information | Location I Purchasing Information | Extension Attributes I Peripherals I

AssetTaa|
BarCodel| BarCode2|

Computer Name |-CMPANT-MTILCOL

Usemame Accourt:
Password

SSH:
Verify Password

Submit

(Optional) Click the Location tab and enter location information for the computer.

If an LDAP connection is set up in the JSS, click the Check Name button to populate information from the

LDAP server.

.Recon for JAMF Software - Local Computer Inventory [_ ]
File Edit Window Help

QuickAdd Package

Computer Information  Location | Purchasing Information I Extension Aftributes I Peripherals |

Ueomame| Phonc[
Reahame T
Email Address Buldna| <]
I Room[
Clear Check Name I

Submit
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(Optional) Click the Purchasing Information tab and enter purchasing information for the computer.

Bl Recon for JAMF Software - Local Computer Inventory
Fle Edt Window Help
]

I35

QuickAdd Package

Computer Infomtion | Location  Purchasing Information | Extension Attrbutes | Perpherais |

(Optional) Click the Extension Attributes tab and enter information as needed.

(Optional) Click the Peripherals tab. Click the Add (+) button to enter information for a new peripheral,
and then click OK.

[ 7 peripherol [[51<]

QuickAdd Package

" Computer Information | Location | Purchasing Information | Extension Atirbutes Peripheris |

When Recon.exe finishes acquiring the computer, the JSS ID for the computer is displayed at the top of the
pane.
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Acquiring Computers Manually

You can acquire a computer manually by entering information about the computer into the JSS.

To add a computer manually:

Log in to the JSS with a web browser.
Click the Inventory tab.

Click the Add Computer Manually link.

Enter the name of the computer.

Create New Computer Record

Computer Name: |
MAC Address:
2nd MAC Address: |

Operating System Name: |

Operating System Version: |
Serial Number:

Make: |

Model: |

Enter one or more MAC addresses for the computer.

(Optional) Enter the name and version of the operating system of the computer.

Create New Computer Record

Ci Name: G 0005

MAC Address: |00:25:4b:geral

2nd MAC Address: |

Operating System Name: :

Operating System Version: |

Serial Number:
Make: |

Model: |

(Optional) Enter the serial number, make, and model of the computer.
Click the Save button.

Use the Details report pane to enter additional information as needed. (See the “Viewing Computer
Details” section for more information.)
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9.

Acquiring Mobile Devices

You can acquire mobile devices by syncing them with the iTunes library on a Mac OS X or Windows
computer. This allows Recon to collect information about the device from the iTunes library and send it
back to the JAMF Software Server (JSS) each time the computer submits an inventory report.

Recon collects the following information from the iTunes library:
= General information
= Location information

= Purchasing information

= Apps
= App purchasing information (Optional)

To ensure that the JSS reflects updated inventory for the device, make sure the device is synced regularly.

This section explains how to acquire synced devices.

To acquire mobile devices:

Log in to the JSS using a web browser.

Click the Settings tab.

Click the Inventory Options link.

Click the Inventory Collection Preferences link.
Click the Mobile Devices tab.

Select the Gather mobile devices checkbox.

To only collect devices that already exist in the JSS (from previous inventory reports), select the Only
include mobile devices already in the JSS checkbox.

o
A v (®) n = %‘ﬂ‘ H l

Software Package Receipts Software Updates Accounts Printers Services Extension Attributes Mobile Devices

Mobile Device Collection Settings
Settings for how mobile devices are collected.
™ Gather mobile devices

[ Only include mobile devices already in the JSS
[C) Gather mobile device application purchasing information

To track purchasing information for apps from the App Store, select the Gather mobile device application
purchasing information checkbox.

Click Save.
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Searching Computers

Once you acquire computers, they can be viewed for inventory or reporting purposes. Since the JAMF
Software Server (JSS) is web-based, you can view your inventory from virtually any web browser on any
platform.

This section explains how to:
= Perform simple and advanced computer searches
= View computer search results

= View computer details

Performing Simple Computer Searches

A simple computer search functions like a search engine, allowing you to locate a general range of results
quickly and easily.

Simple searches can be performed based on the following attributes of a computer:

= Computer name = Real name

= MAC address = Email address
= Barcode = Phone number
= |Paddress = Position

= Assettag = Department

= Serial number = Building

= Username = Room

Note: Performing an empty search (with no criteria in the search field) returns all computers in your
database.

To perform a simple computer search:
Log in to the JSS with a web browser.

Click the Inventory tab.
The Computers link above the search field is selected by default.

‘Computer Inventory

Computers Peripherals Licensing Applications Fonts Plug-ins Mobile Devices Mobile Device Apps

Advanced Search
! Inventory Optians

ol
Search Computers Add Computer Manually

Enter one or more search terms into the search field.

Click the Search Computers button, or type the Enter key.
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Performing Advanced Computer Searches

When used to search for computers and create reports, advanced searches offer a variety of powerful
options. The advanced computer search interface consists of three panes: General, Criteria, and Display
Fields.

A detailed description of the information on each pane follows:

General Pane
Advanced Computer Search

0 Q) Lo

General Criteria Display Fields
Sawve this Report: [
View As: | Standard Web Page )-ﬂ
Sort Results By: | Pl Chi H
Then By: [ 77777777 Please Choose-------—— )-H
Then By: | Please Choose 3]

This pane allows you to choose a reporting format and save the report so you can access it in the future. If
you choose to save a report, you can perform the same search at a later date.

Saved computer searches can be accessed on the Computer Inventory pane. You can edit or delete a saved

computer search by clicking the disclosure triangle next to the search and then clicking the Edit or Delete
link.
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Criteria Pane

Advanced Computer Search

Genoeral Cri:?'Ia Displ?Fields
Field Search Type Criteria —
Computer Information +
Location Information +
Hardware Information +
Storage Information +
05 Configuration Information +
Software Information +
Purchasing Information +
Receipts Information +
Extension Attributes Information +

This pane allows you to specify the attributes on which to base your search. These options are broken
down into the following categories:

= Computer Information

= Location Information

= Hardware Information

= Storage Information

= OS Configuration Information
= Software Information

= Purchasing Information

= Receipts Information

= Extension Attributes Information (This category is only displayed if extension attributes are configured
in your Inventory Collection preferences.)
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Display Fields Pane

Advanced Computer Search

7] @ Lo
Leneral Lriteriz [i=play -ields
@ Infes 1 ink 1 Jsh Uneputer 11 ] AssAt lag O Matfiarm
# Computer Mame T Bar Codde ™ Last Cuomact Time [7] Last Report Dale
@ Managed & jamF b onary Version [ 1° Address
@ Username & ies Meme # bmeil Address [ Repa-tment
# Bui ding 1 Rwom 7] Phons 7] Pusition

) Liwe LIVAK [ onkups

) Make g Mar sl [ WAL Address ) KIC Spead

7] Qptical Driva T Boul RCM [ Bur Speed ™ Serial Mumber

[ Pracesswar Spesd 1 Mumher of Pracessars [ Processarn Type O Pracessar Archiresture

7] Toral 3AM T Awalable RAM Slos 7] SMC Wersion [ Battery Capatity

7] Hard Cr v Size 1 SMART Status 7] Bowl Crwe Full

™ Cperating System 1 Survice Fack 71 Ative Drrectory Status [] Master Password St

) FiAVALT Status, oo

O Purthased; ersed 1 A1 Numhber [ Ml Date O vencnr

[ Waranty Exoiras T Luase Expires [ AppheCare 1D ] Purchase Price

] Life Fxpectancy | Puremasing Acerunt [ Purenasieg Lantact

[ Arhue hetwirk Interface | Cnmpiters Seen ] 1148 servers [ I Leeni-1 e atiesn
Carel | [ Search |

This pane allows you to choose the attributes displayed in your search results when you view your search
in one of the following reporting formats:

= Standard Webpage

= CSV
= Tab
= XML

You can change the default selections by changing your Inventory Display preferences. For more
information on changing Inventory Display preferences, see the “Inventory Display Preferences” section.

To perform an advanced computer search:
Log in to the JSS with a web browser.

Click the Inventory tab.
The Computers link is selected by default.

Click the Advanced Search link.
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10.

If you want to save your search, enter a name for the report and select Save this Report.

Advanced Computer Search

General

@ -

Criteria Display Fields

Report Name: My Computer Search
Save this Report: M

View As: | Standard Web Page

Sort Results By [ —=———=—= Please ChoDs@-———----~- i3]
Then By: | Please Ch i+
RUTLN: Vo — Please Choose--------- i3]

B

Using the View As pop-up menu, choose the format in which you want to view the report.

If you want the results to be sorted, choose how you want them sorted using the Sort Results By pop-up

menus.

Click the Criteria tab, and narrow your search by clicking the Add (+) button next to each search type that
corresponds to the information that you want to use.

A list of searchable items is displayed.

Click the items that you want to use in your search, and further specify the search criteria using the fields

provided.

If you are viewing the report in a supported format, click the Display Fields pane and select the checkbox
next to each attribute that you want displayed in your search results.

Click the Search button.

96



Viewing Computer Search Results

By default, computer search results are displayed in Standard Webpage format. You can view the search
results in any of the following alternate formats:

= Standard Webpage = Application Difference Report (PDF)

= Computer Details (PDF) = Application Distribution Report (PDF)
= Computer Details Multipage (PDF) = OS Distribution Report (PDF)

= Computer Overview (PDF) = System Security Report (PDF)

= Network Overview (PDF) = CSV

= Hardware Change Report (PDF) = Tab

= Software Change Report (PDF) = XML

For simple computer searches, choose one of these options from the View Results As pop-up menu at the
bottom of the results list. For advanced computer searches, choose one of these options from the View As
pop-up menu on the General pane of the advanced search interface.

Note: The attributes displayed in simple computer search results are determined by your Inventory
Display preferences. See the “Managing Inventory Attributes” section for more information. The
attributes displayed in advanced computer search results are determined by the settings on the
Display Fields pane of the advanced search interface. For more information, see “Performing Advanced
Computer Searches”.

Computer Details (PDF)

The Computer Details report displays an overview of each search result, one record per page. The
Overview section contains information pertaining to physical location, hardware, and storage. The pie
chart on the right side shows the percentage of the boot volume that is full. Matches for any licensed
software are displayed in the licensed software section.

The rest of the report shows a list of non-suppressed applications. Since each computer record is limited to
one page, the number of applications that are not displayed is noted at the bottom of the page.

Computer Details Report Generated for My Company ;é!‘c o !p e r
BART 02/25/2007 at 2:27 PM
Overview
Asset Tag 125883
Make/Model Apple 13-inch MacBook
Serial Number AHAIBZHGVMN
0s Mac OS5 X 1048
Boot Drive [62%5 Full]

Processor Speed 2 GHz x2 .
Tatal RAM: 1GB

Optical Drive MATSHITA DVD-R  UJ-857
Netwark 00.17 £2 2c.1b.1c [10/100/1000]
Licensed Software

Microsoft Office 2004

Applicati

Acquisition.app 1327

AirPort Disk Utility app 10

AirPort Utility.app 50

P PR A a9
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Computer Details Multipage (PDF)

This report contains the same information as the Computer Details report, but it includes a complete list of
applications as well.

Computer Overview (PDF)

The Computer Overview report provides a simple report that details a limited number of attributes. This
report displays the following fields are displayed for each computer:

Computer Name

Operating System

User Information (including real name, username, and email address)

Computer Model

Computer Serial Number

Processor Information

RAM

Hard Drive Size

Computer

JAME-196
JAME212
JAMF-258
JAMF-522
JAMF-1864
JAMF-524
JAME-254
JAMF-526
JAMF246
JAMF-245
JAME-240
JAMF233

JAMF 2182

JAMF-456
JAMEF-248

JAMF244

Computer Overview Report Generated for My Company

0s
Mac OS X 10.39

Mac 08 X 10.4.5
Mac 0S X 10.3.5
Mac OS X 10.4.5
Mac0SX 1043
Mac0SX 1039
Mac 08 X 10.4.7
Mac 08 X 10.4.7

Mac 0S X 10.4.5

Mac 0S X 10.3.5
Mac 08 X 10.39
Mac 08 X 10.2.8

Mac 0S X 1046

Mac 08 X 1046
Mac 08 X 10.3.4

Mac 0S X 10.3.5

Ahmad Jamal (ajamal) -
ajamal @ jamfsoftware com
Andre Previn (aprevia) -
aprevin®@ jamfsoftware com
Astonio Jobim (ajobim} -
ajobim@ jamfsoftware.com
Art Blakey (ablakey) -
sblskey jamfsoftware com
Art Pepper (apepper) -
apepper@jamisoftwarc.com
Art Taylor (ataylor) -
ataylor@;j com
Bill Evans (bevans) -
bevans @ jamfsoftware com
Billy Martin (bmartin) -
bmartin jamfsoftware.com
Billy Strayhorn (bstrayhorn) -
bstrayhom@ jamfsoftware.co
m

Billy Taylor (btaylor) -
blaylor® jamésoftware.com.
Blossom Dearic (bdcaric) -
bdearic @jemfsoftware.com
Brad Mchldau (bmehldeu) -

bmehldau®jamfsoftware.com

Canzonball Adderley
(cadderley) -
cadderley @jamfsoftware.com
Carl Allen (callen) -
callen@jamfsoftware.com
Cedar Walton (cwalton) -
ewalton@jamisofiware.com
Charlic Haden (chaden) -
chaden®@ jamfsoftware.com

Model
Power Mac G4 (QuickSilver)

iMac (Flat Panel)
iMac (Flat Pancl)
iMac Tntel
M GS
PowerBaok G4 (15-inch
1.5/1.33 GHz)
iMac (Flat Pancl)
MacBaok Pro

iMac (Flat Pancl)

Power Mac G4 (QuickSilver)
1T-inch iMac (Flat Panel)
iMac (version =2.1)
MacBook Pro
Mac misi
eMac

iMac (Flat Pancl)

Serial
XB240014MRN

QTHGZPBNIU
WRIDEZEBN3U
QP6O612312S
WBA4634XPNY
WEB4340AFQUY
WEIGZDSN3U
WEG0914AVI3

WBI06ZIENIL

XBID2004MRN
QI2393M3NOS
‘WB306ZBI-NIU-
FELL
WEEIZADVWY
YMS524140RHS
GH252521INEM.

WEIEZCANIU

wcasper

Processor
867 MHz x1

200 MHz x1
800 MHz x1
2.GHzx2
1.8GHz x1
1.5GHz x1
200 MHz x1
2.GHzx2

800 MHz x1

867 MHz x1
200 MHz x1
200 MHz x1

2.GHzx2

142 GHzx1
700 MHz x1

800 MHz x1

RAM
S12MB

512MB
S12MB
1GB
S12MB
S12MB
S12MB
1G8

S12MB

512MB
256 MB
512MB

1G8

1G8B
512MB

S12MB

HD
38.13GB

559 GB
559GB
23376 GB
7453GB
7453GB
559GB
93.16 GB

559GB

38.13GB

74.51GB

93.16 GB

74.51GB

38.16 GB

559GB

Network Overview (PDF)

The Network Overview report breaks down your search results into six sections that address the following
information:

Computers per building

Computers per department

Total count of each unique operating system

Total count of each unique computer model
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= Total count of each version of /usr/sbin/jamf

= Count of errors that took place in the 12 hours before the report was printed

«=2CQJS per
Network Qverview Generated for My Company p},\ JUITE
”~

Computers per Building Operating Systems.
S I s o8 i §

Maso8 XA .

Masos A =
‘Computers per Models Errors in the last 12 hours.
p Ry
Foarce I
F— 2 o e et )

Apple Mse min
Apple MacBook Pra

Apple Poser Max G4 (AGP Graphics)
Apple Powsr Mas 34 (MDD)

Apple Power Ma G
Apple Power Mocintash GS (Late 2005) 2
Apple Powerllock G (15 inch 157133 Gllz) 1

Hardware Change Report (PDF)

The Hardware Change report displays the changes that have taken place to the hardware configurations
on your network over time. This information is especially useful when tracking down unauthorized
changes.

The following hardware attributes are detailed in this report:

= NIC Speed

= Optical Drive
= Make

= Model

= Serial Number

= Processor Speed

= Number of Processors
= Total RAM

= Open RAM Slots

= Hard Drive Percentage Full

7y
«gcaspefr
Report Generted for Internal Development ,.,ﬁ SUITE
~
Hardware Changes for jamf0012
Speed [Optical | Model i Speed |Procs
[2007-05-13 11:35:47.0 mnoofmoolstum DVD-R Ul- |Apple |13-inch MacBook |4H6382HOVM (2. GHz |2 o 11179
85 N GB
|2007-05-11 16:04:50.0 |lﬂl100f1m0|ik’l’SHH‘A DVD-R UJ- |Apple [13-inch MacBook [4H6382HIVM (2. GHz |2 2GB |0 |11179
657 N GB

Any changes to the hardware configurations that took place between reports will be highlighted in
red. By comparing this data with the report dates in the first column, you will be able to determine the
approximate date of the change.
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Software Change Report (PDF)

The Software Change report displays the changes that have taken place to the software installed on your

computers over time. Anytime an application, font, or plug-in is added or removed from a computer, a
record is logged. Changes to the operating system will also be displayed.

Saftware Change Report Generated far Internal Development

Software Changes for jamf0012

|Changes on 2007-05-13 16:04:57.0

\pp Added [Microsoft Word

1133

App Added [Microsoft PowerPoint

1132

\pp Added [Microsoft

Ll

oo Added [Microsoft Eniourage

1133

Offic i Entourae.

oo Added [Microsoft Excel

1133

Office 2004/Microsoft Excel

App Romoved  [QuarkXPress

QuarkXPress

[/ Applications/QuarkXPress 6 0QuarkXPross

Application Distribution Report (PDF)

The Application Distribution report displays a count of applications on your network, broken down by

version.

For example, the data in the following screen shot reflects 19 copies of Adobe Photoshop from Creative

Suite 1 and 215 copies of Adobe Photoshop from Creative Suite 2. We can see that only one person has
updated to version 9.0.2, with 192 people using version 9.0.1 and 22 people using 9.0.

Application Distribution Report Generated for My Company
Application Name Copies
Adobe Photoshop CS.app
8.0 (B.0x119) 19
Total Copies:
Adobe Photoshop CS2.app
9.0 (9.0x196) )
0.0.1 (9.0.1x294) 192
902 (9.0.2x312 [20 1
Total Copies:

-;gcmper

Total

19

215
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Operating System Distributio

n Report (PDF)

The Operating System Distribution report displays a total count of each unique operating system on your

network. It also breaks down the results for each department and building.

08 Distribution Report Generated for My Company

Operating System Name
Mac 05 9.1
Mac 0592
Mac 05 X 1024
Mac 05 X 1026
Mac OS5 X 1028
Mac 05X 1032
Mac 05 X 1033
Mac 05 X 1034
Mac 05 X 1035
Mac 05 X 1036
Mac 05 X 103.7
Mac OS5 X 1038
Mac 05 X 1039
Mac 05 X 1042
Mac 05 X 1043
Mac 05 X 10.44
Mac 05 X 1045
Mac 05 X 10.4.6
Mac 05 X 10.4.7
Mac 05 X 1048
Mac 05 X Server 1039
Mac 05 X Server 1043
Mac 05 X Server 104.7
Mac 05 X Server 1049
Microsoft Windows XP Professional 5.1.2600

System Security Report (PDF)

acasper

uq—;n—hnune_i

The System Security report displays security-related information for each computer. This report is broken

down into four sections that detail the following information:
= QOverview of the computer (including Active Directory status)

= List of available software updates

= Existence of a master password on

the computer

= FileVault status for each account on the computer

The report for a computer that meets the criteria in each section will display blue checkmarks beneath the

sections:
pcasper
Sccurity Report Generated for Internal Development ,.’in FUITE
”~
|Security Report For BART I Data From 02252007 ot 2:27 PM]|
Make/Model: Apple 13-inch MacBook Active Directory: jamfsoftware.com
08: Mac 08 X 1048 Username:
(ﬁ_) Available Updates @ Master Password Is Set. ° FileVault Status

v v

All updates arc applied

wudiim Encrypled

v

All Accounts Enerypted
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The report for a computer that does not meet the criteria will display the items that do not meet the
criteria in the relevant section:

Security Report Generated for Internal Development ,.A I TUITE
~
Security Report For jamf0012 I Data From 03/30/2007 at 10:39 AM|
Make/Model: Apple 13-inch MacBook Adctive Directory: Not Bound
08: Mac OS X Server 104.9 Username:
Available Updates ‘ 1 Master Password Is Not Set FileVault Status.
@ 0 °)
AirPortExtremeUpdate2007002-1.0 admin Not Encrypted

WebObjects$ 3.3Update-5.3.3 casperadmin Not Encryped
QuickTime-7.1.6 casperinstall Not Encrypted
SeoUpd2007-004Univ-1.1 demo Not Encryped
BatteryUpdate2007001-1 2

JavaForMacOSX11 4Releascs-5.0

RAIDAdmini51-15.1

WWANSupport_Update1-1.0

csv

This format exports your search results into a CSV file that you can open in Microsoft Excel and other
spreadsheet applications.

Tab

This format exports your search results into a tab-delimited text file that you can open in Microsoft Excel
and other spreadsheet applications.

XML

This format exports your search results into an XML file. XML files are commonly used to move data
between applications.

Viewing Computer Details

After performing a computer search, you can view a Details report for any search result by clicking the
Details link across from it.
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Details reports are broken down by category. Clicking a category in the sidebar displays related
information in the category pane. Some panes allow you to perform actions, such as editing information,
viewing history, and adding components.

Details for PHYS-SCH-213

1l
0 ©® Computer Information

- Hardware

¥ Macgook Pro

. Operating System
Mac 0S X 10.5.7

A, G
@ Purchasing

! Extension Attributes
g Storage -
- 1 Hard Drive

Peripherals

B 0 peripherals

Synced Mobile Devices
0 Mobile Devices

{1 Computer Groups
o) 2 Computer Groups
;‘ Licensed Software
| 0 Licensed Software Titles

Applications
A 153 Applications

Computer Name: PHYS-SCH-213
Report Date: 02/22/2011 at 2:41 PM
Last Contact Time: N/A
IP Address: 10.10.12.120
fusr/sbin/jamf version: 7.3
d: admin

The following table describes each category pane and the actions that you can perform from it:

Category

Description

Actions that you can perform

Computer Information

General information about the computer,
including computer name, IP address,
asset tag, and date/time of last inventory
report

Edit computer information

Hardware

Hardware information, including make,
model, and MAC address(es)

Edit hardware information

View hardware/software history

Operating System

Information about the operating system,
including system and version number

computer, including PO details, warranty
information, and purchasing contact

Location Information about the computer’s physical | Edit location information
location on the network Perform LDAP lookup
View location history
Purchasing Purchasing information for the Edit purchasing information

Perform GSX lookup

Extension Attributes

Extension attributes collected from the
computer

Edit values for non-script
extension attributes

Storage

Storage information for each drive

Peripherals

A list of peripherals associated with the
computer

Add peripheral
Delete peripheral
View peripheral details

Synced Mobile Devices

Information about mobile devices synced

with the computer

View mobile device details
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Category

Description

Actions that you can perform

Computer Groups

A list of groups that the computer is a
member of

Licensed Software

A list of licensed software titles installed
on the computer

Applications

A list of applications installed on the
computer

View application details

UNIX Applications

A list of UNIX applications installed on the
computer

View UNIX application details

Fonts

A list of fonts installed on the computer

Plug-ins

A list of plug-ins installed on the computer

Package Receipts

A list of packages installed or cached by
the Casper Suite

A list of packages installed by Installer.app
or Software Update

Software Updates

A list of available software updates

Local User Accounts

A list of local user accounts and
information about them, including
username, real name, UID, and Home
directory

Printers

A list of printers mapped to the computer

Services

A list of active services

UNIX Reports

Results for the following UNIX commands
executed by Recon:

uptime -Length of time since last reboot
w - List of user that are logged in

top - Snapshot of processes that are
running

Attachments

A list of files attached to the inventory
record

Upload attachments

Note: For instructions on how to suppress applications, fonts, plug-ins, UNIX executables, or accounts
from inventory reports, see the “Suppressing Software from Reports” section.
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Searching Peripherals

Once peripherals are added to the JAMF Software Server (JSS), they can be viewed for inventory or
reporting purposes.

This section explains how to:
= Perform simple and advanced peripheral searches
= View peripheral search results

= View peripheral details

Performing Simple Peripheral Searches

A simple peripheral search functions like a search engine, allowing you to locate a general range of results
quickly and easily.

Simple searches can be performed based on the following attributes of a peripheral:

= Peripheral type = Position

= Customizable peripheral fields = Department

= Barcode = Building

= Username =  Room

= Real name = Name of the computer the peripheral is
attached to

= Email address

= Phone number

Note: Performing an empty search (with no criteria in the search field) returns all of the peripherals in
your database.

To perform a simple peripheral search:
Log in to the JSS with a web browser.
Click the Inventory tab.

Click the Peripherals link.

Computers Peripherals Licensing Applications Fonts Plug-ins Mobile Devices Mobile Device Apps

Advanced Search

! Inventory Options
Search Peripherals Add Peripheral Manually

Enter one or more search terms into the search field.

Click the Search Peripherals button, or press the Enter key.
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Performing Advanced Peripheral Searches

When used to search for peripherals and create reports, advanced searches offer a variety of powerful
options. The advanced peripheral search interface consists of three navigation panes: General, Criteria,
and Display Fields.

A detailed description of the information on each pane follows:

General Pane

Advanced Peripheral Search

0 e =
General Criteria Display Fields
Save this Report: [
View As: [ Standard Web Page H-]

This pane allows you to choose a reporting format and save the report so you can access it in the future. If
you choose to save a report, you can perform the same search at a later date.

Saved peripheral searches can be accessed on the Peripheral Inventory pane. You can edit or delete a

saved peripheral search by clicking the disclosure triangle next to the search and then clicking the Edit or
Delete link.

Criteria Pane

Advanced Peripheral Search

General Criteria Display Fields
Field Search Type Criteria
Peripheral Info +
Location Info +
Peripheral Purchasing Info +

This pane allows you to specify the attributes on which to base your search. These options are broken
down into the following categories:

= Peripheral Info
= Location Info
= Purchasing Info
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Display Fields Pane

Advanced Peripheral Search

General Criteria Display Fields
] Username ] Real Name [ Email Address [T Department
[ Building (] Room ] Phone [ Position

[ Live LDAP Lookups

[ Purchased/Leased [ ] PO Number [l PO Date ] Vendor
() Warranty Expires [ Lease Expires [ AppleCare ID ) Purchase Price
] Life Expectancy ] Purchasing Account [_] Purchasing Contact

This pane allows you to specify the attributes displayed in your search results.

You can change the default selections by changing your Inventory Display preferences. For more
information on changing Inventory Display preferences, see the “Inventory Display Preferences” section.

To perform an advanced peripheral search:
Log in to the JSS with a web browser.

Click the Inventory tab.

Click the Peripherals link.

Click the Advanced Search link.

If you want to save your search, enter a name for the report and select the Save this Report checkbox.

Advanced Peripheral Search

(i ] Q) =

General Criteria Display Fields

Report Name: My Peripheral Search
Save this Report: &
View As: [ Standard Web Page Hl]

Using the View As pop-up menu, choose the format in which you want to view the report.

Click the Criteria tab, and narrow your search by clicking the Add (+) button next to each search type that
corresponds to the information that you want to use.

A list of searchable items is displayed.

Click the items that you want to use in your search, and further specify the search criteria using the fields
provided.
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10.

Click the Display Fields tab and select the checkbox next to each attribute that you want displayed in your
search results.

Click the Search button.

Viewing Peripheral Search Results

By default, peripheral search results are displayed in Standard Webpage format. You can view the search
results in any of the following alternate formats:

= CSV
= Tab
= XML

For simple peripheral searches, choose one of these options from the View Results As pop-up menu at the
bottom of the results list. For advanced peripheral searches, choose one of these options from the View As
pop-up menu on the General pane of the advanced search interface.

Note: The attributes displayed in simple peripheral search results are determined by your Inventory
Display preferences. See the “Managing Inventory Attributes” section for more information. The attributes
displayed in advanced peripheral search results are determined by the settings on the Display Fields
pane of the advanced search interface. For more information, see “Performing Advanced Peripheral
Searches”.

csv

This format exports your search results into a CSV file that you can open in Microsoft Excel and other
spreadsheet applications.

Tab

This format exports your search results into a tab-delimited text file that you can open in Microsoft Excel
and other spreadsheet applications.

XML

This format exports your search results into an XML file. XML files are commonly used to move data
between applications.

Viewing Peripheral Details

After performing a peripheral search, you can view details for any peripheral returned in the search by
clicking the Details link across from it.
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Peripheral reports are broken down into four sections:
= Device Information
= Location

= Purchasing

= Attachments

Details for Monitor

+  Device Information .
i O General Information

iL:r:\an"u“ Make: Acer
Model:
'@\ Purchasing Size: 12"
=
o Asset Tag:
| Attachments Serial Number: 1234 5678

" 0 Attachments
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Searching Mobile Devices

Once mobile devices are added to the JAMF Software Server (JSS), they can be viewed for inventory and
reporting purposes.

This section explains how to:
= Perform simple and advanced mobile device searches

= View mobile device details

Performing Simple Mobile Device Searches

A simple mobile device search functions like a search engine, allowing you to locate a general range of
results quickly and easily.

Simple searches can be performed based on the following mobile device attributes:

= UDID = Username

= Display name = Real name

= Device name =  Email address
= GUID = Position

= |CCID = Department
= |MEI = Building

= Phone number =  Room

= Serial number

Note: Performing an empty search (with no criteria in the search field) returns all mobile devices in your
database.

To perform a simple mobile device search:
Log in to the JSS with a web browser.
Click the Inventory tab.

Click the Mobile Devices link above the search field.

Computers Peripherals Licensing Applications Fonts Plug-ins Mobile Devices Mobile Device Apps

Advanced Search
Inventory Options

Enter one or more terms into the search field.

Click Search Mobile Devices or press the Enter key.
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Performing Advanced Mobile Device Searches

When used to search for devices and create reports, advanced mobile device searches offer you a variety
of powerful options. The advanced search interface consists of three navigation panes: General, Criteria,
and Display Fields.

A description of the information on each pane follows:

General Pane

Advanced Mobile Devices Search

©

Ceneral Criteria Display Fields

Save this Report: O

This pane allows you to choose a reporting format and save the report so that you can access it at a later
date.

Saved mobile device searches can be accessed on the Mobile Devices Inventory pane. You can edit or
delete a saved search by clicking the disclosure triangle next to the search, and then clicking the Edit or
Delete link.
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Criteria Pane

Advanced Mobile Device Search

General Information
Mobile Device Details
Location
Purchasing
Applications
Security
Network
Certificates
Configuration Profiles

Provisioning Profiles

General Criteria Display Fields
Field Search Type Criteria

This pane allows you to specify the attributes on which to base your search. These options are broken

down into the following categories:

General Information
Mobile Device Details
Location

Purchasing
Applications

Security

Network

Certificates
Configuration Profiles
Provisioning Profiles
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Display Fields Pane

Advanced Mobile Device Search

General Criteria Display Fields
# Mobile Device Display Name @ Mobile Device Serial Number # UDID O wifi MAC Address

(] Bluetooth MAC Address (] Managed

() Device Name ) Capacity O Available [ Percentage

# Phone Number (] Mobile Device Model (] ©S Version ] 05 Build

] GuiD [ Ican ) IMEl [] Modem Firmware
() Last Backup Time () Last Inventory Update

(] Username [ Real Name [J Email Address [ Department

[ Building ) Room [ Phone [ Position

[ Purchased/Leased (] PO Number (] PO Date [ Vendor

() Warranty Expires [ Lease Expires [ AppleCare ID [ Purchase Price
[ Life Expectancy [ Purchasing Account (J Purchasing Contact

[ Data Protection [ Hardware Encryption [ Passcode Present [ Block-Level Encryption
[ File-Level Encryption [ Passcode Compliant (O Passcode Compliant with Profile

This pane allows you to specify the attributes displayed in your search results when viewing them in one
of the following formats:

= Standard Webpage

= CSV
= Tab
= XML

You can change the default selections by changing the Inventory Display preferences. For more
information, see the “Inventory Display Preferences” section.

To perform an advanced mobile device search:
1. Login to the JSS with a web browser.
2. Click the Inventory tab.
3. Click the Mobile Devices link.
4. Click the Advanced Search link.

5. If you want to save your search, enter a name for the report and select Save this Report.

Advanced Mobile Devices Search

0 @ E

General Criteria Display Fields

Repore hame: ]

Save this Report;

Cancel

6. Click the Criteria tab.
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7. Click Add (+) next the category you want to use to define your search.
A list of searchable items is displayed.

Advanced Mobile Device Search

o Q) g

General Criteria Display Fields
Field Search Type Criteria - +
General Information +
Mobile Device Details &
Location &
Purchasing &+
Applications &
Security &+
Network &
Certificates &+
Configuration Profiles &
Provisioning Profiles &

8. Click the item that you want to use in your search.
9. Specify search criteria for the item.

10. Click the Display Fields tab and select the attributes you want to display in the search results.

Advanced Mobile Device Search

(] ©

Ceneral  Criteria | Display Fields

@ Maobile Device Display Name @ Mobile Device Serial Number & UDID ) Wifil MAC Address
[ Bluetooth MAC Address [ Managed

[ Device Name [ Capacity O Available [ Percentage

# Phone Number ] Mobile Device Model ) 05 Version ) 05 Build

O GuD O Iccin O IME ) Modem Firmware
[ Last Backup Time [ Last Inventory Update

(] Username [ Real Name () Email Address () Department

(] Building [ Room () Phone ] Position

(0 Purchased/Leased [ PO Number [ PO Date [ Vender

() Warranty Expires [ Lease Expires ([ AppleCare ID [ Purchase Price
[ Life Expectancy [ Purchasing Account [ Purchasing Contact

(] Data Protection () Hardware Encryption (] Passcode Present (] Block-Lewvel Encryption
(] File-Level Encryption [ Passcode Compliant () Passcode Compliant with Profile

11. Click the Search button.
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Viewing Mobile Device Search Results

By default, mobile device search results are displayed in Standard Webpage format. You can view the
search results in any of the following alternate formats:

= CSV
= Tab
= XML

For simple mobile device searches, choose one of these options from the View Results As pop-up menu at
the bottom of the results list. For advanced mobile device searches, choose one of these options from the
View As pop-up menu on the General pane of the advanced search interface.

Note: The attributes displayed in simple mobile device search results are determined by your Inventory
Display preferences. See the “Managing Inventory Attributes” section for more information. The
attributes displayed in advanced mobile device search results are determined by the settings on the
Display Fields pane of the advanced search interface. For more information, see “Performing Advanced
Mobile Device Searches”.

csv

This format exports your search results into a CSV file that you can open in Microsoft Excel and other
spreadsheet applications.

Tab

This format exports your search results into a tab-delimited text file that you can open in Microsoft Excel
and other spreadsheet applications.

XML

This format exports your search results into an XML file. XML files are commonly used to move data
between applications.

Viewing Mobile Device Details

After performing a mobile device search, you can view a Details report for any search result by clicking the
Details link across from it.
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Details reports are broken down by category. Clicking a category in the sidebar displays related
information in the category pane. Some panes allow you to perform actions, such as editing information,
viewing history, and adding components.

Details far QA-Tanle2 -iPad

i)

& Location

44 Purchasing

&l 5

":f:‘] ?bcslur:rlgn'inri(wmah\ﬂ

@ Network Infarmation

“o| Certificatas
3 Card*canes

. Atarhments
0 Alachmits

D Device Information

Drevice Names QA-Tao e2-iPad
Lest Inuemory Update: Wednesdzy, Juns 13 2011 at 10:26 AM
Capacity: 14 ]
Avoilable 13.73
Percentage Used: 1.98%
Saftware Version: 4.5 (50190)
serial Number FO0<3HUMZ3E
UDID: 01401b6e7435b03 175 Geced56:2a95 5102 78571
Phone Number:
[ss]s 3
IMEL:

GB

IP Address: 10.10.12.124
Wifi MAC Address: bBEG1 21:3c:19
Blueteoth MAC Address bHFh1 4104 1a
Modem Firmware
Modek iPad1,1 (VC320LL

The following table describes each category pane and the actions that you can perform from it:

roaming status

Category Description Actions that you can perform
Device General information about the device, Generate an inventory report
Information including device name, date/time of last
inventory report, UDID, IP address, and
management status
Location Information about the device’s physical Edit location information
location on the network Perform LDAP lookup (See
“Integrating with LDAP Servers” for
information on setting up an LDAP
server connection.)
Purchasing Purchasing information for the device, Edit purchasing information
including PQ details, warranty information, Perform GSX lookup (See
and purchasing contact “Integrating with GSX" for
information on setting up a GSX
connection.)
Apps A list of apps installed on the device --
Security Security components enabled on the --
device, including data protection, hardware
encryption, and passcode information
Network Information about the network, including --
Information carrier, network and country codes, and

Certificates

A list of certificates installed on the device

Profiles

A list of profiles installed on the device,
including version number and bundle
identifier
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Category

Description

Actions that you can perform

Provisioning
Profiles

A list of provisioning profiles installed on the
device, including expiration date

Attachments

A list of files attached to the device’s inventory
record

Upload attachments
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Searching Software Inventory

Once you acquire computers, you can search and view installed applications, fonts, and plug-ins.

This section explains how to:
= Perform simple and advanced software searches

= View software search results

Performing Simple Software Searches

A simple software search functions like a search engine, allowing you to locate a general range of results
quickly and easily.

Simple searches can be performed based on the following attributes of a software record:
= ApplicationTitle
= Application Version

Note: Performing an empty search (with no criteria in the search field) does not return any results. Search
criteria are required to search for software.

To perform a simple software search:
Log in to the JSS with a web browser.
Click the Inventory tab.

Click the Applications, Fonts, or Plug-ins link.

Application Inventory

Computers Peripherals Licensing Applications Fonts Plug-ins Mobile Devices Mobile Device Apps

Advanced Search
Jinventary Options

Enter one or more search terms into the search field.

Click the Search button, or press the Enter key.

Performing Advanced Software Searches

Advanced software searches offer you a variety of powerful options. The advanced software search
interface consists of three navigation panes: General, Criteria, and Display Fields.

A detailed description of the information on each pane follows:
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General Pane

Advanced Application Search

[ ] Q) A

General Criteria Display Fields

Sawve this Report: [

View As: | Standard Web Page 3]

This pane allows you to choose a reporting format and save the report so you can access it in the future. If
you choose to save a report, you can perform the same search at a later date.

Saved software searches can be accessed on the Computer Inventory pane. You can edit or delete a saved
software search by clicking the disclosure triangle next to the search and then clicking the Edit or Delete

link.
Criteria Pane

Advanced Application Search

i ] @ A

General Criteria Display Fields

Platform is
Application Name | like 5‘ |
Application Version | like 5‘ |

This pane allows you to specify the attributes on which to base your search. These options are broken
down into the following categories:

= Platform
= Application Title
= Application Version
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Display Fields Pane

Advanced Application Search

/] @ A
General Criteria Display Fields
[ Application Path ] Size [C] Copyright (] Date Modified

(] Bundle ID [] Permissions (] Registered To [] Company

(] Serial Number 1 (] Serial Number 2

™ Info Link (] JSS Computer ID [ Asset Tag [ Platform

™ Computer Name (] Bar Code [ Last Contact Time ] Last Report Date
™ Managed (] jamf Binary Version ] IP Address

[ Username (] Real Name (] Email Address (] Department

(] Building (] Room (] Phone (] Position

[ Live LDAP Lookups

O Make ™ Model [ MAC Address ] NIC Speed

(] Optical Drive (] Boot ROM ™ Serial Number [] Processor Speed
(] Mumber of Processors  [_] Processor Type (] Processor Architecture [] Total RAM

(] Available RAM Slots

(] SMC Version

(] Battery Capacity

(] Hard Drive Size

[ SMART Status

(] Boot Drive Full

™ Operating System
(] FileVault Status

[] Service Pack

(] Number of Available Updares

[ Active Directory Status

[] Master Password Set

[ Purchased/Leased
[ Warranty Expires

[ PO Number
(] Lease Expires

[ OS Maintenance Expires [ Purchase Price

("] Purchasing Contact

(] PO Date
(] AppleCare ID
[ Life Expectancy

] Vendor
[C] 05 AppleCare ID
] Purchasing Account

This pane allows you to specify the attributes displayed in your search results when you view your search
in one of the following reporting formats:

Standard Webpage

csv
Tab
XML

You can change the default selections by changing your Inventory Display preferences. For more
information on changing Inventory Display preferences, see the “Inventory Display Preferences” section.

To perform an advanced software search:

Log in to the JSS with a web browser.

Click the Inventory tab.

Click the Applications, Fonts, or Plug-ins link.

Click the Advanced Search link.

If you want to save your search, enter a name for the report and select the Save this Report checkbox.
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6.

10.

Using the View As pop-up menu, choose the format in which you want to view the report.

Advanced Application Search

L] © A

General Criteria Display Fields

Report Name: |My Application Search
Save this Report:
View As: | Standard Web Page P@']

Click the Criteria tab, and narrow your search by clicking the Add (+) button next to each search type that
corresponds to the information that you want to use.

A list of searchable items is displayed.

Select each item that you want to use in your search, and further specify the search criteria using the fields
provided.

Click the Display Fields tab, and select the checkbox next to each attribute that you want displayed in
your search results.

Click the Search button.

Viewing Software Search Results

By default, software search results are displayed in Standard Webpage format. You can view the search
results for advanced software searches in any of the following alternate formats by choosing from the
View As pop-up menu on the General pane of the advanced search interface:

= CSV
= Tab
= XML

Note: The attributes displayed in advanced software search results are determined by the settings on the
Display Fields pane of the advanced search interface. For more information, see “Performing Advanced
Software Searches”.

csv

This format exports your search results into a CSV file that you can open in Microsoft Excel and other
spreadsheet applications.

Tab

This format exports your search results into a tab-delimited text file that you can open in Microsoft Excel
and other spreadsheet applications.
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XML

This format exports your search results into an XML file. XML files are commonly used to move data
between applications.
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Performing Mass Actions on Computer
Search Results

Mass actions are a quick way to perform the following tasks on the results of a computer search:
= Edit location information (building and department).

= Look up and populate purchasing information from Apple’s Global Service Exchange (GSX).
= Email users.

= Delete from the JAMF Software Server (JSS).

Mass Editing Location Information

This allows you to edit the building and department for all results of a computer search.

To mass edit the building and department:
1. Login to the JSS with a web browser.
2. Click the Inventory tab.
3. Perform asimple or advanced computer search.

4. Choose “Edit Building, Department, or Servers” from the Take Action on Results pop-up menu. Then, click
Go.

5. Use the pop-up menus to specify new location information as needed.

Edit Building, Department, Server Information

Default File Server: [ No Change 3|
Default NetBoot Server: | No Change B‘
Default Software Update Server: | No Change ]

Default Department: | No Change B‘
Default Building: | No Change B‘

6. Click the Save button.

7. Click Continue to confirm the change.
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Mass Look up Purchasing Information from GSX

This allows you to look up and populate purchasing information from Apple’s Global Service Exchange
(GSX).

To utilize this feature, a GSX connection must be set up in the JSS. For more information on setting up this
connection, see the section entitled “Integrating with GSX".

Note: GSX lookups may not always return complete purchasing information. The lookup only returns
information available in GSX.

To perform a mass GSX lookup:

Log in to the JSS with a web browser.

Click the Inventory tab.

Perform a simple or advanced computer search.

Choose “Look up Purchasing Info in GSX” from the Take Action on Results pop-up menu. Then, click Go.
The progress of the lookup is displayed onscreen.

When the results are displayed, click the Update Records button to populate the information in the JSS.
Then, click Continue to confirm.

If the results state that the JSS is already up-to-date, click the Cancel button.

Mass Emailing Users

Mass emails are a convenient way to notify users of an upcoming software upgrade, a full drive, or another
issue.

Mass emails are sent from the SMTP server that is specified in the JSS. If you have not specified an SMTP
server, see the section entitled “Enabling Email Notifications” for instructions on how to do so.

To mass email users:
Log in to the JSS with a web browser.

Click the Inventory tab.
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Perform a simple or advanced computer search.
Choose “Send Email” from the Take Action on Results pop-up menu. Then, click Go.
Use the options and fields provided to compose the email message.

The email address you send the message from must be associated with the SMTP server in the JSS. Replies
are also sent to this address unless you specify otherwise.

oscar.peterson@mycompany.com, operations@mycompany.com,
development@mycompany.com
Use: ® To Fle’d

) BCC Field

Recipients:

From: SMTPaccount@gmail.c
Subject:

Reply-To:

Message:

Click the Send button.

Click Continue to confirm.

Mass Deleting Computers

You can remove computers from your inventory by deleting them from the JSS.

To mass delete computers from the JSS:

Log in to the JSS with a web browser.

Click the Inventory tab.

Perform a simple or advanced computer search.

Choose “Delete all Computers” from the Take Action on Results pop-up menu. Then, click Go.

Click the Delete Permanently button; or if peripherals are associated with one or more of the computers,
click the Delete Computers Only or Delete Computers and Peripherals button.

Click Continue to confirm the deletion.
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5.

Performing Mass Actions on Mobile Device
Search Results

Mass actions are a quick way to perform the following tasks on the results of a mobile device search:
= Look up purchasing information from Apple’s Global Service Exchange (GSX).

= Email users.

= Delete from the JAMF Software Server (JSS).

Mass Look up Purchasing Information from GSX

This allows you to look up and populate purchasing information from Apple’s Global Service Exchange
(GSX).

To utilize this feature, a GSX connection must be set up in the JSS. For more information on setting up this
connection, see the section entitled “Integrating with GSX”

Note: GSX lookups may not always return complete purchasing information. The lookup only returns
information available in GSX.

To perform a mass GSX lookup:

Log in to the JSS with a web browser.

Click the Inventory tab.

Perform a simple or advanced mobile device search.

Choose “Look up Purchasing Info in GSX” from the Take Action on Results pop-up menu. Then, click Go.
The progress of the lookup is displayed onscreen.

When the results are displayed, click the Update Records button to populate the information in the JSS.
Then, click Continue to confirm.

If the information is already up-to-date, click the Cancel button.
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Mass Emailing Users

Mass emails are a convenient way to notify users of an upcoming update or another issue.

Mass emails are sent from the SMTP server that is specified in the JSS. If you have not specified an SMTP
server, see the section entitled “Enabling Email Notifications” for instructions on how to do so.

To mass email users:

Log in to the JSS with a web browser.

Click the Inventory tab.

Perform a simple or advanced mobile device search.

Choose “Send Email” from the Take Action on Results pop-up menu. Then, click Go.

Use the options and fields provided to compose the email message.

The email address you send the message from must be associated with the SMTP server in the JSS. Replies
are also sent to this address unless you specify otherwise.

oscar.peterson@mycompany.com, operations@mycompany.com,
development@mycompany.com

. ® To Field
" (O BCC Field

From: SMTPaccount@gmail.c

Recipients:

Use:

Subject:

Reply-To:

Message:

Click the Send button.

Click Continue to confirm.

Mass Deleting Mobile Devices

You can remove devices from your inventory by deleting them from the JSS.
To mass delete mobile devices from the JSS:
Log in to the JSS with a web browser.

Click the Inventory tab.

Perform a simple or advanced mobile device search.
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4. Choose“Delete all Mobile Devices” from the Take Action on Results pop-up menu. Then, click Go.
5. Click the Delete Mobile Devices button.

6. Click Continue to confirm the deletion.
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Editing Computer Records

The JAMF Software Server (JSS) allows you to edit the following information:
= General information

= MAC address(es)

= Location information

= Purchasing information

= Non-script extension attributes

To edit a computer record:

Log in to the JSS with a web browser.

Click the Inventory tab.

Perform a simple or advanced computer search.

Click Details across from the computer record you want to edit.

Click the category you want to edit in the categories list.
The following categories contain editable information:

= Computer Information

=  Hardware

= Location

= Purchasing

= Extension Attributes

Click the Ellipsis “** button to display the editable fields.

Details for PHYS-SCH-213

- Hardware
* MacBook Pro

Operating System
Mac 05 X 10.5.7

* Location

3 Purchasing

! Extension Attributes

=1 Storage

é 1 Hard Drive
Peripherals

P 0 perphersts

Synced Mobile Devices
0 Mobile Devices

| Licensed Software
"0 Licensed Software Titles

Applications
A, 153 Applications

© Computer Information

Computer Name: PHYS-SCH-213
Report Date: 02/22/2011 at 2:41 PM
Last Contact Time: N/A
1P Address: 10.10.12.120
Jusr/sbinfjamf version: 7.3
Managed: admin
S5 Computer ID: 38
Asset Tag:
Bar Code 1:
Bar Code 2:
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Add or modify information as needed.

If you are editing location or purchasing information, click the Search &Y iconto perform an LDAP or GSX

lookup. This populates the fields with information from an LDAP server or Apple’s Global Service Exchange
(GSX).

Note: The lookup feature is only available if an LDAP server and/or GSX connection is set up in the JSS.
For more information on setting up these connections, see the “Integrating with LDAP Servers”and
“Integrating with GSX” sections.

Details for PHYS-SCH-213

Computer Information ()
0 & Edit Location

- Hardware T ®
= MacBook Pro Username: |O_Peterson

Real Name: |Oscar

. Operating System
Mac 05 X 10.5.7 Email Address:

' Phone:
Position:
* Purchasins
] 2 Desarmen:
Buing:
! Extension Attributes
Room:
=1 Storage J
1 Hard Drive

Peripherals
P peripherals

Synced Mobile Devices
0 Mobile Devices

E Computer Groups
2 Camputer Groups

‘? Licensed Software
[ 0 Licensed Software Titles

Applications
A, 153 pplications 1

Click Save.
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Editing Mobile Device Records

You use the JAMF Software Server (JSS) to edit location and purchasing information for a mobile device

and attach files to the mobile device record.

To edit location or purchasing information for a mobile device record:

Log in to the JSS with a web browser.

Click the Inventory tab.

Perform a simple or advanced mobile device search.
Click Details across from the device record you want to edit.
Click Location or Purchasing in the categories list.

Click the Ellipsis“** button to display the editable fields.

Details for QA-Tablel-iPod

o Device Information

B S

4 Purchasiny
L] o

Apps
o 1App

. Security

Data protection s not enabled

% Network Information

Current Network:

| Certificates
' D Certificates

Profiles
0 Profiles

D Provisioning Profiles
2 Prowisionil

£, Management History
* 35 commands, 4 pending

y Attachments
0 Attachments

& Location

Username: O_Peterson
Real Name: Oscar Peterson

Email Address: oscar.peterson@mycompany.com

Phone:
Position:

Department:

Building:
Room:
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Add or modify information as needed, or click the Search ¥ icon to perform an LDAP or GSX lookup.

Performing a lookup populates the fields with information from an LDAP server or Apple’s Global Service

Exchange (GSX).

Note: The lookup feature is only available if an LDAP server and/or GSX connection is set up in the JSS.
For more information on setting up these connections, see the “Integrating with LDAP Servers”and
“Integrating with GSX” sections.

Details for QA-Tablel-iPod

o Device Information ) .
4 Edit Location

L Username: |O_Peterson @

= : Real Name: Oscar Peterson
[T] Purchasing

Email Address: [oscar.peterson@mycompar

Apps Phone:
o 1App
Position:
. Security -
Data protection is not enabled Department: | Choose... )]
- Building: | Choose... 9‘
w Network Information 9
Current Room: —
= Certificates
0 Certificates
(@)

Profiles
0 Profiles

U Provisioning Profiles

2 Provisi
| Management History
35 commands, 4 pending

Attachments
0 Attachments

Click Save.

To attach a file to a mobile device record:

Log in to the JSS with a web browser.

Click the Inventory tab.

Perform a simple or advanced mobile device search.
Click Details across from the device record.

Click Attachments in the categories list.
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6.

7.

8.

Click the Add * icon.

Details for QA-Tablel-iPod

o Device Information
® Attachments

L Location File Name
43 Purchasing No attachments.
=
Apps
© 1App
. Security

Data protection is not enabled

Network Information
Current Network:

Certificates
0 Certificates

Profiles
0 Profiles

U Provisioning Profiles
2 Provisioning Profiles

fi Q Management History
|35 commands, 4 pending

Attachments
0 Antachments.

Click the Choose File button and upload a file.

Click the Save Attachment button.

&
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Deleting Computers from the JSS

You can remove a computer from your inventory by deleting it from the JAMF Software Server (JSS).

To delete a computer from the JSS:

Log in to the JSS with a web browser.

Click the Inventory tab.

Perform a simple or advanced computer search.
Click Delete across from the computer record.

Click the Delete Permanently button; or if peripherals are associated with the computer, click the Delete
Computers Only or Delete Computers and Peripherals button.
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Deleting Mobile Devices from the JSS

You can remove a mobile device from your inventory by deleting it from the JAMF Software Server (JSS).

To delete a mobile device from the JSS:

Log in to the JSS with a web browser.

Click the Inventory tab.

Perform a simple or advanced mobile device search.
Click Delete across from the device record.

Click the Delete Mobile Device button.
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Suppressing Software from Reports

Inventory reports may include a large number of insignificant software titles. You can suppress one or
more software titles from the following categories:

= Applications

=  Fonts

= Plug-ins

= UNIX Executables

= Accounts

This section explains how to:
= Suppress software

= Unsuppress software

To suppress software from reports:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the Inventory Options link.

In the Suppress Inventory Items category, click the link that indicates the item(s) you want to suppress.

Select the checkbox next to each title you want to suppress, or click the Select All link to suppress all of
the titles.

Select All

Application Name
Activity Monitor.app
Address Book.app
AirPort Admin Utility.app
AirPort Setup Assistant.app
AirPort Utility.app

0oo0®0

Click the Suppress Selected button at the bottom of the page.

To unsuppress software from reports:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the Inventory Options link.

In the Unsuppress Inventory Items category, click the link that indicates the item(s) you want to suppress.

Select the checkbox next to each title you want to unsuppress, or click the Select All link to suppress all of
the titles.

Click the Unsuppress Selected button at the bottom of the page. 136



Managing Custom Reports

You can add custom reports to the JAMF Software Server (JSS) to extend your inventory reporting
capabilities.

These reports are available when using the Inventory pane in the JSS to search or browse computers. A
link for each custom report is displayed near the bottom of the page under the Export Options heading.

The Recon Suite comes with several templates that you can use to create custom reports. These templates
are simple JSP files. They are located in:

/Library/]SS/Tomcat/webapps/ROOT/WEB-INF/reporting/

Note: If you upgraded from Recon Suite v8.1 or earlier, the custom report templates are located in:

/Library/Tomcat/webapps/ROOT/WEB-INF/reporting/

Before modifying these templates, be sure to read and respect the comments in the files.

This section explains how to create, edit, and delete a custom report.

To create a custom report:

Create a JSP file (using one of the templates or otherwise) and place it in the following location on the
server:

/Library/J]SS/Tomcat/webapps/ROOT/WEB-INF/reporting/

Note: If you upgraded from Recon Suite v8.1 or earlier, place the file in this location:

/Library/Tomcat/webapps/ROOT/WEB-INF/reporting/

Place any image files for the report (.gif, .jpg, etc.) in the follow location:
/Library/J]SS/Tomcat/webapps/RO0T/reporting_images/

Note: If you upgraded from Recon Suite v8.1 or earlier, place the image files in this location:

/Library/Tomcat/webapps/RO0T/reporting_images/

Place any CSS (Cascading Style Sheet) files for the report in the following location:
/Library/J]SS/Tomcat/webapps/RO0T/reporting_theme/

Note: If you upgraded from Recon Suite v8.1 or earlier, place the CSS files in this location:

/Library/Tomcat/webapps/RO0T/reporting_theme/

Log in to the JSS with a web browser.

Click the Settings tab.
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6.

7.

8.

10.

11.

12.

13.

Click the Inventory Options link.

Click the Custom Reports link.

Click Add Custom Report in the toolbar.

Custom Reports

i)

Add Custom Report

There are currently no Custom Reports entered.

Enter a display name for the report. For example, “My Report”

In the Page Name field, enter a name for the page that will display in your web browser each time you

create a report.
This name does not need to match the name of the JSP file.

Note: This name cannot contain spaces.

Enter the name of the JSP file in the File Name field.
This must match the name of the JSP file exactly.

New Custom Report

Display Name: My Report

Page Name: "\opeporthiml |
This is the text that will show up as part of the URL, e.g. export.html
File Name: | myReport.isp ]

This is the name of the actual jsp file that will be run. It needs to be located at
[Library Tomeat/webapps/jamf/WEB-INFreporting/

[JInclude Software and Peripheral Information

o) o)

Select the Include Software and Peripheral Information checkbox to include software and peripheral

information in the report.

Note: Selecting this option may delay the reporting process since it contains more information.

Click the Save button.

To edit a custom report:

Log in to the JSS with a web browser.
Click the Settings tab.

Click the Inventory Options link.

Click the Custom Reports link.




Click the Edit Report link across from the report you want to edit.

Make changes as needed.

Click the Save button.

To delete a custom report:

Log in to the JSS with a web browser.
Click the Settings tab.

Click the Inventory Options link.
Click the Custom Reports link.

Click the Delete Report link.

Click Delete Custom Report to confirm.
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License Management

Creating Licensed Software Records

Licensed software records allow you to define and store information about the software licenses owned
by your organization. You can use this information to create more accurate inventory reports, monitor
compliance, and quickly access license and purchasing information.

There are several ways to create a licensed software record:

= Create the record manually.

= Use alicensed software template that is built into the JSS.

= Upload a licensed software template.
You can download licensed software templates from JAMF Nation at:
https://jamfnation.jamfsoftware.com/licensedSoftwareTemplates.html

= Duplicate an existing licensed software record.

To create a licensed software record manually:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the Licensed Software Management link.

Click the Create Licensed Software button.

Enter a display name for the licensed software record.
(Optional) Enter the name of the publisher.

Choose the platform that the license was obtained for.

To send an email to administrators when a license violation occurs, select the Send Email Notification on
Violation checkbox.

An SMTP server must be set up in the JSS to send email notifications. For information on how to set up an
SMTP server, see “Enabling Email Notifications”.

To display only the name of the licensed software record in inventory reports and suppress the name of
any individual software titles, select the Remove Software Titles from Inventory Reports checkbox.
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10.

11.

12.

13.

(Optional) Enter additional information in the Notes field.

Edit Licensed Software:

0 = A

Info Licenses Software Definitions

Display Name: Adobe C54 Web Standard

Publisher: Adobe Systems Incorporated

platorm:

[ Send Email Notification on Violation

(] Remove Software Titles from Inventory Reports

Notes:

G o)

To store license and purchasing information in the record, see "To store license and purchasing
information in a licensed software record".

To specify the software titles that count toward the license, see "To specify software definitions for a
licensed software record".

Click Save.

To create a licensed software record from a template that is built into the JSS:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the Licensed Software Management link.

Click the Licensed Software from Template button.

Find the software title that you want to create a record for and click the Create link across from it.
Choose the platform that the license was obtained for.

To send an email to administrators when a license violation occurs, select the Send Email Notification on
Violation checkbox.

An SMTP server must be set up in the JSS to send email notifications. For information on how to set up an
SMTP server, see “Enabling Email Notifications”.

To display only the name of the licensed software record in inventory reports and suppress the name of
any individual software titles, select the Remove Software Titles from Inventory Reports checkbox.
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9.

10.

11.

(Optional) Enter additional information in the Notes field.

Edit Licensed Software:

606 = A

Info Licenses Software Definitions

Display Name: Adobe C54 Web Standard

Publisher: Adobe Systems Incorporated

platorm:

[ Send Email Notification on Violation

(] Remove Software Titles from Inventory Reports

Notes:

G o)

To store license and purchasing information, see "To store license and purchasing information in a licensed
software record".

The software titles that count toward the license are included in the template. To view them, click the
Software Definitions tab.

Click Save.

To upload a licensed software template:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the Licensed Software Management link.
Click the Upload Licensed Software button.

Click Choose File and select the licensed software template that you want to upload. Then, click Upload
Selected Template.

The licensed software template must be an XML file.
Choose the platform that the license was obtained for.

To send an email to administrators when a license violation occurs, select the Send Email Notification on
Violation checkbox.

An SMTP server must be set up in the JSS to send email notifications. For information on how to set up an
SMTP server, see “Enabling Email Notifications”.

To display only the name of the licensed software record in inventory reports and suppress the name of
any individual software titles, select the Remove Software Titles from Inventory Reports checkbox.
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9.

10.

11.

(Optional) Enter additional information in the Notes field.

Edit Licensed Software:

0 = A

Info Licenses Software Definitions

Display Name: Adobe C54 Web Standard

Publisher: Adobe Systems Incorporated

Platform:
[ Send Email Notification on Violation
(] Remove Software Titles from Inventory Reports

Notes:

G o)

To store license and purchasing information, see "To store license and purchasing information in a licensed
software record".

The software titles that count toward the license are included in the template. To view them, click the
Software Definitions tab.

Click Save.

To duplicate an existing licensed software record:

Log in to the JSS with a web browser.

Click the Settings tab.

Click the Licensed Software Management link.

Click the Duplicate Licensed Software button.

Find the licensed software record that you want to duplicate and click the Duplicate link across from it.
Enter a new display name for the licensed software record.

Add or modify license and purchasing information, and software definitions as needed.

Click Save.

To store license and purchasing information in a licensed software record:
Log in to the JSS with a web browser.
Click the Settings tab.

Click the Licensed Software Management link.
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10.

11.

12.

13.

14.

15.

Create a licensed software record or edit an existing one.

= To create a licensed software record, click the Create New License button or use one of the other
methods explained in this guide.

= To edit a licensed software record, click the Edit link across from it.

Click the Licenses tab.

Click the Add License link.

Enter the serial number(s) for the license.

(Optional) Enter the name of the organization that owns the license.
(Optional) Enter the name of the individual that the license is registered to.
(Optional) Select the type of license and enter the number of licenses owned.
(Optional) Enter additional information in the Notes field.

(Optional) Specify purchasing information for the license.

Click Store License.

Edit Licensed Software: Example
[ ] = A
Info Licenses Software Definitions
License Info

Serial Number 1:

Serial Number 2:

Organization Name:

Registered To:
License For: ® o Licenses

S Concurrent Licenses
(Site License

Notes:

£

| Cancel | | Store License

Purchasing Info

Perpetual License (+) Annual License ()

PO Number: | PODate: [NA | /[ NA 5|/ [Na 3|
vendor: License Expires: | NA 2| /| NA 2|/ [NA %]
Purchase Price: Life Expectancy: | N/A aa)
Purchasing Account: ] Purchasing Contact:

No Attachments.

Attach File...

| Cancel | | Store License

| Cancel | | Save |

Repeat steps 6 through 13 for each additional license.

Click Save.

144



To specify software definitions for a licensed software record:
Log in to the JSS with a web browser

Click the Settings tab.

Click the Licensed Software Management link.

Create a licensed software record or edit an existing one.

= To create a licensed software record, click the Create New License button or use one of the other
methods explained in this guide.

= To edit a licensed software record, click the Edit link across from it.

Click the Software Definitions tab.

To add an application, font, or plug-in, click the Add link for the item that you want to add.

Edit Licensed Software: Example

0 = A
Info Licenses Software Definitions
Application Name Version

There are no Applications entered
Add Application...
Font Name Version
There are no Fonts entered
Add Font...
Plug-in Name Version
There are no Plug-ins entered

Add Plug-in...

Cancel | | save

Specify the title and version number and click the Store Definition button.

Edit Licensed Software: Eample

0 = A

Info Licenses Software Definitions

Application Info

Title: is

Version: [ like ||

| Cancel | | Store Definition

Repeat steps 6 and 7 for each additional item.

Click Save.
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To edit a licensed software record:
Log in to the JSS with a web browser.
Click the Settings tab.

Click the Licensed Software Management link.

Find the record that you want to edit and click the Edit link across from it.

Add or modify information as needed.

Click Save.

To delete a licensed software record:
Log in to the JSS with a web browser.
Click the Settings tab.

Click the Licensed Software Management link.

Find the record that you want to delete and click the Delete link across from it.

Click the Delete button to confirm.
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Reporting on Licensed Software

Using reports to track licensed software helps you stay organized by storing all of your purchasing
information in one, accessible location. Licensed software reports allow you to monitor the number of
licenses your organization has and how many are in use, making compliance with software vendors easy
to track and maintain.

Licensed software reporting and inventory reporting work in the same way. First, you perform a simple or
advanced search of your records. Then, you choose a reporting template in which to view your results.

This section explains how to:
= Perform simple and advanced licensing searches

= View licensing search results

Performing Simple Licensing Searches

A simple licensing search functions like a search engine, allowing you to locate a general range of results
quickly and easily.

Simple searches can be performed based on the following attributes of a licensed software record:

= Display Name = Serial Numbers for Associated Licenses

= Publisher = Purchasing Accounts for Associated Licenses
= Notes = Purchasing Contacts for Associated Licenses
= Registration Information for Associated = PO Numbers for Associated Licenses

Licenses (organization or individual that a
license is registered to)

= Notes for Associated Licenses

Note: Performing an empty search (with no criteria in the search field) returns all of the licensed software
records in your database.

To perform a simple licensing search:
Log in to the JSS with a web browser.
Click the Inventory tab.

Click the Licensing link.

Enter one or more terms into the search field.
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5.

Click the Search Licensing button, or press the Enter key.

Licensing Inventory

Computers Peripherals Licensing Applications Fonts Plug-ins Mobile Devices Mobile Device Apps

[ Advanced Search
Inventory Options

((search Licensing ) Add Licensed Software

By default, search results are displayed as a Standard Webpage report and include the following
information:

= Licensed software records that match your search criteria
= Total number of licenses your organization owns for the software
= Total number of licenses in use for the software

Any licensed software records in violation of the licensing limit are displayed in red text.

To view a list of computers on which the software is installed, click the View Computers link across from
the record.

“m T

L Logout admin

83 Results (1.78 seconds)

Licensed Software

Display Name Total Licenses Licenses Used
OmniOutliner Professional 12 8 View Computers...
VMWare Fusion 18 18 View Computers...
OmniGraffle Professional 5 7 6 View Computers...

Performing Advanced Licensing Searches
When used to search for licensed software and create reports, advanced searches offer a variety of
powerful options. The advanced licensing search interface consists of three panes: General, Criteria, and

Display Fields.

A detailed description of the information on each pane follows:
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General Pane

Advanced Licensing Search

i ] @ A

General Criteria Display Fields

Save this Report: [

View As: | Standard Web Page B

This pane allows you to choose a reporting format and save the report so you can access it in the future. If
you choose to save a report, you can perform the same search at a later date.

Saved computer searches can be accessed on the Computer Inventory pane. You can edit or delete a saved

computer search by clicking the disclosure triangle next to the search and then clicking the Edit or Delete
link.

Criteria Pane

Advanced Licensing Search

0 @ A
General Criteria Display Fields
Field Search Type Criteria
Licensed Software Info &
Software Licenses Info &
License Purchasing Info &

This pane allows you to specify the attributes on which to base your search. These options are broken
down into three categories:

= Licensed Software Info
= Software License Info

= Software License Purchasing Info
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Display Fields Pane

Advanced Licensing Search

o o A
General Criteria Display Fields
# Display Name [ Publisher ) Platform # Total Licenses
# Licenses Used ) Compliant ™ Matching Computers
[ License Serial Number ) Organization Name [] License Registered To
[ Perpetual License/Annual License ] PO Number [} PO Date [ Vendor
(] Warranty Expires [ Lease Expires [ AppleCare ID ] Purchase Price
[ Life Expectancy ] Purchasing Account [] Purchasing Contact

This pane allows you to specify the attributes displayed in your search results.

You can change the default selections by changing your Inventory Display preferences. For more
information on changing Inventory Display preferences, see the “Inventory Display Preferences” section.

To perform an advanced licensing search:

Log in to the JSS with a web browser.

Click the Inventory tab.

Click the Licensing link.

Click the Advanced Search link at the right of the search field.

If you want to save your search, enter a name for the report and select the Save this Report checkbox.

Advanced Licensing Search

(] Q) A

General Criteria Display Fields

Report Name: My License Search
Save this Report: @
View As: [ Standard Web Page -+

Choose the format in which you want to view the report from the View As pop-up menu.

Click the Criteria tab, and narrow your search by clicking the Add (+) button next to each search type that
corresponds to the information that you want to use.

A list of searchable items is displayed.

Click the items that you want to use in your search and further specify the search criteria using the fields
provided.
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10.

Click the Display Fields tab select the checkbox next to each attribute that you want displayed in your
search results.

Click Search.

Viewing Licensing Search Results

By default, licensing search results are displayed in Standard Webpage format. You can view the search
results for advanced licensing searches in any of the following alternate formats by choosing from the
View As pop-up menu on the General pane of the advanced search interface:

= Licensing Compliance Report (PDF)
= Printable Licensed Software Record (PDF)

= CSV
= Tab
= XML

Note: The attributes displayed in advanced licensing search results are determined by the settings on the
Display Fields pane of the advanced search interface. For more information, see “Performing Advanced
Licensing Searches”.

Standard Webpage

The Standard Webpage report displays the licensed software, the number of licenses your organization
owns for the software, and the number of licenses currently in use. As you scroll down the page, a list of
computers using the licenses is displayed.

Any licensed software records in violation of the licensing limit are displayed in red.

“mm —

L Logout admin

14 Results (1.00 seconds)

Licensed Software

Display Name Total Licenses Licenses Used
Adobe Acrobat Pro 9 1 2 View Computers..
Adobe Bridge CS4
Adobe Device Central C54 1 1]
Adobe Illustrator 1 1 View Computers...

-
o

Licensing Compliance Report (PDF)

The Licensing Compliance report provides a high-level overview of your licensed software records and any
titles that are in violation of the licensing limit.
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One record is displayed per ling, along with the number of licenses owned and the total number of
licenses in use. Records that have more licenses distributed than your organization owns are marked with
a yellow alert to the left of the record.

<geasper
License Compliance Report Genested for My Company ;,’e FUIT
Licensed Software Name Licenses Owned  Licenses Used

Creative Suite 2 Professional 200 204

Creative Suite 2 Standard 5 4

Microsoft Office 2004 160 157

Printable Licensed Software Record (PDF)

The Printable Licensed Software record report allows you to print licensed software information in a
format suitable for hardcopy purchasing records. The records print one per page and include general
information about the title, along with each corresponding software license on file.

“scasper

Licensed Software Records for My Company ‘f}

Microsoft Office 2004

Licensed Software Overview

Publisher Microsaft Corp

Platform mac

Notes Purchased directly from Microsoft.

License #1

Serial Number XBAIW-2]ICV-DXCEB-8R8RR-T7T7

Organization My Company

Repistered To My Name

License Type 5 Licenses License Term Perpetual License
Vendor Microsoft

License #2

Serial Number XBAIW-2JICV-DXCEB-66666-55555

Organization My Company

Registered To My Name

License Type 155 Licenses License Term Perpetual License
PO Date January 07, 2007 Vendor Apple Store

Purchase Price 299 Life Expectancy 1 Year

csv

This format exports your search results into a CSV file that you can open in Microsoft Excel and other
spreadsheet applications.

Tab

This format exports your search results into a tab-delimited text file that you can open in Microsoft Excel
and other spreadsheet applications.

XML

This format exports your search results into an XML file. XML files are commonly used to move data

between applications.
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Sending Notifications on Licensed
Software Violations

Maintaining up-to-date licensed software records allows you to monitor the number of software licenses
in use in your environment.

Each time a computer submits an inventory report to the JAMF Software Server (JSS), the licensed
software on the computer is analyzed. If the number of computers that report a licensed software title
is greater than the actual number of licenses purchased by your organization, the JSS sends an email
notification.

Sending email notifications on licensed software violations requires:

= An SMTP server set up in the JSS (For instructions on how to set up an SMTP server, see “Enabling Email
Notifications")

= The Software License Violation option enabled for each account that you want to receive notifications
(For more information, see “Managing JSS User Accounts”)

Note: A user must have an account in the JSS to receive email notifications.

To send an email notification on a licensed software violation:
Log in to the JSS with a web browser.
Click the Settings tab.

Click the Licensed Software Management link.
= To create a new record, click the Create Licensed Software button in the toolbar.

= To edit an existing record, click the Edit link across from it.

Select the Send Email Notification on Violation checkbox.

Click Save.
Edit Licensed Software: Adobe CS4 Web Standard
0 = A
Info Licenses Software Definitions

Display Name: Adobe C54 Web Standard

Publisher: Adobe Systems Incorporated

Platform: | Macintosh B‘

# Send Email Notification on Violation
] Remove Software Titles from Inventory Reports

Notes:

(G (Gv0)
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