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WORKER SAFETY 101:

Keeping employees and organizations
safe with technology



SUCCESS STARTS WITH SAFETY.

With more businesses than ever moving employees to remote work and bringing
analog workflows online, worker safety as a whole is becoming a more complex
topic. From construction sites to entirely remote businesses or schools, device
utilization in a wide range of environments adds a number of safety, deployment
and security variables.

Many organizations struggle with the complexity of these considerations,
whether through the added costs of insurance liability and settlements,
or at the expense of device usability and user experience.

Now, with Jamf, you can empower your employees to take an active part in the
safety experience of their mobile technology, and automate business-critical
policies to save them added stress allowing them to simply get work done.

And with the addition of powerful partnerships, such as TRUCE Software, you can
be assured that workers remain free of stress and distractions while on the job.

Why is worker safety so important?

As technology is integrated into more jobs, reducing distraction and promoting
efficiency is increasingly important. If employees and workers are fussing with
their devices on the job, one distracted moment could literally mean the difference
between life and death.

1INS5

fatally injured workers in 2019
was a mobile sales worker or
truck driver

NEARLY 40%

of workplace-related fatalities
in 2019 involved transportation
incidents

1INS5

employee deaths in 2019
were in the construction industry




EMPOWER EMPLOYEES
WITH CHOICE.

Apple use is on the rise with a growing number of employees in the workforce
requesting to work on the devices they prefer. In a recent study from Vanson
Bourne, a global third-party market research firm, 94% of survey participants agree
they are more likely to choose/stay at a company which offers them a choice in
work computer or mobile device. Respondents also made it clear that the device
types they work on have a direct impact on their productivity and efficiency.

Similarly, worker safety should not be compromised by the technology users
choose to use. Employees have the right to be productive and safe using
their technology of choice in any context — whether behind the wheel, in the
warehouse or on the job site.

HOW CAN JAMF HELP?

As the leader in Apple Enterprise Management, Jamf provides the best tools and
experience for employees to use their devices efficiently when they need them
— and to stay focused when they don’t. With Jamf’s sole focus on the Apple
ecosystem, you can be sure to get best-in-class solutions from the foundation

to the pinnacle of worker safety.




With Jamf you can:

 Provide a productive and
meaningful user experience

« Protect organizations from liability

« Keep employees safe on their
shift from start to end




WHAT’S APPLE
ECOSYSTEM MANAGEMENT?

Apple operating systems come together and function as an
ecosystem by design. For example, users can unlock their
Mac from their Apple Watch, create a presentation on their
Mac, continue editing the presentation on their iPad and then
present via Apple TV.

To get the most out of the Apple ecosystem, iOS, iPadOS,
macOS and tvOS devices are best when managed together

KEY FEATURES

With Jamf’s cloud-based solutions, get everything needed

to deploy mobile devices in a safe, productive and scalable
way. Let’s dig into some of the top reasons mobile device
management (MDM) with Jamf promotes better worker safety.

with a purpose-built solution, like Jamf. By managing
devices by ecosystem, management tasks are optimized
without compromising native functionality. In addition

to the Apple experience end users expect, with same-day
support, organizations can also upgrade to the latest

Apple operating systems (OSs) with all of their new features
and security mechanisms the day they ship from Apple.
Now that’s efficiency.




Standardization

Create a device experience with the employee in mind, whether being used by one or many.
Set the wallpaper with a company logo, define the Home Screen layout to meet specific needs
and hide unwanted system apps that are not needed for employees’ productivity. With Jamf’s
Self Service portal, employees can also download the apps and resources they need on
demand, removing roadblocks and getting everyone on task faster.

Managed Lost Mode

If an iPhone or iPad gets lost, put the device in Lost Mode and Low Power Mode to find the
device and manage battery life. In just a few clicks, the admin will know the location of the
device and have the peace of mind that company data is safe and secure. In addition, they can
customize a message to inform where the device should be returned.

Data usage management

Jamf helps admins ensure the right apps connect to the right network. Easily restrict changes to
personal hotspots, use APN configuration to assign devices to cellular network and enforce
Wi-Fi “on or off” When using iPad, simplify carrier connectivity for eSIM deployment with Jamf.

Privacy protection

Keep your devices secure and maintain the trust and privacy of employees. Mobile device
management will not read iMessages, emails or listen to phone calls. It cannot access device
photos or videos, and will not report browsing or app usage habits. If the MDM solution didn’t
install the data, it also cannot remove it.




USER-INITIATED SAFETY

Encourage the right behavior by inviting employees to enforce
workplace safety. This will help build habits in employees to
actively keep themselves safe. Use Jamf Setup and Jamf Reset
to manage the configuration of the device so the right app is in
the right place at the right time.

Jamf Setup

Use Jamf Setup to give a user-driven experience while keeping
workers safe when on the job site, in the warehouse or on the road.
With just a tap, the device is configured with the exact resources
the user needs, when they need it — no IT required.

Get a customized experience for any industry. Here are just
a couple of possible use cases:

Electronic flight bag

On shift/off shift

On the road/off road

Electronic logging device (ELD)

Need to know who is in which state and when? Jamf integrates with
business intelligence (Bl) tools to provide the reporting you need in
the context you need it. Get a detailed glance at any given moment
to know which devices are in which state and which are not.




Jamf Reset

For shared-device experiences, Jamf Reset
provides a simple two-step process to
securely wipe a device and prepare it for the
next user.

With a button to perform a device wipe

right on the Home Screen, the process can
become much easier than navigating the
Settings menu. This can leave users feeling
more comfortable as they see their private
information disappear from a public or
shared device.

Organization-specific messaging and
branding also can be applied to inform users
of next steps that might take place outside
the device.




AUTOMATED SAFETY

Worker Safety powered by Jamf makes the automation of
worker safety workflows easier through partnership with
leading worker safety solutions, including TRUCE Software.
Jamf’s MDM and ecosystem management capabilities
partnerered with industry-specific solutions work together to
equip you with the best automations and workflows to keep
your organization and employees safe.

TRUCE Software

Jamf Worker Safety, powered by TRUCE Software, provides the
automated safety layer to MDM by dynamically enforcing mobile
use policy based on hyper-local context to eliminate device
distraction. It enables customers to protect their employees
when behind the wheel and in heavy equipment or on-premises
work environments. With context-based dynamic enforcement
of your policies, you can keep your employees safe across the
workplace while protecting your organization from liability risks.
Learn more about TRUCE Software in the Marketplace.

(@) TRUCE

DYNAMIC INTELLIGENCE: Adjust user
profiles and enforcement as the needs of
the worker change based on movement,
proximity and other context of the
individual user.

FULLY INTEGRATED: Integrated
permissions that can scale out to the
entire workforce while still being hyper-
local to each worker.

Steeped in deep iOS heritage, Jamf
Worker Safety, powered by TRUCE,
preserves the Apple experience while

empowering productive use of mobility,

protecting organizations from liability and
keeping workers safe.

Looking for more? Don’t miss our other
worker safety solutions that can be

found in the Marketplace.



https://marketplace.jamf.com/details/jamf-worker-safety-powered-by-truce/
https://marketplace.jamf.com/apps/?tags=Workforce+Safety

SAFETY FIRST.
SAFETY ALWAYS.

Get ready to:
« Protect employees while they use mobile
devices, no matter where they are

« Reduce business costs related to insurance
premiums and settlements

« Create a delightful user experience while

enforcing company safety policies

Connect with us to build a safe mobile device
experience at your organization today.



https://www.jamf.com/solutions/technologies/worker-safety/?utm_source=asset-link&utm_medium=pdf&utm_campaign=it-infosec-efficiency&utm_content=2021-04-01_shared_

