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Agenda

1 | Qu’est-ce que I'authentification unique ?

Découverte de I'authentification unique (SSO) et de
ses bénéfices.

2 | Mettre en place 'authentification unique

Quelles sont les bonnes pratiques pour mettre en
place une architecture SSO ?

3 | Workflows

Exemples d’utilisation du SSO avec Jamf.

4 | Remarques et recommandations

Quelques conseils d’expert pour faciliter I'intégration
des extensions SSO !

P

®JAMF NATION LIVE



Qu’est-ce qu

SSO = Single Sign-On = A
Ou

La fin des mot
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Classes

Salle des professeurs : Local de stockage

Accuell
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Classes

Local de stockage

Accuell
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Cuisine Chambre
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Cuisine Chambre
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Sans SSO Avec SSO

Plusieurs authentification Une seule authentification
necessaires necessaire




Qu’est-ce que /

SSO = Single Sign-On = Aut
Ou /
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Quelles solutions MDM Jamf?

N
Do

B

D
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© 8 O

jamf

Dashboard

Devices

Users

Classes

Incidents

Profiles

Apps

Documents

Wallpapers

Organisation

API 2.0 Documentation

Support v

License Management

Dashboard

Synchronize Now

Jamf School

Munavoi Academy VvV @ &

Jamf School

Releases

Read more about the most recent Jamf School, Jamf Teacher, Jamf School Student, and Jamf Parent releases.

1
MANAGED DEVICES

0 open/ 0 closed
INCIDENTS

Synchronization status

Automated Device Enroliment: 1 placeholder(s) updated

10
RECURRING LICENSES
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APl 2.0 Documentation

jamf

Dashboard
Devices
Users
Classes
Incidents
Profiles
Apps
Documents

Wallpapers

Organisation

Support v

License Management

Dashboard

Quelles solutions MDM Jamf?

Jamf School ou Jamf Pro, peu importe !

Munavoi Academy o O

Jamf School

Releases

Read more about the most recent Jamf School, Jamf Teacher, Jamf School Student, and Jamf Parent releases.

Synchronize Now

1
MANAGED DEVICES

0 open/ O closed
INCIDENTS

Synchronization status

Automated Device Enroliment: 1 placeholder(s) updated

10
RECURRING LICENSES

Dashbog

jamf

Dashboard

Smart Computer Groups

*NEEDS MACOS
HIGH SIERRA (10.13)

28

Computers

Policy Statuses

*FILEVAULT
ENFORCEMENT

9%

Completed

® 7 Completed
46 Pending

@ 18 Failed

COMPLIANCE -
ENCRYPTION
DISABLED

42

Computers

*UPDATE
INVENTORY

32%

Completed

@® 23 Completed
48 Pending

@ O Failed

COMPLIANCE -- NO
INVENTORY
REPORT FOR 14
DAYS

71

Computers

ADD SELF SERVICE
TO DOCK

90%

Completed

® 64 Completed
7 Pending

® 0 Failed

Mobile Device Configuration Profile Distribution Statuses

AIRPLAY SETTINGS
FOR IPADS

AZURE AD
REGISTER

EMAIL SETTINGS

FILEVAULT IS
CONFIGURED

21

Computers

DROPBOX

4%

Completed

® 3 Completed
68 Pending

® O Failed

LOCK SCREEN
MESSAGE FOR
MARKETING IPADS

GATEKEEPER - APP
STORE AND
IDENTIFIED
DEVELOPERS ONLY

70

Computers

INSTALL LATEST OS

1%

Completed

® 1 Completed
48 Pending

@ 22 Failed

REMOTE SALES
TEAM IPADS

MAC USERS WITH
RAM, HARD DRIVE
PERCENTAGE AND
MACOS 10.14

0

Computers

JAMF CONNECT
FOR AZURE

100%

Completed

® 1 Completed
0 Pending

® 0 Failed

SECURE WI-FI

NEEDS MACOS
SIERRA (10.12)

10

Computers

JAMF CONNECT
FOR OKTA

100%

Completed

® 1 Completed
0 Pending

® 0 Failed

TOKYO OFFICE
MOBILITY
SETTINGS

XCODE USERS

70

Computers

SECURE WI-FI

43%

Completed

® 31 Completed
40 Pending

® 0 Failed

VPN SETTINGS




lenvenues

Toutes plateformes b
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Prerequis a la mise en
place du SSO

Les appareils doivent étre enrdlés dans un MDM

1 iPadOS 13 ou plus recent avec une app d’authentification
2 macOS 10.15 ou plus récent avec une app d’authentification

3 Un Profil de Configuration pour ’extension SSO
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Prerequis au deploiement

N 4
- Microsoft |
Company Portal Utilisateur heureux !

Profil de
configuration

> Type d’appareil

Microsoft
Authenticator
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PrOf“eS Jamf Schoo Pro

Profiles + Create Profile

25 v | records pei Search: ‘
@ Profiles Nar alled Last Updated
i 100% .
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<string>Sso</string>

<key>Type</key>

<string>Redirect</string>

<key>ExtensionIdentifier</key>
<string>com.microsoft.azureauthenticator.ssoextension</string>
<key>URLs</key>

<array>

<string>https://login.microsoftonline.com</string>

<string>https://login.microsoft.com</string>

<string>https://sts.windows.net</string>
<string>https://login.partner.microsoftonline.cn</string>
<string>https://login.chinacloudapi.cn</string>
<string>https://login-us.microsoftonline.com</string>
<string>https://login.microsoftonline.us</string>
<string>https://login.microsoftonline.de</string>

</array>
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 <key>Type</key>

<string>Redirect</string>

 —

<key>ExtensionIdentifier</key>

| <string>com.microsoft.azureauthenticator.

!

e — e ——— w— —

 <key>URLs</key>

!

<array>

<string>https://login.microsoftonline.com</string>

<string>https://login.microsoft.com</string>

<string>https://sts.windows.net</string>

<string>https://login.partner.microsoftonline.cn</string>

<string>https://login.chinacloudapi.cn</string>

<string>https://login-us.microsoftonline.com</string>

<string>https://login.microsoftonline.us</string>

<string>https://login.microsoftonline.de</string>

</array>




L’AUDIENCE EN CE MOMENT :

“Ola ca devient complexe !”
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App Extension SSO Remove

Sign-on type Redirect

Extension Identifier com.microsoft.azureauthenticator.ssoextension

Bundle identifier of the app extension that performs the single sign-on

w0 https://login.microsoftonline.com
w0 https://login.microsoft.com

& https://sts.windows.net

|| -

URL prefixes of identity providers on whose behalf the app extension performs single sign-on

(® The URLs must begin with http:// or https://, the scheme and host name are matched case-

insensitively, query parameters and URL fragments are not allowed, and the URLs of all installed

Extensible SSO payloads must be unique
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|

mnsion SSO Remove

Redirect

com.microsoft.azureauthenticator.ssoextension

Bundle identifier of the app extension that performs the single sign-on

w0 https://login.microsoftonline.com
w0 https://login.microsoft.com

& https://sts.windows.net

|| -

URL prefixes of identity providers on whose behalf the app extension performs single sign-on

(® The URLs must begin with http:// or https://, the scheme and host name are matched case-

insensitively, query parameters and URL fragments are not allowed, and the URLs of all installed

Extensible SSO payloads must be unique

®JAMF NATION LIVE




|

mnsion SSO Remove

Redirect

com.microsoft.azureauthenticator.ssoextension

Bundle identifier of the app extension that performs the single sign-on

w0 https://login.microsoftonline.com

w0 https://login.microsoft.com

& https://sts.windows.net

|| -

URL prefixes of identity prov

(® The URLs must begin with http:// or https://, the scheme and host name are matched case-

insensitively, query parameters and URL fragments are not allowed, and the URLs of all installed

Extensible SSO payloads must be unique
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Les 4 etapes magiques

Type de profil = SSO Sign-on type = Redirect

Un profil nécessite toujours une charge utile Méthode d’authentification. Microsoft

(payload). nécessite I'option “Redirect”.
Extension Identifier = Authentication URLs = Dépendant de votre
app bundle ID configuration cote IdP

Bundle ID de I'app d’authentification, ce
parametre est différent suivant la plateforme.

URLs données par le fournisseur d’identité
pour rediriger vers le SSO.
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Single Sign-on Extensions Removeall - Add
1 payload configured

Single Sign-on Extension ¢ A
Configure app extensions that perform single sign-on (iOS 13 or later).

Payload Type
Use the Kerberos payload type for the "com.apple.AppSSOKerberos.KerberosExtension" Extension Identifier.

m Kerberos

Extension Identifier
Bundle identifier of the app extension that performs single sign-on

com.microsoft.azureauthenticator.ssoextension

Team ldentifier
The team identifier of the app extension that performs single sign-on

Sign-on Type
Sign-on authorization type

[ Credential

URLs
URLs of identity providers where the app performs single sign-on. The URLs must begin with http:// or https:// and be unique for all configured Single Sign-On Extensions payloads. Query parameters and URL fragments are not allowed.

https://login.microsoftonline.com/

https://login.microsoft.com/

https://sts.windows.net/

https://login.partner.microsoftonline.cn/

https://login.chinacloudapi.cn/

https://login.microsoftonline.de/

https://login.microsoftonline.us/

https://login.usgovcloudapi.net/

| & | D | © | © | & | & | P | CP

https://login-us.microsoftonline.com/




Single Sign-on Extensions Removeall - Add
1 payload configured

;: Single Sign-on Extension
| Configure app extensions that perform single sign-on (iOS 13 or later). |

]
!
|
|
!
!
)

Payload Type
Use the Kerberos payload type for the "com.apple.AppSSOKerberos.KerberosExtension" Extension Identifier.

550

o = —— = g

' Extension Identifier
;; Bundle identifier of the app extension that performs single sign-on

|

com.microsoft.azureauthenticator.ssoextension

—_——— =

e

Team ldentifier
The team identifier of the app extension that performs single sign-on

Sign-on Type
Sign-on authorization type

|
[[Credential

'URLs
| URLs of identity providers where the app performs single sign-on. The PJRLs must begin with http:// or https:// and be unique for all configured Single Sign-On Extensions payloads. Query parameters and URL fragments are not allowed.
|

'M https://login.microsoftonline.com/ |

|
| https://login.microsoft.com/ 4

https://sts.windows.net/

https://login.partner.microsoftonline.cn/

https://login.chinacloudapi.cn/

https://login.microsoftonline.de/

https://login.microsoftonline.us/

https://login.usgovcloudapi.net/

| & | D | © | © | & | & | P | CP

https://login-us.microsoftonline.com/




L’AUDIENCE EN CE MOMENT :

“OK, mais a quoi ¢ca ressemble cote
utilisateur ?”
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Exemples sur iPad
Sans SSO
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Exemples sur iPad
Sans SSO
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Exemples sur iPad
Sans SSO
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Exemples sur IPad

Add Account

Sa n S SSO Enter your work or personal email

Fmail Address

Create New Account

80 Sign in using the QR code on your computer

Privacy & Cookies

@hotmail.com @outlook.com @hotmail.co.uk @gmail.com @live.co.uk @live.com @nhs.r

S e 8

®JAMF NATION LIVE



Exemples sur IPad

Add Account

Sa n S SSO Enter your work or personal email

Fmail Address

Create New Account

80 Sign in using the QR code on your computer

Privacy & Cookies

@hotmail.com @outlook.com @hotmail.co.uk @gmail.com @live.co.uk @live.com @nhs.r

S e 8
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Exemples sur iIPad o e

Focused Other = Filter

Sans SSO

Microsoft Azure Tuesday
Azure AD ldentity Protection We...

See your Azure AD Identity
Protection Weekly Digest report...

Last Week

Microsoft Azure Sunday
Your weekly PIM digest for MSFT

Here's a summary of activities
over the last seven days. Your w...

No message selected

Select a message to read or write a new one.

New Message

A
% Email Q Search Calendar
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Exemples sur iIPad o e

Focused Other = Filter

Sans SSO

Microsoft Azure Tuesday
Azure AD ldentity Protection We...

See your Azure AD Identity
Protection Weekly Digest report...

Last Week
Microsoft Azure Sunday
Your weekly PIM digest for MSFT

Here's a summary of activities
over the last seven days. Your w...

Microsoft Outlook
Microsoft Authenticator
pOrtal.Ofﬁce.COm x No message selected

Select a message to read or write a new one.

New Message

A
% Email Q Search Calendar
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http://portal.office.com

yt

Sans SSO Avec SSO
Plusieurs authentification Une seule authentification
nécessaires nécessaire
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Exemples sur iPad
Avec SSO
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Exemples sur iPad
Avec SSO
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Exemples sur iPad
Avec SSO

Ready to add your first account?

Any Microsoft account or other type of account you add will appear here.

Add account

Already have a backup?

Restore your account.

Begin recovery

ﬁ Authenticator p Passwords @ Addresses |3-‘. Verified IDs
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Exemples sur iPad
Avec SSO
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Sans SSO Avec SSO
Plusieurs authentification Une seule authentification
nécessaires nécessaire
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Workflows
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Plateforme Jamf

Geérer les appareils Connecter les utilisateurs Protéger les données Compléter la solution

Ecosysteme de gestion Apple Contrble des acces et des identités Sécurité des terminaux Workflows additionnels

Jamf School “

Jamf Connect

Jamf Safe Internet

Extension SSO
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Plateforme Jamf

®JAMF NATION LIVE

Select Your Country or Region

United Kingdom |

Afghanistan

Aland Islands
Albania

Algeria

American Samoa
Andorra

Angola

Anguilla
Antarctica

Antigua & Barbuda

Press the Escape key to hear how to set up your Mac with VoiceOver.

Press Command-Option-F5 to view accessibility options.

Back

Continue

|



Plateforme Jamf
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Plateforme Jamf

@ Safari File Edit View History Bookmarks Window Help Q & Wed?24May 11:08

Macintosh HD
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Plateforme Jamf

Geérer les appareils Connecter les utilisateurs Protéger les données Compléter la solution

Ecosysteme de gestion Apple Contrble des acces et des identités Sécurité des terminaux Workflows additionnels

Jamf School “

Jamf Connect

Jamf Safe Internet

Extension SSO
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Remarques et
Recommandations
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“Il y a le bon SSO et le mauvais SSO”
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Exemples sur iPad

Jamf Trust
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Exemples sur iPad

portal.office.com

®JAMF NATION LIVE

16:14 Thu 18 May = 100% (=)

il

®

AA & office.com ¢ @ ol

We use optional cookies to
improve your experience
on our websites, such as
through social media
connections, and to display
personalised advertising
based on your online
activity. If you reject
optional cookies, only Manage cookies
cookies necessary to
provide you the services
will be used. You may
change your selection by
clicking 'Manage Cookies'
at the bottom of the
page.Privacy Statement
Third-Party Cookies

B Microsoft

Introducing Microsoft 365 Copilot—your co-pilot for work. Learn more >

Office is now Microsoft 365

The all-new Microsoft 365 lets you create, share and collaborate all in

one place with your favourite apps

Sign up for the free version of Microsoft 365 >



http://portal.office.com

Exemples sur iPad

portal.office.com
Outlook W
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http://portal.office.com

Exemples sur iPad

portal.office.com
Outlook W
Word X
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http://portal.office.com

Dois-t-on se re-authentifier souvent malgre
['activation du SSO?

Ca depend !
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La configuration par defaut d’Azure Active Directory (Azure
AD) pour la frequence de connexion utilisateur est une fenétre
cumulative de 90 jours.

Demander des informations d’identification aux utilisateurs
semble souvent une chose sensee a faire, mais celle-ci peut
avoir I’effet inverse que celui prevu : les utilisateurs qui sont
habitues a entrer leurs informations d’identification
machinalement peuvent involontairement les fournir a une
invite de demande d’informations d’identification malveillante.

Microsoft

HTTPS://LEARN.MICROSOFT.COM/EN-US/AZURE/ACTIVE-DIRECTORY/CONDITIONAL-ACCESS/
HOWTO-CONDITIONAL-ACCESS-SESSION-LIFETIME#USER-SIGN-IN-FREQUENCY
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Que ce passe-t-il quand un utilisateur met a jour son
mot de passe ?

|| recevra devra se re-authentifier:
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Peut-on exclure une application ou un service de
'architecture SSO ?

Oui, il existe une option pour ca !
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Bundle IDs des apps non autorisée a Autoriser toutes les applications gérées a

utiliser le SSO. utiliser le SSO.
<key>AppBlockList</key> <key>Enable_SSO_On_All_ManagedApps</key>
<string>com.google.Gmail</string> <integer>1l</integer>

Bundle IDs des apps autorisée a utiliser
le SSO.

<key>AppAllowList</key>

<string>com.showbie.showbiePad</string>
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Super, [‘aimerais plus d’infos sur le sujet.

Pas de problemes !
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Articles, Guides et plus
encore...

Rappel des 4 étapes
magiques

Jamf, Apple & Microsoft
£



En réesume

Le SSO c’est bien

Sécurisé
Approuvé par I'lT
Unifié a travers les appareils
Apple

®JAMF NATION LIVE

Le SSO c’est simple

4 étapes de déploiement
1 processus d’enrdlement
Disponible des aujourd'hui

9w

N4

Les Utilisateurs apprécient

Simple d’utilisation
S’integre dans les process
existants



Questions?
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